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1 O0mmue nosnoxkeHust

1.1 Ob6sacTh NpUMeHEeHUs1 POrpaMMBbl

PaGouas mporpamma y4deOHOI aucuumanHbl «OCHOBBI HH(DOPMALIMOHHONW 0€30MacHOCTH
SBJISICTCS YaCThIO OCHOBHOM Mpo(eccHoHaNbHON 00pa30oBaTeIbHOM IPOrpaMMbl IO CIIEUATEHOCTH
CIIO 09.02.12 Texauyeckast IKCIUTyaTalusi ¥ COMPOBOXKICHHE WHPOPMALIMOHHBIX CHCTEM

1.2 MecTro aMCHMIUVIMHBI B CTPYKType OCHOBHOl  mpodeccHOHAJbHOI
00pa3oBaTeJILHON MPOrPaMMBbI

VYuebnas aucuuruiiHa «OCHOBbI HMH(MOPMAIMOHHON O€30MacHOCTH» SBISETCS YacTbIO
npoeCCUOHANBPHON MOJATOTOBKH, BXOJUT B 0OMIENPO()ECCHOHANBHBIA LUK JAUCIUIUINH.
basupyertcs Ha Takux nucCHUIUIMHAX, Kak «HpopmaTukay, «OnepalioHHbIe CUCTEMbI U CPEIbI»,
«OCHOBBI QJITOPUTMM3ALMKA U TPOrPAMMHUPOBAHUSY» SBISETCS OCHOBOIIOJIATAMOIIECH I TAaKOM
JTUCIUILTMHBL, Kak «Pa3paboTka nH()OPMALIMOHHBIX CUCTEMY.

JucuurnuHa uzy4yaercst Ha 2 Kypce B 3 ceMecTpe.

1.3 Heau u 3a1a4u yueOHOM JMCUMILTHHBI

Henp mpuctuminiael «OCHOBBI HMH(POpPMAIMOHHON 6e30macHOCTH»: (HOPMUPOBAHHUE Y
CTYJICHTOB 3HAHHWI M MPEACTaBICHUI O CMBICIE, HENAX M 3aJadaX MH()OPMAIMOHHOW 3alllUThI,
XapaKTepHBIX CBOMCTBaxX 3alMIIaeMoil WH(pOpMaluu, OCHOBHBIX WH(POPMALMOHHBIX YIpo3ax,
CYLIECTBYIOIIMX HAMpPaBICHUSX 3alIMTHl U BO3MOXKHOCTSIX IOCTPOCHHUS MOJEJEH, CTpaTeryi,
METOJIOB ¥ MpaBuiI UHPOPMAILIMOHHON 3aIUTHI.

3agaud JUCUUILIIUHBI:

— OBJIaJICHUE MOHATUIHBIM anmapaToM WH(OPMAaIMOHHOKW 0e30MacHOCTH (OCBOEHUE
KJIFOUEBBIX TEPMHMHOB U ONPEICIICHUN, NOHMMAaHHUE HCTOPUYECKOIO0 KOHTEKCTa U HBOJIIOLMU
nH(pOpPMaLIMOHHON O€30MMaCHOCTH, OCO3HAHNUE aKTyaJIbHOCTH COBPEMEHHBIX YIPO3 U PUCKOB);

- ¢opmupoBaHHEe 3HAHMA B O0JACTH HOPMATHBHO-TIPABOBOTO PEryJIHPOBAHUS
(u3yueHue AEWCTBYIOUIMX 3aKOHOB, CTaHJIAPTOB U DEIIAMEHTOB B cdepe HH(POpMalMOHHON
0e30macHOCTH, BKJIOYas MexayHapoanbsie cranmaptel [SO 27001, GDPR wu ap., ocBoenwme
MPUHIUIIOB Pa3pabOTKH MOJIUTHUK U MPOLEaAyp O€30MacCHOCTH);

— OCBOEHHE OCHOB Kpunrorpaduu (MoHUMaHHE MPUHIIMIIOB pa0OThl CHMMETPHYHBIX U
ACMMMETPUYHBIX aJITOPUTMOB IIHN(PPOBAHUS, XIUTMPOBAHUS U HU(PPOBBIX MOIIHCEN, 3HAKOMCTBO CO
cTeraHorpagueil 1 NpakTUYECKUMH aClIeKTaMU IPUMEHEHUS KPUNITOrpapuueCKUX METOJIOB);

- npuoOpeTeHre HaBBIKOB 3allIUTHI CETEBOW MHMPACTPYKTYphl (M3ydeHHe O0a30BBIX
MIPUHITAIIOB CETEBOM O€30MaCHOCTH, METOIOB TPOTUBOIeHCTBH aTakaM Tuiia DDoS, MITM wu np.,

MIPaKTHYECKOe OCBOCHHUE TeXHOJIOTUH VPN B MEXCETeBBIX DKPAHOB);



- pa3BUTHE KOMIETEHIUH B o0jacTu OE30MacHOCTH TMPWIOKEHHH (U3ydeHue
TUIWYHBIX ys3BUMOcTel BeO-mpuiokenuit cormacho OWASP Top Ten, ocBoeHHE MpPaKTUK
0€30MacHOTO TMPOTPaMMHPOBAHUS, HABBIKOB TECTHPOBAHWS Ha MPOHUKHOBEHHWE W aHAIIN3a
YSA3BUMOCTEN);

- OBIIQJICHUE METOJAaMH 3allUTHl JaHHBIX (TOHMMaHWE MPHHIUIIOB IMH(POBAHUSL
JAaHHBIX B IMOKOE U B TPaH3UTE, OCBOECHHUE MPOLEAYP PE3EPBHOIO KOMUPOBAHUS M BOCCTAHOBJICHHUS
JAHHBIX, YIPaBJICHUE JOCTYIIOM K HH(pOpMALUN);

- U3y4YeHHE 0COOCHHOCTEH 0€30MacHOCTH 00IaYHBIX TEXHOJIOTUH (OCBOCHHE MOIeTei
obmaunbix ycnmyr — laaS, PaaS, SaaS — wu cBsS3aHHBIX ¢ HHMH acCHeKTOB O€30MacHOCTH,
MPAaKTUYECKOE MCCIIECIOBAaHNE MEXaHH3MOB 3allIUTHI B 00TaYHBIX Cpeaax);

- (dbopMUpOBaHNE HABBIKOB PeardpoBaHUs HA MHIUICHTHI 0€30MacHOCTH (OCBOCHHE
MPOLEAYp aHAJIM3a U YIIPaBICHUS MHIIUIEHTaMH, OCHOB LIM()POBON KPUMUHATUCTUKY U (POPEH3UKH,
METOJIOB BOCCTAHOBJICHHS TOCIE HHIIMJIEHTOB, 3HAKOMCTBO C acleKTaMu KuOepOe30macHOCTH,
npoMblnieHHoro mmnuoHaxa u OSINT);

- OCO3HaHME pOJIM 4YelloBeuecKoro ¢aktopa B HMH(OPMAIMOHHON 0€301MacHOCTH
(M3y4eHHEe METO/O0B COLUAIbHOW WH)KEHEPUH, TCUXOJOTUYECKHX acleKTOB aTak, pa3paboTka H
BHEJIpEHHUE MOJIMTUK WH(OPMAITMOHHOM 0€30MMacHOCTH IS TIEpCOoHAaa);

- OpHEHTAIMsI B TEPCIIEKTUBHBIX HANpaBJICHUSIX WH(POPMALMOHHON 0€301MacHOCTH
(aHanmM3 COBpPEMEHHBIX TEHACHIIMN M HOBBIX TexHonoruid — Al, ML, GnokdeitH — B cdepe
0€30MacHOCTH, OCMBICIICHHE THUYECKHUX aCIeKTOB MH(POPMAIIMOHHOM 0€30MaCHOCTH).

1.4 Ilnanupyemble pe3yJIbTaThl 00y4eHHsl 110 JUCHUIIIHHE

Ilepeyenb KOMMeTeHIUI

Koa OK, YMmeThb 3HaThL Biaanerp HAaBBIKAMH
MK

OK.01 pacro3HaBaTh 3a/1a4y | aKTyaJIbHBII -
u/uim npoOieMy B npodeccuOHaTbHBIN

Buibupate coco0sl | o deccnonansuom | i companbHbiii

PCHICHI W/WIK COIUATEHOM KOHTEKCT, B KOTOPOM

3amat _ | xonTexcre; TIPUXOIUTCS

npogeccnonanbHOH aHAJTU3UPOBATh paboTaTh U KHTh;

ACATCIBHOCTH 3ajady W/IH OCHOBHBIE

TPUMEHHUTCIBPHO K| 1506 51eMy 1 BBIIENATD | HCTOYHUKH

pasInHbIM e COCTaBHBIC YaCTH; | MH(GOPMALUH 1

KOHTCKCTaM OTIPENIEIISTh ATAIBI pecypcehl s
peILIeHHUS 3a]1a9H; peleHus 3a/1a9 1
BBISIBJISATD U npo0OJieM B
3¢ (PEKTUBHO UCKATH poQeCCHOHATPHOM
uHGOpMAIIHIO,




Koa OK, YMmerh 3HaThb Baaaers HaBbIKAMH
K
HEOOXOIUMYIO ISt U/WIIN COIUATEHOM
pellIeHus 3aJaun KOHTEKCTE;
U/WIN TIPOOJIEMBI; QITOPUTMBI
COCTaBIIAATh IUIaH BBITMIOJTHEHHSI paboT B
NeMCTBUS; ONPENENATh | MPO(heCCHOHATBHON
HE00XO0IUMbIE U CMEXKHBIX
pecypcesl; 00J1aCTAX; METO/bI
BJIQ/IETh aKTyaJIbHBIMH | pabOTHI B
METOAaMHU pabOTHI B npodeccuoHaTbHON
npodeccuoHaNbHOM U | U CMEXHBIX cepax;
CMEXHBIX cepax CTPYKTYpY IJIaHa
pealin30BbIBaTh JUISL pEeIlIeHUs 3a/1a4;
COCTaBJICHHBIN TUIAH; | MOPSAZAOK OLIEHKU
OLICHUBATh PE3yJIbTAT | PE3yJbTAaTOB
¥ TIOCJICAICTBUSI CBOUX | PELICHHS 3314
JICUCTBUM npodeccuoHaIbHON
(caMOCTOSATENBFHO WU | JESTEIbHOCTH
C TIOMOIIIbIO
HaCTaBHUKA)
OTIpeeIATh 3aa4n HOMEHKJIaTypa -
JUISI TIOUCKA UH(POPMAIIMOHHBIX
OK.02 uHbOopMaIuy; HUCTOYHUKOB,
M CHONTB30BATE OTIpeNieNsTh NPUMCHACMBIX B
COBDEMEHHBIE HEOOXOAUMBIC npodeccuoHaIbHON
UCTOYHUKHU NeSITeTIbHOCTH;
CpeJicTBa TIOUCKA,
uHbopMaIuy; IPUEMBI
atasa v TUTAHUPOBATH MPOIECC | CTPYKTYPHUPOBAHUS
MHTCPHpCTALliH MOMCKa; uHbOopMaIuy;
uHDOPMAIIH 1 CTPYKTYPUPOBATh popmat
MH(OPMAIIHOHHBIC MOJTy9aeMYyFO oopmIIeHHS
TCXHOJIOTUN 1A UH(OPMAILIHUIO; pe3yIbTaTOB MOMCKA
BBIIIOJIHEHMS 3a71a4 | BBIACIIATH HanbOoJIee uHbopMaIuuy,
npodeCcCHOHaIbHOM | 3HAYMMOE B IEPEYHE | COBPEMEHHBIE
JESITeIbHOCTH MH(pOpManuy; CpelcTBa U
OLICHUBATh YCTpOKCTBA
MPAKTHYECKYIO uH(pOpMaTU3ALINN;
3HAYHUMOCTb HOPSIIOK MX
pe3yNIbTaTOB IMOUCKA; | MPUMEHEHHS U
oopMIIATH IPOrpaMMHOE
pe3yNbTaThl MTOKUCKA, obecrieueHue B
INPUMEHSTH CPEJICTBA | MPO(ECCHOHATLHOU

nH(}OpPMAITMOHHBIX
TEXHOJIOTHH I
penieHust
po(heCcCHOHATBLHBIX
3aJ1a4; UCII0JIb30BaTh
COBpPEMEHHOE

JeITEILHOCTH B TOM
qHCIIe C
UCTIONIb30BaHUEM
U(PPOBBIX CPEJICTB.




Koa OK,
K

YMmernb

3HATH

Baagers HaBbIKAMHU

IPOrpaMMHOE
obecreyeHue;
HCITI0JIB30BaTh
pa3u4Hbie IU(POBBIC
CpencTBa s
pelIeHus
po(hecCHOHATBLHBIX
3aa4

OK.09

ITons30BaThCsA

npodeccCuoHaIbHON
JTOKyMEHTaluel Ha
rOCyJJapCTBEHHOM U

ITOHUMATE TEKCTHI Ha
0a30BbIE
npodeccuoHaIbHbIE
TEMBI

JIEKCHYECKUH
MHUHUMYM,
OTHOCSIIITUHCS K
OITMCAaHUIO
MPEIMETOB, CPEJICTB
1 TIPOIECCOB

MHOCTPAHHOM pohecCHOHATEHOM

S3BIKAX. JIeATETIbHOCTH

IIK 1.1. - MPUHIIUIIBI -
[TpoekTupoBathb 0€301acHOCTH

0a3bl JaHHBIX.

XpaHCHUA JaHHBIX

[IK 1.4.
AJIMUHUCTPUPOBATH
0asbl JaHHBIX.

METOABI 3aIUTEL 0a3
JIAHHBIX OT BHELIHUX

yrpos

I1K 1.5. 3amumars
UH(OPMALIUIO B
0a3e JaHHBIX C
UCTIOJIb30BaHUEM
TEXHOJIOTHH
3aIIHATHI
uH(pOopMaLUu.

muQpoBaTh JaHHBIEC U
o0ecrieunBaTh X
KOH(UICHIINATEHOCTD

HPUHIUITBL
Kpuntorpadpuu u
METOIOB
muppoBaHus
JTAHHBIX

CTaHIAPTHI U
HPOTOKOJIBI
0€30I1aCHOCTH,
takux kak SSL/TLS,
SSH, Kerberos u np.
METObI
ayTeHTU(UKaALKUU U
aBTOpH3ALUU
IIOJIL30BATEIICH,
BKJTIOYast
UCTIONTb30BaHUE
napoJen,
cepTuukaToB u
OMOMETPHUECKUX
JTAHHBIX
3aKOHOJIATEeNLCTBO U
CTaHJAPTHI
0E30IMaCHOCTH, TAaKHE




Koa OK, YMmerh 3HaThb Baaaers HaBbIKAMH
K
kak GDPR, HIPAA,
PCI DSS u np.
IIK 1.7 - UACHTUPUIMPOBATE | - OCHOBEI b - pacno3HaBaHUe
OOHapyXHuBaTh nHuuAeHTel b npu OpraHM3alyy - uHIuaeHToB Ub,
WHIMIEHTHI pabote ¢ UC B pamkax | Mojelb yrpo3 CBSI3aHHBIX C
nHOPMALMOHHOH | TEXHHYECKOH UH(pOpMaIMOHHON pa6oroit C, B
6e30MaCHOCTH, MOJIIEPKKU oe3omacuoctu UC paMKax TEXHUYECKOMN
CBS3AHHDIC C MIPOIIECCOB CO3JIaHUsl | OpraHU3aIUuu MOJJIEP>KKH MTPOLIECCOB
paboroit (MogudUKauN) 1 3aKa34uKa - CO3JIaHus
conpoBoxaeHust UC - | mporieaypsl u (Monudukanun) u
MH(QOPMAIMOHHEIX OCYLIECTBIIATh periaMeHThl conpoBoxaeHus M1C
cHCTeM KOMMYHHKAIUH C nepenavyu - mepeaaya
3aMHTEPECOBAHHBIMU | HH(pOPMAIMH IO uHpOpMaLuu 00
CTOPOHAMHU B paMKaxX | MHIUACHTaM B WHIUJICHTAX B CIIyKOy
TEXHUYECKON ciyx0y b Wb 3aka3ynka B paMKax
MOJIIEPKKH 3aKa34ymKa TEXHUYECKOM
IIPOLIECCOB CO3J]aHUSI | - OCHOBBI MOJJIEPKKH [TPOLIECCOB
(Monudukanun) u aIMUHUCTPUPOBAHMS | CO3TaHUS
conpoBoxaeHust UC - | CYB/I - ocHOBBI (MomuuKaumn) u
pa3pabaThIBaTh CHUCTEMHOT'0 conpoBoxaeHus MC
JOKYMEHTHI B paMKaX | aIMHHHUCTPUPOBAHUS | - HHPOpPMUPOBaHUE
TEXHUYECKOM - 3aMHTEPECOBAHHBIX JIUIL
HNOJIEPIKKH KOMMYHHKAI[IOHHOE | 3aKa34uMKa U B CBOEH
MIPOIIECCOB CO3/aHusl | 000pydOBaHUE - OpraHusanuu oo

(MogudUKaN) 1
conpoBoxaeHus MC -
HactpauBatb CYB/] B
paMKax TeXHUYCCKOM
MOICPKKU
MIPOIIECCOB CO3/TaHMS
(MogudUKaN) 1
conpoBoxaeHus MC

CETEBBIE ITPOTOKOJIBI
- OCHOBBI
COBPEMEHHBIX
OTIEePALMOHHBIX
CHUCTEM - YCTPOMCTBO
U
(GYHKIMOHUPOBaHUE
coBpemeHnHbIx MC -
OCHOBBI
ApPXUTEKTYPBI
MYJIbTUAPEHTHOTO
IPOTrPaMMHOTO
oOecrnieueHus

uanuaeHTax b,
CBSI3aHHBIX C
paboroit UC, nns
OPUHSITUS
YIpaBICHYECKUX
pelICHHH,
MUHUMH3UPYIOIIIX
yiepd OT UHIIUAEHTA
Wb, B pamkax
TEXHUYECKON
MO/JICPAKKHU MPOIIECCOB
CO3/1aHUA
(MomupuKaumn) u
conpoBoxaeHus MC
- BPEMEHHOE
OJIOKMpOBaHUE
nocryna k IC (npu
HEOOXOAMMOCTH) TIPH
oOHapyXeHUU
nuaimaeuTos b B
paMKax TEXHUYECKOM
MOJJIEP>KKH MTPOLIECCOB
CO3/IaHus




Koa OK,
K

YMmernb 3HATH Biaagerr HaBbIKAMHU

(MoguduKanun) u
conpoBoxaeHus MC

B pesynbpTaTe ocBoeHUS yueOHOM MUCIMIUIMHBI CTYICHT JOJIKEH:

HUMETb
MPaKTUYECKUN
OTIBIT

PpaboThI ¢ KpUNITOrpaQUUECKUMU CPEACTBAMU 3allIUTHl HH(OpPMAaIUY;
HACTPOMKE U aIMUHUCTPUPOBAHUIO CHCTEM OE30MACHOCTH;
BBISIBJICHUS U MPEAOTBPALICHHS HH(OPMAIMOHHBIX YIPO3;
MPUMEHEHUS] METO/IOB ay TEHTH(HUKAIIMK U aBTOPHU3AI[HH;

paboThI ¢ cUCTEMaMH OOHAPYIKEHHS BTOPIKEHHUI;

MPOBECHHS ayauTa 0€301MacHOCTH HH()OPMAIHOHHBIX CHCTEM;
pearupoBaHus Ha MHIUACHTHI HH()OPMAIMOHHOM 0€30MaCHOCTH;
Ppa3pabOTKH MONIUTUK OE30MMaCHOCTH;

HACTpOIKe cpecTB MHU(POBAHUS JAHHBIX;

paboThI C CHCTEMaMHM PE3EPBHOI'0 KOMMMPOBAHUSI.

YMEThb

BBISIBJIATH 3a4a4U U HpOGHeMBI B HpO(l)eCCI/IOHaJIBHOM NI COOUaJIbHOM KOHTCKCTEC,
AHAJIM3UPOBATH 3aJa4u U HpO6J'IeMBI, BBIJACTIAA NX COCTABHBIC DJICMCHTHI,
OIPEACIATH 3TAllbl PCIICHUA 3a1a4u,

HaXOAUTh U 3P (PEKTUBHO UCIIONB30BATH UH(POPMALIHIO, HEOOXOIUMYIO JJIs
pelIeHuUs 3a7a9u WK TPOOIIeMBI;

COCTaBJIATh IJIAH JCHCTBHIA IS PEIICHYS 3a/1a4H;

OTIPEIENATh TPEOYEMbIE PECYpPChI ISl peali3alliy MIaHa;

NPUMEHSTh aKTyallbHbIE METOIbI pa0OThI B IPOPECCHOHATLHON M CMEKHBIX
001acTIX;

peaHHSOBHBaTBHaMequHBﬁiHHaH;

OILICHUBATD PE3YyJILTATHI U IMOCJICACTBUA CBOUX I[eﬁCTBHfI (CaMOCTOHTeHBHO nin ¢
MOMOIIIbIO HACTABHUKA);

(hopMynmpoBaTh 3a1a4uu 11 HHPOPMALIMOHHOTO TIOUCKA;

BEIOMpATh HEOOXOAMMBIC HCTOYHUKY WH(POPMAIIHH;

TUIAHUPOBATH MPOIECC MOUCKA HHPOPMAITUH;

CTPYKTYPUPOBATH TIONYUCHHBIC TAHHBIC;

BBIJICNIATH HAU0OJIee 3HAYMMBIC JIEMEHTHI B MACCHBE HH(OPMAIHH;

OLICHUBATH MPAKTHUYECKYIO IICHHOCTh PE3yIbTATOB MOUCKA;

0hOPMIIATE PE3yIbTaThl HHPOPMAITMOHHOTO ITONCKA;

UCII0JIb30BaTh UHPOPMAIIMOHHBIC TEXHOJIOTHH JIJTsl pElIeHHUs IPO(HeCCHOHATBHBIX
3ajad4;

paboTaTh ¢ COBpEeMEHHBIM MTPOTPAMMHBIM 00ECIICUCHHEM;

NPUMEHATH THU(POBbIE MHCTPYMEHTHI IJIsI pelieHus Mpo(ecCHOHaIbHbIX 3a/1a4;
MMOHUMATh TEKCTHI Ha 0a30BbIe MPO(ECCUOHATILHBIC TEMBI;

obOecneunBath MU(POBaHNE U KOHDUICHIIMATHHOCTh TaHHBIX;

aHAJIM3UPOBATH TPEOOBAHUS K O€30MMaCHOCTH HHPOPMAIIMOHHBIX CUCTEM;
pa3pabaThIBaTh ¥ BHEJPSTH MEPHI 0€30aCHOCTH;

Peanr30BbIBATH TEXHHUESCKHIE PEIICHHUS MO 3AIUTE JAHHBIX (X3IIUPOBAHUE TAPOJICH,
CECCHOHHBIC TOKEHBI, MTBYX(aKTOpHAS ayTeHTU(DHUKAIIHSI).

3HATh

aKTyaJIbHBIA TPO(ECCHOHATLHBIA U COITMATBHBIN KOHTEKCT IpodeccrnoHambHOM
JICSITeIIbHOCTH;

OCHOBHBIC UCTOYHHKHM MH(DOPMAIIUU U PECYPChI, HEOOXOUMBIE JIJIS PEIICHUS 3aj1a4
1 ipobieM B podecCHOHATBHOHN H/VITH COIMANIBHOM cdepe;
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aJTOPUTMBI BEITIOJTHEHUSA PaboT B IpodhecCHOHANIBHON 00JIaCTH M CMEKHBIX
chepax;

METOJIbI Pa0OTHI B MPodecCHOHATBHON Chepe U CMEKHBIX 00JIaCTsIX;

CTPYKTYpY IUIaHa, HEOOXOJUMOTO ISl PEHICHUs MPOECCUOHANBHBIX 3a/1a4;
MOPSIIOK OLICHKU PE3yJIbTaTOB PEIICHUs 33134 B POPeCcCHOHATLHON
JIeSITeILHOCTH;

HOMEHKIIATYPY WH(GOPMAIIOHHBIX HCTOYHUKOB, HCIIOJIb3YEMBIX B
npoQecCHOHATLHON e TeTbHOCTH;

NpUEMBI CTPYKTYPHPOBAHUS HHPOPMAITUH;

(hopMat ohopMIICHHS PE3YIbTATOB HHPOPMAIIMOHHOTO TIOUCKA, a TAKIKE
COBpEMEHHBIE CPEJICTBA M YCTPOMCTBA HH(POpMaTH3aLUH;

MOPSIIOK IPUMEHEHHUSI COBPEMEHHBIX CPEICTB HH(POPMATU3ALMH U IPOrPAMMHOTO
obecrniedeHus (B TOM 4YHCIe UPPOBBIX HHCTPYMEHTOB) B MpodeccnoHambHON
JIeSITENIBHOCTHY;

npoQecCHOHANBHYIO JIEKCHKY, HEOOXOMMYIO JUISl OITMCAHUS TIPEIMETOB, CPEJICTB U
MPOIIECCOB B CBOEH cepe AesTeNbHOCTH;

NPUHIMIIEL 00ecriedeHns1 0€30MacHOCTH XpaHEHUs! JaHHBIX;

METO/bI 3aLIUTH 0a3 JaHHBIX OT BHEIIHUX YIPO3;

OCHOBBI KpUNITOrpaduu 1 METOIbI IIN(PPOBAHUS JTAHHBIX;

CTaHIAPTHI U TPOTOKOJIBI Oe3onmacHocTH (Bkmtoyas SSL/TLS, SSH, Kerberos,
HTTPS, OAuth, OpenID Connect);

METOJIbI Ay TEHTHU(UKAINH 1 aBTOPU3AIMH [T0JIb30BaTeNel (MCII0Ib30BaHUE
napoJiedd, CepTU(PHUKATOB, OMOMETPUICCKHUX JIAHHBIX ),

3aKOHOJATeNbHBIC 1 HOPMAaTUBHBIE aKTHI B chepe HHPOPMALMOHHON 6€30IacCHOCTH
(GDPR, HIPAA, PCI DSS u ap.);

OTpaclieByI0 HOPMATUBHYIO TEXHUYECKYIO JJOKYMEHTAIUIO U KIIFOUEBbIE HCTOYHUKHU
uHpopMaIH I PoheCcCHOHATBHOMN eATENbHOCTH;

COBPEMEHHBIA OTEUECTBEHHBIN 1 3apyOeKHBIN OMBIT B TTpodeccrnonanpHou chepe;
NPUHIMITEI 1 METOJIBI O0ecieueH st 0e30MacHOCTH HH(OPMAIIMOHHBIX CUCTEM;
COBpPEMEHHbIE TEXHOJIOTHH U METOBI B 001aCTH 0€30MaCHOCTH HH)OPMAIIMOHHBIX
CHCTEM;

MCTOYHHUKH YTPpo3 HHPOPMAIIMOHHOM 0€30MacHOCTH B CLIOCOOBI UX
MPEIOTBPAIICHHUS;

OCHOBHBIE yTPO3bI 0€30IaCHOCTH MOOMIIBHBIX MPIIIOKEHHI;

CTaHIapTHBIE KpUITOrpadudecKie adropuTMBbI A1 HU(POBAHNS JaHHBIX;
NPUHIMITEL 00ecTiedeHus: 0€30MaCHOCTH TIepelau JIaHHbBIX TI0 CEeTH;

OCHOBBI Oe30MacHOCTH NprtokeHnid U U T-uHGpacTpyKTypHI;

METO/IbI aHATN3a YS3BUMOCTEH M MOHUTOPHHTA 0€30M1aCHOCTH;

KJIFOUEBbIC TIPUHIIMIIBI M METOABI 3auThl U T-uHppacTpykTypsl 1
BeO-IIPUIIOKEHHIA;

TUTIOBBIE YS3BUMOCTH M YTPO3bI 0€30MACHOCTH, a TAKKE CIIOCOOBI HX O0HAPYKEHUS
Y TIpEOTBPAIICHIS,

WHCTPYMEHTHI M TEXHOJIOTHH oOecnedeHus 6e3omacHocTH U T-uHppacTpyKTyphl U
BeO-npuiiokeHni  (OpaHAMayspbl,  CHCTEMbl  OOHApyKEHHs  BTOP)KEHHH,
AHTUBHUPYCHBIC POTPAMMEI).

2 CTpyKTypa H coepKaHue AUCHUTITHHBI

2.1 O0bem y4eOHOH TUCHUIJIMHBI M BUABI Pa0oT

Buzp! yaeOHo# paboTh

O0BeM yaebHoI paboThl, yac.

VYuebOHas Harpy3ka 00y4aromuxcst BCEro, B TOM YHCIIE:

60

JICKIIUHU

12
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MPAaKTUYECKUE 3aHITUS 40
KypcoBasi paboTa -
caMoCTOsITeNbHAs paboTa 00yJatouuxcst -
KOHCYJIbTallUU 2
[IPOMEKYTOUYHAS aTTECTALUS 6
dopMa IPOMEKYTOYHOM aTTecTaluu OK3aMeH
2.2 TemaTuyeckuii MJIaH U COAEPKAHNE TUCIUTNITHHBI
Ne HanMeHOBAHM Pacnipenenenne dopMmu- ®opMbl
w € TeM Copepxanue TeM (pa3iesoB) 1acos PYEMBIE j TEKYIIEro
I JI IIP | CPC | KxOMIIETEeH | KOHTPOJIS
(pa3memoB)
UH
Pazzen 1. OCHOBBI FHH®OPMAIIMOHHOM BE3OIMMACHOCTH
1 | Temal.1. Conep:xkanue y4e0HOro MaTepuasia 2 - - OK.01, (0]
Baenenue B OCHOBHBIC TTOHATHUS U OTIPEICIICHUS. 0K.02,
nHpopmanmon | Mcropus u pazsutre HHGOPMAIIMOHHOM OK.09
HYIO 0e3omacHOCTH. AKTyalbHbIE YTPO3bI U
0€30MacHOCTh | PUCKH B HHGOPMAIIMOHHOW 0€30MacHOCTH
2 | Tema 1.2. Copaepxanne yueOHOro MaTepHuaja 2 - - OK.01, O
VYnpasnenue HopMmaTusHO-TIpaBoBO€E peryaInpoBaHue B K 3.1,
6e3onacHocTh | obmactu Ub. IloauTrku u nporeaypal K 3.3
10 0e3omacHocTd. OleHKa PUCKOB U
uHpopManuu | ynpasieHue uMu. COOTBETCTBHE
crargaptaM u Hopmatuam (ISO 27001,
GDPR u sp.)
3 | Tema 1.3. Conep:xanue y4eOHOro MaTepuasia 1 12 - 0K.02, T, I13, O
Kpunrorpagpu | OcHoBbI Kpuntorpaduu: CHMMETpHYHBIE U K 1.5,
s ACUMMETPHUYHBIE AITOPUTMBI. K 3.7
XoamupoBanue U MU(GPOBbIC TOIHCH.
[Ipumenenune kpunrorpaduu B
npuioxeHusx. Creranorpadusi.
IIpakTHYeckue 3aHATHA:
PaboTa ¢ cumMmMeTpUYHBIME U
ACUMMETPUYHBIMH aITOPUTMaMH.
XsIIMpoBaHUe U CO3AaHNe MHPPOBO
MTOJMTUCH COOOIICHHSI.
4 | Tema 1.4. Conep:xanue y4eOHOro MaTepuasia 1 6 - OK.01, T, 113, O
3amura OCHOBEI ceTEBOI 0€30IMaCHOCTH. 3all[ATa OT IIK 3.2,
CETEeBOI atak (DDoS, MITM wu np.) Ucnons3oBanne IIK 3.5
nHOppacTpykty | VPN u MexceTeBbIX IKpaHOB
pHI pakTnyeckune 3aHATHSA:
Oprasu3zanys 3alMThl OT aTak
Opranuzanus pabotst VPN 1 MexceTeBoro
JKpaHa
5 | Tema 1.5. Copaepxanne yueOHOr0 MaTepHajia 1 6 - OK.02, T, 113, 0
besonacHocts | Ysa3zpumoctu BeO-nipuiokennii (OWASP OK.09,
npwioxkenuii | Top Ten). bezonacuoe K 3.7
MPOrpaMMHUPOBAHUE: JTYUIIUE MPAKTUKH.
TectupoBaHne Ha IPOHUKHOBEHUE U
aHalinu3 ysI3BUMOCTEH.
[pakTnyeckne 3aHATHSA:
TectupoBanne Ha IPOHUKHOBEHHUE U
aHaJIu3 YsSI3BUMOCTEH.
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Ne Pacnpenenenue dopMmu- DopMbl
HaunmenoBanu
w e TeM ConeprxaHnue TeM (pasnesioB) acop PYEMBIE | TEKYIICTO
1! J IIP | CPC | xoMIeTeH | KOHTPOJA
(pa3neron)
[TUHU
6 | Tema 1.6. Copaepxxanne yueOHOro MaTepuasia 1 4 - K 1.1, T,113, 0
3ammra [lIudpoBaHue TaHHBIX B TIOKOE U B IIK 1.4,
JAHHBIX TpaH3uTe. Pe3epBHOE KOMMPOBAHUE U K 1.5
BOCCTAHOBJICHHUE JJAHHBIX. Y IPABJICHUE
Joctynom k naHHbM IlpakTnyeckue
3aHATHSA:
BrimonHerne pe3epBHOTO KOMPOBAHUS U
BOCCTAHOBJICHUS JaHHBIX. Y IPaBJICHUE
JIOCTYTIOM K JIaHHBIM
7 | Tema 1.7. Conep:xanue y4eOHOro MaTepuaJjia 1 4 - OK.01, T, 113, 0
Be3onacHocts | OcoOeHHOCTH 0€30MMaCHOCTH B 00IaUHBIX 0K.09,
00JIaYHBIX cpenax. Mozaenu obnaynbix ycnyr (laaS, MK 3.2
TEXHOJIOTUI PaaS, SaaS) u ux 6e3omacHocTH
IIpakTHyeckue 3aHATHUSA:
Nzydenue Mojenu 001auyHbIX YCIYT U UX
0e301acHOCTH
8 | Tema 1.8. Conep:xanue y4eOHOro MaTepuaJia 1 4 - OK.01, T,113,0
NunyunesTel Peakiisi Ha MHUMJICHTHI U yIIpaBleHUE IIK 3.7,
0e30MacHOCTH | UMH. AHAJINU3 UHIIUACHTOB U IU(POBast IIK 3.3,
KpUMUHAIUCTHKA. BoccTaHOBIEHHE TTOCTIE
nHIuaeHTa. KnbepOe3onacHoCTh.
[Ipompmutennsnif mmuoHax. OSINT.
dopeH3uKa
I[IpakTuyeckue 3aHATHS:
Pabora ¢ nHIIMAECHTAMH.
9 | Tema 1.9. Conep:xanue y4eOHOro MaTepuasia 1 4 - 0K.09, T, I13, O
ComnuansHas IIcuxomorug atak: conuaibHas IIK 3.3
WHXeHepus 1 | nHkeHepus. O0ydeHne COTPYTHUKOB
YeJIOBEUSCKH | MH(GOPMAIMOHHOM 6€301MacHOCTH
(hakrop I[pakTUyeckne 3aHATHA:
Pa3paboTka nonutrku nHHOPMAITHOHHOM
0e301macHOCTH
1 | Tema 1.10. Copaepxxanue yueOHOro MaTepuasia 1 - - OK.01, o
0 | byaymee TenneHIMHU 1 HOBBIE TEXHOJIOTUU B 0OK.02,
nH(popMarmoH | obmactu 6e3omacHocTH (Al, ML, K 3.7
HOH ONOKYEHH). DTUYECKUE aCTIeKThI
Oe3omacHOCTH | MHPOPMAIIMOHHON 0€30MaCHOCTH
Wtoro wacos: | 12 40 -

2.3. PersiaMmeHT pacnpe/ejieHusi BUA0B padot no gucuuminne ¢ JOT

]_IaHHaH AUCHUIIIMHA PCAIM3YCTCA C IMPHUMCHCHUECM OUCTAHIMOHHBIX O6paSOBaTeJ'II>HLIX

texnonoruit (JJOT). Pacnpenenenue BugoB yueOHOHl paboThbl, (OpMATOB TEKYIIErO KOHTPOJIA

npencrasieHsl B Tabmure 2.3.

Tabmuia 2.3. — Pacnpenenenue BU10B yueOHOM paOOThI U TEKYIIEH aTTECTAIluU

Bup yye0OHoii padoTbl

®opmaT npoBeJeHust
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JIeKIIMOHHbBIE 3aHATHS Yactruno ¢ nmpumenenrneM JJOT
IIpakTruueckue 3aHATUS Yactrano ¢ mpumenenneM JJOT
Texymuii KOHTPOJIb Yactuuno ¢ npumenenueM JJOT
[IpomexyTouHas arTecTanus KonTakTHas aynutopHas pabota
@DopMbI TEKYILIET0 KOHTPOJIA ®DopMaT npoBeAeHUs

TecTupoBanue Yactuuno ¢ npumenenueM 10T
Ompoc Konraktras ayautopHas padbota
IIpakTnueckue 3ananus Yactuuno ¢ npumenenueM JJOT

JlocTym K cucTeMe AMCTaHIIMOHHBIX 00pa30BaTENbHBIX IPOrPAMM OCYIIECTBISETCS KasKIbIM
00yYaromuMcsi CaMOCTOSITENIFHO C JIF0OOr0 yCTpoiCTBa Ha mopraie: https:/sziu-de.ranepa.ru, B
COOTBETCTBUH C MX MHAWBUIYaIbHBIM APOJIEM M JJOTHHOM K JIMYHOMY KaOUHETY/ MPOQHITIO.

Texymuii KOHTPOJIb, MPOBOJUMBINA B CHCTEME JTUCTAHIIMOHHOTO OOY4YEHHs, OI[CHUBAIOTCS
KaK B CHCTEME TUCTAHIIMOHHOTO O0YYEHUsI, TaK U MPETroiaBaTeeM BHE CHCTEMBI.

Joctyn x MaTtepuaiaM JISKIMH TPEIOCTAaBISCTCS B TCUCHHWE BCETO CeMecTpa Mo Mepe
MPOXOXKICHHUS OCBOCHHS ITPOTrpaMMbl. J{OCTYIT K Ka)KI0My BUIY pabOT U KOJMYECTBO MOMBITOK HA
BBITTOJTHEHHUE 33/1aHHS IPEIOCTABIISETCS OTPAHNUCHHOE BPEMsI COTTIACHO PETIaMEHTY ANUCIUILINHBI,
OIyOJIMKOBaHHOMY B CHCTEME JUCTAaHIMOHHOTO oOydeHus. [IpemonaBarens —oOLEHHBaET
BBINOJIHEHHBIE OOydaronmmMucss paboTsl He mo3aHee 14 pabounx AHEN Mocie OKOHYaHMs CpOKa

BBITTOJIHCHU .

3 Martepuajibl TeKylIero KOHTPOJISI yCNeBaeMOCTH M NMPOMEKYTOYHOH aTTecTaluu

o0yyarmmxcs

3.1 ®opMbl W MeTOABI TEKYIIEr0 KOHTPOJS YCHEBAEMOCTH M MPOMEKYTOUYHOM
aTTecTallMu 00y4aromuxcs

DopMBI TEKYIIETO KOHTPOJIS yCTIEBAEMOCTH:

Omnpoc (O) ycTHBIMI METOJ KOHTPOJIS IMO3BOJSET BBIABUTH MPABWIBHOCTH OTBETA IO
COJIEPKAHUIO, €T0 IOCIEAOBATEIIbHOCTh, CAMOCTOSATEIBLHOCTh CYXJACHUH W BBIBOJIOB, CTEICHb
Pa3BUTHS JTOTUIECKOTO MBIIIICHHUS.

TecrupoBanue (T) — nucbMeHHbIE 3a1aHUs, C BApUAHTAMU OTBETOB.

IIpakTuyeckoe 3aganue (I13) ucnonbszyercs Uil 3aKpeIICHUs] TEOPETUYECKUX 3HAHUM U

0TpabOTKH HaBBIKOB 1 YMEHHIA, CHOCOOHOCTH MPUMEHSTH 3HAHUS IIPH PEIICHUU KOHKPETHBIX 3a/1a4.
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Kpurepun oneHuBaHus TeKyILero ¥ NpoOMeKyTOYHOI0 KOHTPOJIA:

OLEeHKU «OTIUYHO» 3aCIy>KUBAET CTYACHT, OOHApYKUBILIUHN ITyOOKOe 3HaHUE MaTepuara,
yMEHHE CBOOOJHO BBIOJIHATH 3aJaHUs, TOHUMAIOIUI B3aUMOCBS3b OCHOBHBIX TOHATUI TEMBI;

OLICHKH «XOpOILO» 3aCIIy>KUBAaeT CTYAEHT, OOHAPYXHBILUI MOJHOE 3HAHHME MaTepHuaa;
YCHELIHO BHIIOJIHAIOUINI IPe1yCMOTPEHHBIE 3aJaHUS; U IOy CTUBLINI HE3HAUNTENIbHBIE OIINOKHU:
HETOYHOCTDH (DAKTOB, CTHIIMCTHYECKHUE OITUOKH;

O1LeHKH «yAO0BJIETBOPUTEIILHOY» 3aCITy’KUBACT CTYJCHT, OOHAPYKUBIININ 3HAHUS OCHOBHOI'O
MaTepuaia B 00beMe, HeOOXOJMMOM sl albHENIIero u3yueHus TUCHMILINHGL. CrpaBisonmiics
C BBITIOJIHEHUEM 3a/IaHUI1; JOIYCTHBIINI MOTPEIIHOCTH B OTBETE, HO 00J1a1al0IMi HEOOXOAMMbBIMH
3HAHUSAMH JUISL UX YCTPAHEHUS O]l PYKOBOACTBOM IIPETOAABATENS;

OLIeHKH «HEYyOBJIETBOPUTEIBHO» 3aCIYKHBAET CTYAECHT, OOHAPYKUBILIHUM CyIIECTBEHHBIE
npobensl B 3HAaHUM OCHOBHOTO MaTepuaia; He CIPABJSIIOIIMICS C BBIIOJIHEHUEM 33/aHui,
JOTYCTUBIINNA CEPbE3HBbIE MOTPEIIHOCTH B OTBETAX, HYXAAIOIIUNCA B NMOBTOPEHMM OCHOBHBIX
pa3zenoB Kypca Mol pyKOBOACTBOM IpenoaaBaTes.

Kpurepuu onieHuBaHMsI TECTUPOBAHUS:

OueHKN «OTJIMYHO» 3acCily’KMBAac€T CTYAEHT, €CIU OH OTBeTWa npaBuwibHO Ha 90-100%
BOIIPOCOB TECTA;

OLEeHKHU «XOPOILI0» 3aCIyKUBAET CTYIEHT, €CJIM OH OTBETHJI IPABUJILHO HA YaCTh BOIIPOCOB
75%-89%;

OneHKn «yI0BJIETBOPUTEIBHO» 3aCIY’KUBAET CTYJIEHT, €CJIM OH IPABWJIBHO OTBETUJ 4acThb
BonpocoB 50%-74%;

OuEeHKH «HEYIOBJIETBOPUTENIBHO» 3aCIy’KUBAET CTYAEHT, €CJIM OH MPAaBHJIBHO OTBETHUII

MeHee yeM Ha 50% BOMpOCOB WM HE MPEJICTaBJICH TECT Ha MPOBEPKY.

DopMBbI TEKYLIEr0 KOHTPOJIS

Ne i/t HasBanue TemMbl Popmel TeKymEro
KOHTPOJIS YCIIEBAEMOCTH

1 Tema 1.1. Benenue B MHPOPMAIMOHHYIO O€30MMaCHOCTh (0]

2 Tema 1.2. Yrpasienue 6e300acHOCThIO HH(POPMALIUT (0]

3 Tewma 1.3. Kpunrorpadus T, 113, O
4 Tewma 1.4. 3ammuTa ceTeBoif HHOPACTPYKTYPHI T, 113, 0
5 Tewma 1.5. bezonacHOCTh MIPHITOKEHMI T, I13, O
6 Tema 1.6. 3amTa JaHHBIX T, 113, O
7 Tema 1.7. Be3onmacHOCTH 00aYHBIX TEXHOJIOTHIH T, 113, O
8 Tema 1.8. MHmnenTs 0€30aCHOCTH T, 113, O
9 Tewma 1.9. CounanbHas nHxeHepus 1 yenopeueckuit paxrop | T, I13, O
10 [Tema 1.10. Byaymee nnpopmMaunoHHON 06€30MaCHOCTH O
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[Tpumeuanue. B cronbie «®opma TEKyIIero KOHTPOJS YCIEBAEMOCTH, MPOMEXYTOUYHOU
aTTecTalluny) MEPEUYUCIIAIOTCS BCE MCIOJb3yeMble B yUeOHOM MpoIecce MO JaHHOW IUCLUIUIMHE
¢dopmbl KOHTpoJsi ocBoeHus: Matepuana. (T — tectupoBanue; I13 — npaktuueckoe 3ananue, O -
OTIpoc).

[IpomexxyTounasi —arrecTanus MOpoOBOIUTCI B  (opme ycTHOro cobeceqoBaHusl.
OOyyaroniemycsi ClIy4ailHbIM 00pa3oM BbIJAIOTCA 2 BOIpPOCAa M3 YTBEPKAEHHOTO IEpPEUHS
BONPOCOB JUIs 9Kk3aMeHa. [IpernonaBatens BIpaBe 3a4aTh JOMOJIHUTENIBHBIE BOIIPOCHI U3 TOTO K€

MepeyHs JJi1 YTOUHEHHUs YPOBHSI OCBOCHHS MaTepHaa.
3.2 OneHoYHbIE CPEACTBA TEKYLIEr0 KOHTPOJISI YCIIeBAeMOCTH 00y4al0IIMXCs
I[IpuMepbl TUHNMOBBIX 3aJaHUI 1JI51 TPAKTHYECKHUX PadoT

Tema 1.1. Beeoenue 6 unghopmayuonnyro dezonacnocmsp
1. Ananusz akmyanvHbix y2po3
3aoanue: Ha OCHOBE OTKPBITHIX HICTOYHHUKOB (OTUETHI KOMIIAHUI-BEHI0POB, HOBOCTHbBIE
MyOJIMKAITMY 32 TTOCJIeIHUM T0/1) COCTaBbTE MEepevYeHb U3 5—7 HanboJiee pacpoCTpaHEHHBIX yTPO3
Wb B xopniopatuBHOM cpene. st KaxK10M yrpo3bl YKaXKUTe:
— KpaTKo€ ONMCAHHWE MEXaHHU3Ma pealn3aluy;
— TOTEHUUaIbHbIN ylIiepo;
— TpUMep peaNbHOro MHIMAEHTA (C yKa3aHUEM rojJia U OpraHu3alun).
— Pesynbratel oopMuTe B BUAE TAOJIHUIIBI.
2. Hcmopuueckuii 0630p
3aoanue: moaroToBHTE KpaTKyIo XpoHOJIoruio (10—12 kimroueBbIX coObITHIA) pa3BuTHs b
¢ 1970-x rogoB 10 HACTOSIIETO BpeMeHH. J{J1s1 KasK10TO COOBITHS YKAXHUTE TOJ,
Ha3BaHME/OMUCaHUE U ero 3HaueHue s oTpachu. [IpeacraBbTe pe3ynbTaT B BUAEC BpEMEHHOM

HIKaJIbl (MOXHO B rpauyeckoM peaakTope Win TaliuLe).

Tema 1.2. Ynpasnenue dezonacnocmuvto ungopmayuu
1. Ananuz nopmamueno-npagoeoii dazvl
3aoanue: cpaBHUTE TPEOOBAHUS K 3AIIUTE MEPCOHANBHBIX JaHHBIX B PO (D3-152) u EC
(GDPR) no crnenyromum KpUTEpHsIM:
— OlpejesieHUe MEePCOHATbHBIX TaHHBIX;
— 0053aHHOCTH ONEPaTopa;

— mTpadsl 32 HAPYLICHUS;
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— CpOKHU yBEIOMJIEHHS O MHLIUJEHTAaX.
— PesynbTarel npecTaBbTE B CPABHUTENIBHOM TabnulIe.
2. Ouenka puckoé no memoouxe ISO 27001
3aoanue: nns ycloBHOTO NpeAnpHusTUs (BBIOEpUTE Chepy IesATENTbHOCTH CaMOCTOSITEIBHO)
IIPOBEIUTE YIPOUIEHHYIO OLIEHKY PUCKOB:
— BbLIENNUTE 3—4 KII0YEBBIX UH(POPMALIMOHHBIX aKTUBA;
— Ul KaX10T0 aKTHUBA OIpeNIeNIuTe 2—3 yrpo3sl U ysI3BUMOCTH;
— OLIGHUTE BEPOSATHOCTDH U BO3ACHCTBHE MO 5-0aTHHOM IIKAJIE;
— paccyuTaiTe ypOBEHb PUCKA (BEPOATHOCTD X BO3JICHCTBUE).

OdopmuTe pe3ynbTaThl B BUE MATPHUIIBI PUCKOB.

Tema 1.3. Kpunmozpagusa

1. Hlugposeanue oannwvix

3aoanue: ucnonbizys nHcTpyMeHT OpenSSL (M aHATOTUYHBIN ), BBHITIOJHUATE:
— reHepanuio napsl kimoueit (RSA, 2048 our);
— muQpoBaHUE TEKCTOBOTO (haiiia OTKPBITHIM KITIOUOM;
— pacuppoBaHUE 3aKPHITHIM KIHOYOM.

—  Onwumure MMOCJICAOBATCIbHOCTh KOMAaHA U IPUBCANTE CKPUHIIIOTHI PE3YJIbTATOB.

2. Ananu3z anzopummoe Xyuupoeanus
3aoanue: nua crpok «Hello, World!» u «Hello, world!» paccuuraiite xamm SHA-256 u
MD5. CpaBHuTe pe3yabTaThl, 00BICHUTE, TOYEMY OHU pasiudatorcs. [IpuBenute koa (Ha 1000M

SI3bIKE MPOTrPAMMUPOBAHUS) UM KOMaH 1bl KOHCOJIU I pacuéra.

IIpumepsI TeCTOBLIX 32 aHU

Yacme 1. 3a0anusn c 66100pom 00H020 NPABUTLHO20 OMEEemMa

1. Yro takoe DDoS-araka?

a) Kpaxa nannbix yepes ys3sumocts B [10

0) IIeperpyska pecypca MHOKECTBOM 3aIllPOCOB C LIETBI0 HApYLIECHHs €ro paboThl
B) BHeapeHue Bpe1oHOCHOT O KoJ1a B BEO-NPUIIOKEHUE

r) [lepexBar cereBoro Tpaduka
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Yacmp 2. 3a0anua na ycmanoeieHue coomeencmeus
2. YcTaHOBUTE COOTBETCTBUE MEXAY YIPO30H U €€ ONHCAHUEM:
VYrpo3sa:
1. ®ummHr
2. Bpenonochoe I10
3. SQL-uaBEKIMSA
4. DKCIIOUT
Onucanue:
A) HeaBTOpH30BaHHBII 1OCTYN K CUCTEME Yepe3 YSI3BUMOCTD
b) OtnpaBka nmogaenbHBIX MUCEM I KPaKU JAHHBIX
B) IIporpammsl, HaHOCSAIIME Bpel cucTeMe (BUPYCHI, TPOSTHBI)

I') Buenpenue BpeqoHOCHOTO KOJia B 3anpockl K /[

Yacme 3. 3a0anus na nocnedosamenbHoCmp 0eiicmeuil

3. YcraHoBuTe IMPpaBUJIbHYIO ITOCJICAOBATCIIbHOCTD 3TAIIOB PCATrMPOBAHUA HA HHIUJACHT

a) Jlokanuzanus yrpo3bl

0) YBenomiieHne 3aMHTEPECOBAHHBIX CTOPOH
B) BrIsiBIIeHUe HIIMIEHTA

r) BoccranoBnenue cuctem

1) AHa/IM3 IPUYMH U IPEIOTBPALEHUE TOBTOPEHUI

Yacms 4. Cumyayuonnsie 3a0auu

4. B xoMnanuu HpOI/ISOH_IéJ'I HHIOUJACHT: 3JIOYMBIIIJICHHUKU ITOJTYYUJIIN JOCTYII K Oaze JaHHBIX

KiueHToB. Kakue maru Heo0X0oauMo MPEeANPUHATE B MEPBYIO ouepeas? OnuimmTe 1iaH AeUCTBUI

110 Tanam (He MeHee 4 111aroB).

3.3 OueHoYHBIE CPEACTBA MO AMCUMIIIMHE VIS IPOMEKYTOYHOM aTTeCTAlUN
Bonpocs! 1J1s1 IOATOTOBKH K YCTHOMY 9K3aMeHY.

1. J{aiite onpenenenne unpopmamonHoit 6e3onacHoctu (MB). [lepeuncnure u packpoirte

Tpu ocHOBHBIX npuHnuna Wb (tpuana CIA).

2. Oxapakrtepusyiite atansl pazsutus b: oT nepBeIX cUCTEM 1O COBPEMEHHOCTH.

3. Uro Ttakoe yrpo3za WB? IlpuBeaurte kimaccuukanuioo yrpo3 IO HCTOYHUKAM

BO3HUKHOBCHUSI.
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4. Ilepeuncnure 5—7 akryanbHbiXx yrpo3 b B xopnopatuBHoil cpene (2024-2025rr.) u
KpAaTKO OIMUIINTE MEXaHU3MBbI UX peanu3aliiu.

5. B uém 3akmrouaercs noHstue «puck Mb»? Kak cooTHOCATCS yrposbl, ysI3BUMOCTH U
pucku?

6. IlepeuncauTe KitOUEBblE HOPMAaTUBHO-IIpaBoBbIe akThl PD B obnactu b (He meHee 4).
VYkaxute ux chepy peryaupoBaHusl.

7. Yro perymupyetr GDPR? HazoBute 3—4 0CHOBHBIX TpEOOBaHMS 3TOTO PErJIaMEHTA.

8. Omummre cTpykrypy nonutuku Wb opranmzanuun. Kakue pasgensl oHa AoJKHA
BKJIIOUATh?

9. Uznoxure metoauky oueHku puckoB Wb no crangapry ISO 27001 (3tamsl, kpurepum,
WHCTPYMEHTHI).

10. B 4ém 3axirouaeTcsi NMPUHLMI «COOTBETCTBMs cTaHaapram»? IlpuBenurte nmpumepsl
ceprucdukaroB Ub u ux 3HaueHue.

11. OObsAcHUTE pa3HUIy MEXAYy CHUMMETPUYHBIM U aCUMMETPUYHBIM IIH(PpPOBaAHUEM.
[IpuBeauTe mpuMepsl aarOPUTMOB.

12. Yrto takoe xeur-pyHkuus? HazoBure 2-3 anropurMa XemIMpOBaHHUS M OOJIACTH HMX
IIPUMEHEHHUS.

13. Onumure npunuun padotsl VPN. Kakue mportoxonsr VPN cuurarorcs Haumbosee
6e30MmacHbIMU?

14. Yro takoe MITM-araka? Ilepeuncnure crnocoObl 3aIlIUThI OT HEE.

15. Kak mexcereBoii okpaH (firewall) o0ecnieunBaet 3amury cetr? ONHUIIUTE THITHI TPABHIT
¢bunbTpanuy.

16. [lepeurciute OCHOBHBIE KOMIIOHEHTHI CETEBOM O€30IaCHOCTH (HE MEHee S).

17. Uro takoe DDoS-ataka? Omnwumurte 3-—4 wMeroma e€ pealu3allid U CIIOCOOBI
IIPOTUBOICHUCTBUS.

18. Kak HacTtpouTh mnpaBmia iptables mnsi OMOKMPOBKHM TMOAO3pUTENTBLHOTO Tpaduka?
[IpuBeauTe mpuMepsl KOMaHI.

19. B uém otnuune DMZ-30Hb1 0T BHyTpeHHEeH cetn? Kak oHa MOBbIIIaeT 6€30MacHOCTh?

20. Yro takoe IDS/IPS? YeMm oTnu4aroTcs 3TH CUCTEMBI?

21. [lepeuncnure 5 yszsumocteid 13 OWASP Top 10 2023 u kpaTKo ONMUIINTE KAKIYIO.

22. Yro takoe SQL-unbekmusa? I[lpuBenure mpumep Kojia ¢ ysA3BUMOCTBIO U CIOCOO €&
yCTpaHEHHUS.

23. OnumuTe NPUHIHMITEL O€30MIaCHOTO MPOrPaMMUpPOBaHUS (HE MEHee 5 TIpaBuiI).
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24. Yro BKIIOYACT TECTHPOBAHME HA MPOHHKHOBEHHUE (penetration testing)? [lepeuncnure
STambl.

25. Kak obOHapyxuth XSS-ys3Bumoctb? IlpuBeauTe mpumep BpeIOHOCHOTO CKPHUIITA U
METO]I 3aLUTHI.

26. B uém pazHuna Mexay muppoBaHHEM «B ITOKOE» U «B TpaH3uTe»? [IpuBenure npumepsl
TEXHOJIOTHI JJIsl KaXKJIOTr0O ClIydasi.

27. Onumure ctpateruto 3-2-1 mis pesepBHOro konupoBanus. [loueMy oHa cuuTaeTcs
HaJEKHOMN?

28. Yto takoe RBAC? IIpuBenute npumep MaTpUILbl 1OCTYIIA AJI1 KOMIAHUU U3 3 pOJIEH.

29. Kak peanmzoBath mudpoBanue aucka B Linux/Windows? HazoBuTe HHCTPYMEHTHI.

30. Yto Takoe TOKeHU3alusl JaHHbIX? B Kakux CleHapusiX OHa MpUMEHsAETCs?

31. CpaBuure monenu laaS, PaaS u SaaS no ypoBHIO OTBETCTBEHHOCTH 3a 0€30M1aCHOCTb.

32. llepeuncnure 4—5 KIOYEBBIX PUCKOB 0€30MAaCHOCTH B OOJIAKeE.

33. Yrto Takoe CSPM? Kak oH rmomoraet ynpasisiTh 00Ja4HON 0€30MacCHOCTHIO?

34. OnummuTe TpUHIMI «0e30MacHOCTH Kak koga» (Security as Code) B 001auHbIX cpeax.

35. Kak obecnieunTs mM(ppoBaHUEe JaHHBIX B 001auHOM XpaHunuie? [IpuBenure npumepsl
CEPBHCOB.

36. Ilepeuncaure HTambl >XKM3HEHHOro nukia uHHMaeHTa Wb (ot oOHapyxeHus 10
3aKPBITHS).

37. Yro Ttakoe uudpoBas kpuMuHanucTuka? OnuimuTe nopsaok coopa HUPpPOBHIX YIHUK.

38. Kax coctaButh oTuéTt 0 uHiuaeHTe (IR Report)? Kakue paznens! oH 10KeH BKIOYATh?

39. Uto takoe OSINT? Ilpusenute 3 mpumepa ucrounukoB OSINT nnst pacciegoBaHus
MHIUICHTOB.

40. OnumuTe clieHapuil pearnpoBaHus Ha YTEUKY JaHHBIX (IeWCTBUS B NepBble 24 yaca).

41. IlepeuncauTe S5 TEXHUK COLMAIbHONM WHKEHEPUM W TNPUBEIUTE MPUMEPHI HX
MIPUMEHEHHUS.

42. Kak 0O0yuuTh COTPYJHUKOB paciio3HaBaTh (umuHroBele nuchbma? HazoBure 4-5
MPU3HAKOB (UIIMHTA.

43. Yto Takoe «kpacHas komanna» (Red Team)? Kak ona TectupyeT yCTOWYHMBOCTH K
COIMAIbHON WH)KEHEPUH?

44, OnumuTre CTPYKTYpy MpOrpaMMbl MOBBIMICHHs ocBemnoMiaéHHocTH mo Wb (security
awareness program).

45. Kak pa3paboTarh MOJUTUKY THaposibHON Oe3omacHoctu? IlpuBenurte TpeOOBaHUS K

aposiM
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46. Kak U1 u ML npumensitorcs B Ub? IIpusenure 3 nmpumepa UCHOIb30BaHUS.

47. B uéMm 3aKiro4aroTcst pucku 6e3omnacHocTu OnokueiiHa? Kak ux MUHUMU3UPOBATH?

48. Yto Takoe kBaHTOBas kpunrorpadus? [loueMy oHa cunTaercs nMepcrneKTHBHOMN?

49. Onummre 3THYecKHe mpoOieMbl ucnonas3oBanus MM B kubepOezomacHoctu (HE
MeHee 3).

50. Kakue HOBBIE yIpo3bl MOTYT HOSIBUTHCS B cBsizu ¢ pa3ButheM loT u 6G? Ilpennoxure

CIIOCOOBI 3alllHTHI.

4. MeTonnueckne yKa3aHnus Uil 00y4aOIIUXCH M0 OCBOCHUIO TUCHHUILINHBI

[Ipuctynas x wu3ydeHHI0 AUCHUIIIMHBI «OCHOBBI MH(POPMAIMOHHON O€30MacHOCTY,
CTYACHT JOJDKEH O3HAaKOMMTbCA C cofepkaHueM JaHHoW «Paboueil ydeOHOM mporpaMmel
JUCLUIUIMHBD» C TEM, YTOObI UIMETh YETKOE IPEACTaBICHUE O CBOEH paboTe.

B nepByto ouepeap HEOOXOIUMO YSCHHUTD LIEb U 33J]a4i U3y49aeMOW TUCIUILIHHBI, OLEHUTD
o0BbeM MaTepuana, MIO3HaAKOMUTHCS € MPEIOKEHHON U M0100paTh OCHOBHYIO U JAOMOJHUTEIbHYIO
JUTEpaTypy, BBIABUTH HauOojee BakHble NPOOJEMbI, CTOSAIIME IO BOIpPOCAM H3y4yaeMOM
JUCLUIUINHBIL.

BoinonHeHnue 3agaHMil  OCYLIECTBIISIETCS B COOTBETCTBUM C Y4Y€OHBIM IUIAHOM U
nporpaMMoii. OHM JTOJIKHBI BBIIIOJHATHCS B COOTBETCTBUU C METOJIMYECKUMHU PEKOMEHIAIUSIMH,
BbIIaHHBIMU TIPETIOAABATENEM, U IIPEJCTABICHBI B YCTAHOBJIEHHBIE MPENOaBaTEIEM CPOKH.

Pabotas ¢ yueOHuKaMH ¥ y4eOHBIMU [TOCOOUSMHU, 11€71€CO00PA3HO 3aKOHCIIEKTUPOBAThH TOT
Marepuai, KOTOPbIi He cOOOIIACs CTYIEHTaM Ha JICKIIHSIX.

Ha 3aHAaTHX JIEKIIMOHHOTO U MPAaKTUYECKOT0 XapaKTepa CTyIeHTaM Ui paboThl TpeOyeTcs:
TeTpajb I 3alIUCH JIEKIUH U 3a1aHuUi.

JUis  ycmemHoro OBJaJeHUs [pOrpaMMoOl JUCHMIUIMHBI HEOOXOJUMO  BBIOJHSATH
CIIeyIOIIHe TPEOOBAHMS:

- MOCEeIAaTh BCE JIEKLIMOHHBIE U MPAKTUYECKUE 3aHATHS;

- BCE paccMaTpUBaE€Mble Ha JICKIUSAX U MPAKTHUECKUX 3aHATUAX TEMbl MU BOIPOCHI
00s13aTeNIbHO (PUKCUPOBATH B TETPAAH;

- B Cllyyae MpOIyCKa 3aHATUN 10 KaKUM-THO0 MPUYMHAM HEOOXOIMMO 00s3aTeIbHO
CaMOCTOSITENIbHO U3y4aTh COOTBETCTBYIOIIMNA MaTtepuan B Moodle, pukcupys 3anucu B TeTpaau, a
TaK)€ BBIMOIHATh IPAKTUUECKUE 3a1aHUs.

ITonroroBka K 3a4eTy € OLIEHKON OCYILECTBIISAETCS M0 IPEACTABICHHBIM B CIIUCKE OCHOBHOM
U JIOTIOJIHUTENFHON JuTepaType. PexoMeHayemble nuTEeparypa M HWHTEPHET-pecypchl OymyT

ITOJIC3HBI ITPU BBITTOJIHCHUHU MMPAKTHYCCKUX SaﬂaHI/Iﬁ " IJId IMOATOTOBKU K TECTUPOBAHUAM.
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MeTtoanyeckre peKOMEHIAIUH 110 COCTABICHHUIO KOHCIICKTa

KoHCIeKT — CITOKHBIN CIIOCO0 M3II0KEHHS COJCPKAHUS KHUTH WA CTAThbH B JIOTHYCCKON
MOCJIeIOBATEIPHOCTH. BHUMATENILHO TPOYUTANWTE TEKCT. YTOYHUTE B CIPABOYHOM JIUTEpAType
HETIOHATHBIE cyioBa. [Ipu 3amucu He 3a0ybTe BBIHECTH CIIPABOYHBIC JAHHBIC HA MOJISI KOHCIICKTA.
Beinenure T1aBHOE, COCTaBbTE IUIAH, MPEICTABISIIONIMIA COOOH MepeueHb 3aroJioBKOB,
M0/I3ar0JI0BKOB, BOIIPOCOB, MOCIIECIOBATEILHO PACKPhIBAEMbBIX 3aTEM B KOHCIICKTE.

3aKOHCIIEKTHPYHUTE MaTepuall, YETKO CIIeAysl NMyHKTaM IuiaHa. [Ipu KOHCIEKTUpOBaHHUU
CTapaiTech BBIPa3UTh MBICIIh CBOMMH CIIOBAMH. 3aMUCH CJIEIYET BECTH YETKO, SICHO.

[Tpu opopMiIeHHH KOHCIIEKTa HEOOXOAUMO CTPEMHUTHCS K EMKOCTH KaXKJI0TO MPEII0KCHHUS.

Meroauueckre peKOMEHIAIMU 10 COCTABICHHIO OTIOPHOTO KOHCIIEKTa

ONOpHBI KOHCIIEKT — BUJ BHEAYIAUTOPHOW CaMOCTOSTEIBHOW pabOThl CTyJEHTa II0
CO3JIaHHMIO KPATKOW HH(POPMALIMOHHON CTPYKTYpPbI, 0000IIarOIIEH U OTpaXKaroliel CyTh MaTepuaa
JICKITUH, TEMbI YICOHHKA.

OnOpHBIH KOHCIIEKT — 3TO HauIydIas popMa MOArOTOBKU K OTBETY Ha BOIPOCHI.

OcHOBHasl 1IeJIb OMOPHOTO KOHCIIEKTAa — OOJIETYUTh 3allOMHHAHHWE. DTarbl COCTABICHUS
OIMOPHOTO KOHCIICKTA!

1. 3yunTh MaTepuabl TEMbI, BBIOPATh TIABHOEC U BTOPOCTEIICHHOE;

2. YCTaHOBHTD JIOTHYECKYIO CBA3b MEK/TY DIIEMECHTAMHU TEMBI,

3. IlpeacraBuTh XapaKTEPUCTUKY HIEMEHTOB B KPaTKO# Gopme;

4. BeIOpaTh OMOPHBIC CUTHAJIBI JIJIsl aKIICHTUPOBAHUS IIABHOW MH(MOPMAIIUU U OTOOPA3UTh B
CTPYKType paOOTEHI.

MeTtoanyeckre peKOMEHIAIIUH 10 MPOX0XKICHHIO TECTHPOBAHHUS

TecTupoBaHHEe — 3TO MCCIIEOBATEIBCKUNA METOJ, KOTOPBIA MO3BOJSET BHISIBUTH YPOBECHb
3HaHUI, YMCHHI U HABBIKOB, CIIOCOOHOCTEH, a TaKKe MX COOTBETCTBHUE OIPEICIICHHBIM HOpMaM
YCBOCHHSI, ITyTEM BBITIOJHEHHUS UCTIBITYEMBIM Psijia CIICIHATbHBIX 33 JaHHH.

Crenyer MOHHUMATh, YTO TECTOBBIC 3aJaHUS MOTYT OBITH MPEACTABICHBI B Pa3IHYHBIX
dhopmax:

- 3aJjaHusl 3aKpBITOM (OPMBI, B KOTOPBIX OOYYaroIIMHCS BBHIOMpAECT OJMH WIH
HECKOJILKO MPAaBWJILHBIX OTBETOB M3 3aIaHHOI0 Habopa:

- 3aJjaHusl Ha JIOTOJHEHUE (OTKPBIThIC 3aJ[aHusi), TPEOYIOIIUE CaMOCTOSATEIBLHOIO
MOJTyYCHHSI OTBETOB:

- 3aJjaHisl HA YCTAHOBJICHUS COOTBETCTBHsI (C MHOXXECTBEHHBIM BBIOOPOM),
BBIMOJIHEHUE KOTOPBIX CBSA3aHO C BBISIBJICHUEM COOTBETCTBHUS MEKIY JJIEMEHTAMU HECKOJBKUX

MHOXKECTB:
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- 3a/laHusl Ha YCTAHOBJIEHHME IPABWIBHOM IOCIIEOBATEIbHOCTH, B KOTOPBIX OT
yyaierocsi Tpedyer yka3aTh MOPSIOK AEUCTBUN MWIIM IPOLECCOB U ApYyrue. DTambl MOATOTOBKH K
TECTUPOBAHUIO:

1. BHUMaTenbHO MpOYMTANTE MaTepual IO KOHCIEKTY, COCTAaBICHHOMY Ha y4eOHOM
3anstud. [Ipounraiite TOT K€ MaTepual o y4eOHUKY, y4eOHOMY TTOCOOHIO.

2. Tlocrapaiitech pa3o0paTbCsi C HEMOHATHBIM, B YaCTHOCTH HOBBIMH TEPMHUHAMHU W
KOHCTPYKLHSAMH.

3. OtBeThTe Ha KOHTPOJBbHBIE BONPOCHI Ul CAMOIPOBEPKU, MMEIOIIMECS B y4eOHUKE,
KOHCIIEKTE U T. 1.

4. KpaTko nepeckaxxute cofepxaHle U3y4YEeHHOI0 MaTepuasa «CBOMMH CIIOBaMM».

5. Belyunte ompeneneHUs OCHOBHBIX MOHSITHM, YCJIOBHbIE 0003HauYeHUS, (HOPMYNbl U
KOHCTPYKILIUH.

[ToaroToBka K MpaKTUYECKUM 3aHATUSIM

B Xome mMONrOTOBKM K MPAaKTHYECKHM 3aHATHAM HEOOXOJMMO HW3YYHUTh OCHOBHYIO
JTUTEPaTypy, O3HAKOMUTHCA C JOMOJHUTEIBHOW JIUTEpaTypOil, HOBBIMH MyOJUKALUSIMHU B
NEPUOIMYECKUX  M3JIaHUSAX, O3HAKOMHUTbCA C INpOorpaMMHbBIM obOecriedeHueMm. Cremyet
nopabaThIBaTh CBOM KOHCIIEKT JICKIIMH, JeJasi B HEM COOTBETCTBYIOIIME 3alTUCH W3 JIUTEPATYpBI,
PEKOMEHI0BaHHOM MpernojaBaTesieM U NPeyCMOTPEHHOM yueOHO nporpaMMoi.

3akaHuMBaTh MOJTOTOBKY CJEAyeT 3aKpelyieHHeM MaTrepuaja ¢ HCIOJIb30BaHUEM
COOTBETCTBYIOLIUX MPOrPAMMHBIX IPOTYKTOB.

Bce mpakTtrueckue 3amaHus, MpeayCcMOTpeHHbIE padoueil mporpaMMmoi, IpecTaBiIeHbl B
(hoH/Ie OLICHOYHBIX CPEJICTB 0 TUCIUILIUHE.

Kputepuu onieHrBaHMsI BHITOJHEHHBIX MPAKTUYECKUX paboT:

- NPaBUIbHOCTh BBINOJHEHHUsST PAa0bOTHl (OTCYTCTBHE (AKTHUECKUX, JIOTUUYECKUX U
JPYTHUX OLIMOO0K);

- MOJIHOTA BBINIOJIHEHUS pa0OThI;

- CBOEBPEMEHHOCTH BBIIIOJIHEHUS;

- NPaBUIBHOCTh OPOPMIICHHS OTYETA.

3a 3a/1aHus, BHITOJTHEHHBIC IT03KE YCTAHOBJICHHOTO CPOKA HITU C HApyIICHUSIMUA TpeOOBaHUN
K 0()OpMJICHHIO, OLIEHKA Ha 0ajlyl CHU)KAETCA.

[Topsimok opraHu3alnuyu CaMOCTOSITENILHON pabOThI CTYI€HTOB

CamocrosTrenbHass paboTa CTYAEHTOB CIIOCOOCTBYET PAa3BUTHUIO CaMOCTOSTEIbHOCTH,
OTBETCTBEHHOCTH M OPTaHU30BAHHOCTHU, TBOPYECKOTO MOAX0/a K PEHICHUIO MPOoOIeM y4eOHOTro U

po(hecCHOHATBHOTO YPOBHSL.



23

Ilenbto camMoCTOSATENBHON pPA0OTHI CTYJEHTOB SIBISIETCSA: OBJAJACHHUE IPAKTUYECKUMU
3HAHUAMH, NPOPECCHOHATBHBIMU YMEHHUSIMU M HaBbIKAMHU JIEATEIbHOCTH IO CIEUUATbHOCTH,
OIIBITOM TBOPYECKOM, NCCIIEI0BATENIBCKON AEATEIbHOCTH.

CamocrodTenbHas paboTa CTyIeHTOB IPEAIoIaraer:

- CaMOCTOSITENIbHBIA TIOMCK OTBETOB W HEOOXOAMMON WHGpOpMAaLUU B pPaMKax
M3Y4YaeMBbIX TEM;

- BBINOJIHEHHE 3aJaHUH JJI1 CAMOCTOSITENIbHON pabOThl, B TOM YHCIIE TECTOB;

- U3y4YEHUE TEOPETUYECKOr0 M JIEKIMOHHOIO MaTepuala, a TaKKe OCHOBHOW M

I[OHOJIHI/ITCHLHOﬁ JIMTCPATYPHI IIPU MMOATOTOBKEC K NPAKTUYCCKUM 3aHATHAM.

5 YueOHasi iuTepaTypa u pecypcbl HH(POPMAIMOHHO-TEJIEKOMMYHHUKAIIMOHHOM ceTH
«HuTepHer»

OcHoBHas1 IMTepaTypa

1. bananoB, A. H. 3ammra uHpopmanuonssix cucreM. KubepbesomacHocTh : yueOHOe
nocobue s cro / A. H. bamanoB. — Cankrt-IletepOypr : Jlanb, 202507-48808-7. — Tekcr :
AJEKTPOHHBIN /1 Jlanb : 3JIEKTPOHHO-OUOINOTEYHAS cucTema. — URL:
https://e.lanbook.com/book/394547 (nara o6pamenus: 16.11.2025).

2. bananos, A. H. KommiekcHas nHdopMarionHast 6€30macHOCTb : yueOHOe mocoOue s
cro / A. H. bananos. — Cankrt-IlerepOypr : Jlans, 2024. — 284 ¢. — ISBN 978-5-507-49251-0.
— Teker : oanexktpoHHblid // Jlawb : snekTpoHHO-OMOnMoTeuHast cucrema. — URL:
https://e.lanbook.com/book/414950 (nara o6pamenus: 16.11.2025).

3. Hectepos, C. A. OcHoBBI HH(pOpMAIIMOHHOK Oe3omacHoCTH : yueOHuk mais cmo / C. A.
HecrepoB. — 2-e u3x., ctep. — Cankr-IlerepOypr : Jlanb, 2022. — 324 ¢. — ISBN 978-5-8114-
9489-7. — Texkct : anexkTpoHHbIH // Jlanp : 31meKkTpoHHO-OmMOMMoTeuHas cuctema. — URL:
https://e.lanbook.com/book/195510 (nata obpamenus: 16.11.2025)

4. IIpoxoposa, O. B. UudopmarmonHas 6€30macHOCTh U 3aIuTa WHPOpMAIUY ;| YYeOHUK
st crio / O. B. TlpoxopoBa. — 5-e u3n., crep. — Cankr-IlerepOypr : Jlanp, 2024, — 124 ¢c. —
ISBN 978-5-507-47517-9. — Texkcr : anekTpoHHbIH // JIaHb : 31eKTpOHHO-OMOIMOTEeYHas cCUCTEMA.
— URL: https://e.lanbook.com/book/385082 (mara obpamenus: 16.11.2025)

JlomoJIHUTeIbHAS JIUTEPaTypa

1. Bocrpenosa, E. B. OcHoBBI HHpOpMaMOHHO# Oe30omacHOCTH : yueOHoe mocobue / E. B.
Boctpenoa. — 2019. — YJIK 004.056.5(075.8), BBK 32.972.53573, B78.
2. l'anmarenko, B. A. OcHOBBI HH(POPMAIIMOHHOM 0€30MTaCHOCTH : yueOHOE TT0COOHe sl BYy30B

/ B. A. Tanarenko. — 3-e u3ag. — MockBa : HurepHer-YHuBepcurer HHpopMalnoHHBIX
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Texnomoruii, 2020. — 264 c. — (OcHoBbl wuH(pOpMANMOHHBIX TexHONOTUIH). — ISBN
978-5-9556-0224-2.

3. llanwrun, B. ®. KommiekcHas 3amnuTa nHGOpMaIMU B KOMITBIOTEPHBIX CUCTEMAX : yueOHOe
nocooue / B. ®. [llanprun. — Mockaa : Jloroc, 2021. — 528 ¢. — ISBN 978-5-98704-662-4.

4. Spoukun, B. . Undopmanmonnas 6e30nacHOCTb : yaeOHUK 17151 By30B / B. . SIpoukun. —
4-e u3n. — Mocksa : Axkanemuueckuil Ilpoekr, 2023. — 544 c. — (Gaudeamus). — ISBN
978-5-8291-4121-6.

HNurepHeT-pecypcsl

1. DnexTpoHHO-OMOMMOTEeUHAast cuctema «Jlanb» — (marta obpamenus: 16.11.2025).

2. Koncynerantllnmtoc — (mata obpamenus: 16.11.2025).

3. OdunmanbHbIl  UHTEpHET-MOPTAaN MpaBoBOM uHpopManuu — (Aara oOpalleHus:
16.11.2025).

4. Caiit ®enepanbHON CIyKObl MO TEXHUYECKOMY M AKCHOPTHOMY KOHTpoito (PCTOK
Poccun) — (mara obpamenus: 16.11.2025).

5. Caiit ®enepanbHoil ciryx0b1 0e3omacHocTu Poccutickort @enepanuun (OPCh Poccnn) —
(marta oopamenus: 16.11.2025).

HopmaTtuBHO-TeXHMYeCKAas JOKYMEHTALMSA:

1. Koncturyuuss Poccuiickoit ®enepauuu (IpUHSITa BCEHAPOJIHBIM TOJIOCOBAHHEM
12.12.1993 ¢ wu3MeHEHHsIMH, OJOOPEHHBIMH B XOJI€ OOIIEPOCCUMCKOTO TOJIOCOBAHUS
01.07.2020).

2. ®epnepanbhblil 3ak0H 0T 28.12.2010 Ne 390-D3 «O 6e30macHOCT.

3. ®enepanbHblii 3akoH 0T 27.07.2006 Ne 149-D3 «O0 unpopmaiuu, HHPOPMAIIMOHHBIX
TEXHOJIOTHSIX U O 3alUuTe UHPOpMALII.

4. ®enepanbhblii 3akoH 0T 21.07.1993 Ne 5485-1 «O rocyapcTBEHHOH TailHE.

5. @enepanbHblil 3ak0H 0T 29.07.2004 Ne 98-D3 «O koMMepueckoi TailHe».

6. ®enepanbubiii 3aK0H 0T 27.07.2006 Ne 152-D3 «O nepcoHaNIbHBIX TAHHBIX.

7. Tpynosoi konekc Poccuiickoit @enepanuu ot 30.12.2001 Ne 197-D3.

8. Kogexc Poccuiickoii ®enepaunu 00 aJMUHUCTPATHUBHBIX MPAaBOHAPYLIEHUAX OT
30.12.2001 Ne 195-®@3 (rnaBa 13 «AIMUHUCTpAaTUBHBIE IPaBOHAPYIIEHUS B 001aCTH CBSI3U U
nH(pOPMALIUNY).

9. Yka3 Ilpesupenra PD ot 17.03.2008 Ne 351 «O wmepax mo oOecreueHHUIo
uHpopMmanMoHHOM  OezomacHoctu  Poccuiickoit  @enepauuu  Opu  UCIOJIB30BAaHUU
MH(POPMALMOHHO-TEIIEKOMMYHUKAITMOHHBIX  CETEH MEXIyHapOJHOTO HH(POPMALMOHHOTO

oOMeHay.
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10. [Tpuka3z ®CO Poccun ot 07.08.2009 Ne 487 «O06 yrBepxknenuu [lonoxenus o
CerMEHTe HH()OPMAIMOHHO-TEIEKOMMYHUKAIMOHHOW cetu WMHTepHeT 11 denepanbHbIX
OpPraHOB TOCYJApCTBEHHOH BIAaCTH H OPTraHOB TOCYJApCTBEHHOH BIAacTH CYyOBEKTOB

Poccutickoit denepanun».

11. I'OCT P 50922-96 «3ammra wuHpopmanuu. OCHOBHBIE TEPMHHBI U
OTpeeNICHUs.
12. I'OCT P 50.1.053-2005 «Mudopmarnmonsbie TexHOI0THH. OCHOBHBIC TEPMHUHBI

U OIIpeJesieHHs B 00JaCTH TEXHUUECKON 3allUThl HH(POPMALIUN.

13. 'OCT P UCO/MDK 15408—-1-2008 «MupopmaroHHast TeXHOJIOTHS. MeTo b1
U cpenctBa obecnieueHus 6e3omacHocTu. Kpurepuu oneHku 6e30macHOCTH HH()OPMAITMOHHBIX
texHonoruii. Yacte 1. BBegenue u o0mas MOaEIb.

14. ['OCT P UCO/MDK 15408-2-2008 «MupopmarioHHast TeXHOJIOTUS. MeTo bl
U cpencTBa obecneueHus 6ezonacHocTd. Kpurepun onenkn 0e30macHoCTH HHYOPMAITMOHHBIX
texHojoruil. Yactp 2. @yHKIIMOHATIbHBIE TpeOOBaHMs 0€30MaCHOCTIY.

15. I'OCT P UCO/MDK 15408-3-2008 «udbopmarmorHas TeXHOJIOTHA. MeToabl
u cpencTBa obecnieueHus 6ezonacHocty. Kpurepun oneHku 0e30macHoCTH MHOOPMAITMOHHBIX
texHonoruii. Yacte 3. TpeOoBaHus noBepHs K 0€30MACHOCTI.

16. I'OCT P HUCO/M3BK 27001 «MudpopmalioHHBIE TEXHOJIOTHMH. MeTobl
6e3onacHocTu. CucteMa ynpasieHHs 6€30MacHOCThI0 HH(popMarun. TpeGoBaHU .

17. 'OCT P UICO/M3K 27002 «Uupopmanonusie TexHonoruu. Ilpakrnueckue

MpaBujIa yIpaBiIeHUs: HHPOPMALMOHHONW OE30MTaCHOCTHION.

6 MarepuajbHO-TeXHHYecKasi 0a3a, HHPOPMAINMOHHBIE TEXHOJIOTHH, IPOTPAMMHOE

o0ecrneyeHrue U NH(POPMALMOHHBIE CIIPABOYHbIE CHCTEMbI

[na peanuzayuu oucyuniunvl HeoOXOOUMDbL:
JlaGopaTopusi KOMIBIOTEpHBIX ceTed W WH(OpMAMOHHOW  0€30MacHOCTH,
BKJIFOYAOIIAS:

— paboune cTaHIMU (TMIEPCOHATBHBIC KOMIIBIOTEPHI) C XapaKTEPUCTUKAMU HE HIXKE:
nporeccop — Intel Core 15 (wm ananormuynsnii AMD), O3Y — 16I'b, SSD — ne menee
256 I'b;

— KOMMYTAIMOHHOE 000pyI0BaHHe (KOMMYTATOPbI, MAPIIPYTH3ATOPHI) AJIsl MOCTPOCHUS

CETEBBIX TOIMOJOTHIT;
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— CpelcTBa 3aluUThl HHPOPMAIIUHU (MEKCETEBBIC SKPAHBI, CPEICTBA KPUITOTPahUISCKOMI
3aIUTHI);

— CEpPBEPHYIO CTOHMKY C cepBepaMu JUIsl pa3BEPTHIBAHMS CETEBBIX CEPBUCOB M XPaHCHUS
JaHHBIX;

— MPOEKIIMOHHOE 000pyaoBaHKEe (TPOSKTOP/MHTEPAKTUBHAS JOCKA) I JEMOHCTPAINH
MaTepHuasoB;

— CETEBOE MOJKIIOUYEHUE CO CKOPOCThIO He MeHee 100 Mowut/c.

Ilpozpammnoe obecneuenue

Omneparmmonnsie cuctembl: Windows 10/11, Linux (Ubuntu, CentOS, Astra, Alt)

Cpenctsa Bupryanm3anuu: Oracle VM VirtualBox, VMware Workstation

Juarnoctuueckoe u TecroBoe [10: Wireshark (amamu3 cereBoro tpaduxa) Nmap
(ckanupoBanue ceteid u moptoB), Metasploit Framework (TecTmpoBanme Ha NMPOHUKHOBEHHE),
OpenVAS (ckanep yszsumocteil), Kali Linux (auctpudyTuB asis TeCTUpoBaHUs 0€30MaCHOCTH).

Cucremnoe I10: antuBupycHeie pemenus (Kaspersky Endpoint Security, Dr.WEB, ESET
NOD?32), cpeactpa pe3epBHoro konupoanus (Acronis True Image, Veeam Backup), yrunutsr mist
Monutopurra cucrembl (HWMonitor, AIDA64), uHCTpyMEeHTHl ais pabOThl C IUCKAMU H
paznenamu (GParted, DiskGenius).

Oducnpie naketsl: Microsoft Office 365, LibreOffice

Cuctemsl ynpasnenust 6azamu fgaHsbix: PostgreSQL, MySQL/MariaDB, Microsoft SQL

Server (Express-Bepcusi), MongoDB (17151 pabotsl ¢ NoSQL-nanHbIME).

Inexkmponno-ouonuomeunsvie cucmemut (3bC)

1. OnekTpoHHO-OmOnuoreunass cucrema «I[PR  SMART» (CIIO) — URL:
https://www.iprbookshop.ru/;

2. OnexkTpoHHO-0nbnnoTeunas cucrema «Jlanp» — URL: https://e.lanbook.com/;

3. DnekTpoHHO-O0ubMoTeunas cucrema «iBooks» — URL: https://ibooks.ru/;

4. OnexTpoHHO-01OaMoTeuHast cuctema «ZNANIUM» — URL: https://znanium.ru/.
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