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2. llepeuyeHb NJIAHUPYEMBIX Pe3yJbTATOB 00y4YeHUsI O JUCHHUIIHHE, COOTHECEHHBIX €

IJIAHMPYEeMBIMHU Pe3yJ1bTaTaMU 0CBOEHHS NIPOrPaMMBbl

2.1. Huciunnuuaa  b1.B.JIB.01.02 «CpenctBa 3amuThl  UWHMOpPMAMK» 00eCIeYnBaeT
OBJIAJICHUE CIEAYIOIUMH KOMIIETEHIIUAMH.
Tabmuna 1.1
Kon Haumenosanue Kon Haumenosanue KOMIIOHEHTA
KOMIIETEHIUH KOMIIETEHI[UH KOMIIOHEHTa KOMIIETEHI[UH
KOMIIETEHIIUH

I[1Kc-2 Crnocoben  obocHoBeiBaTh | [[Kc-2.3 CriocobeH peaNn30BbIBATH

MOIXOMBI, HCIOJb3yeEMbIE B KOHLIENITYaJbHYI MOJETL OU3HEC-

Ou3HeCc-aHaIu3e, anaim3a BABOK

PYKOBOIWTh U  VIIPaBIATH

OH3HEC-aHATH30M ¢

HCIIOJIE30BaHUEM

WHPOPMAITMOHHO-

KOMMYHHMKAIIHOHHBIX

TEXHOJIOTUH

1.2.B pe3ynbrare 0CBOCHUS AUCUUILUIMHBI y CTYACHTOB JIOJDKHBI OBITH COPMUPOBAHBI:

Tabmuna 1.2
OTD/T® (mpu wHammunyu| Kox Pesymbrater 00y4ueHns
npodcrangapra)/ KOMIIOHCHTA
podeccroHaIbHBIC KOMIICTEHITHH
nelicTBuUs
Ynpasnenue 6usHec- I1Kc-2.3 Ha ypOBHE 3HAHMI:
QHAT30M 3HaTh:

— MH)OPMALMOHHBIE pPECypChl, MOAJEKALIMe 3allUTe, YrPO3bl
0e3omacHOCTH MH(OPMALMKM U BO3MOXKHBIE IYTH UX pealn3aluu
Ha OCHOBE aHaJU3a CTPYKTYPHI U CONCPIKaHUS HH(OPMAIIMOHHBIX
NPOLIECCOB W 0COOeHHOCTeH  (YHKIMOHUPOBaHHS OOBEKTa
3aIINTHI;

— cpezcTBa M MeTOb! 3amuTel nHGopManuu B UC npennpusitus Ha
OCHOBE aHaJIM3a KOHLENTYaJIbHOH MOJIENH 3PENIOCTH IPOIIECCOB

KOMIIaHHH.

Ha YPOBHE YMEHHUS:

Ymern:

— ompenensaTh BUABI W (GOPMBI HWHPOPMALUH, TOABEPKEHHOMH
yrpo3am, BO3MOXHBIE Yrpo3bl M PHCKH HH(DOPMAHOHHON
0e301acHOCTH;  BBISIBIISITH ~ TPEeOOBaHUSI W OrPaHUYEHHS
MHPOPMAITMOHHON  0E30MacHOCTH C  YYE€TOM COOTBETCTBHSI
KOHIICNITYaJIbHOM MOJIENI CUCTEMBI;

— IpUMEHATH cpencraa obecriedeHus MH(POPMALMOHHON

06e30macHOCTM B CHCTeMax YOpaBleHUs Oa3aMHM JIaHHBIX,
KOMIBIOTEPHBIX CETAX HAa OCHOBE aHANIM3a JAHHBIX, MOJAEPIKKU
HMPUHATHS PELICHU.

HA YPOBHE HABBIKOB:
Baanern:
—  HaBBIKAMH HCIIOJIF30BAHUS CPEICTB 3aIIUTHl HH(POPMALIUU B
obrmactu obecrieueHus 3aIlUTHl MPOrPaMM M JaHHBIX IPH
peIICHIH CBOUX MPO(heCCHOHANBHBIX 3a1a4.

2. O0beM M MeCTO TMCIUIUTHHBI B cTpyKType OIT BO

O0beM TUCHUMILIMHBI

OO0mmast Tpy10eMKOCTh JUCIIUIUTMHBI COCTABISET 4 3a4eTHRIX enuHuIlb /144 akazem. Jaca.




Tabnmuma 2

Buj pabothr TpynoeMkocTh (akaa/acTp.4achl)
O0mas TPy10eMKOCTh 144/110
KonTakTHasi padoTa c npenogasareieM 50/38
Jlexu 20/15
IIpakTuueckue 3aHATUS 28/22
CamocrosiTeJIbHAsA padoTa 58/45
Koncyabranus 2/1,5
KonTpons 36
@DopMbl TEKyIIEro KOHTPOJIS
DopMa NPoMe:KYTOUHOM aTTeCTAINHT Ixzamen

MecTto nucnumimnabl B crpykrype OII BO

JucuumimHa un3ydaercss Bo 2-Mm cemectpe 1-ro kypca. [ucnurmumna b1.B.JIB.01.01
«CpenctBa 3auThl HTHGOPMALMKU» OTHOCUTCS K JUCLMIUIMHAM 10 BBIOOPY y4e€OHOro IjIaHa Io
HanpasieHuio «busnec-undopmaruka» 38.04.05. [IpenonaBanue NUCHUILIMHBI OMHMPAETCsS Ha
JUCLMIUIMHBL  mporpamMmbl  OakanaBpuara «MH(opMairoHHass 0€30HacHOCTbY, «AHaIN3
JAaHHBIX», «Teopus BeposTHOCTEN Y, «Teopus cuctem».
B cBoro ouepenb oHa co37aéT HEOOXOAMMBIE NMPEINOCBUIKM JJIsl OCBOEHHUS IMPOrpamMM TaKHX
mucuuiuinH, Kak  b1.0.05 «YmpaBieHue >KU3HEHHBIM IUKIOM HH(POPMAIIMOHHBIX CHUCTEM),
b1.B.03 «udposas tpanchopmanus 6usneca. Mudonomuka», b1.B.09 «HTennexTyanbHbIN
aHAJIU3 TEKCTOB U U300PAKEHUII».

JucuunuirHa 3aKiaplBaeT TEOPETUYECKUI U METOI0JIOTHUECKU (DyHIaMEeHT Ul OBJIaICHUS
yMmeHusIM U HaBblkamu B xoze  b2.0.01(Y) «llpoexTHo-aHanutnyeckas npaktuka» u 52.0.02
(H) «Hayuno-uccnenoBarenbckas paboTay.

3HaHMS, YMEHUS M HAaBBIKM, IOJYy4YEHHbIE NpPU M3YYEHUM JUCUUIUIMHBI, HCIIOJIb3YIOTCA
CTY[ACHTaMH IPH BBIIOJIHEHUH BBITYCKHBIX KBATU(UKAIIMOHHBIX paboT.

3. Coaep:kaHue U CTPYKTYPa AUCHUILIUHBI
3.1.CTpyKTYypa AN CUUIINHBI

Tabnwura 3
Ne ni/m HaumeHnoBanmne Tem O0beM TMCUMIJIMHBI, Yac. Dopma
Bcero KonrakTHas padora CpP TeKylIero
o0yuaromuxcsi ¢ KOHTPOJIA
npenojaBarejieM ycreBaemMocT
10 BUAAM Y4eOHbIX 3aHSITHH u**,
J/A0T n3/10T KCP CPO CII | mpoMexyTo4
HOM
aTrecTalun®

* %

OcHOBBI 0€301I1aCHOCTH
Tema 1 aBTOMAaTU3UPOBAHHbBIX 38 8 10 20 T
CHCTEM IpEeANPHUATHUS

CpencrtBa 3a11uThl

Tema 2 HHopMaIH OT 34 6 8 20 o
HECaHKIHOHHUPOBAHHOTO
JOCTyIa
MeTozs! 3aLUThI
Tema 3 CCTEBBIX 34 6 10 18 T*
nH(pOpPMaMOHHBIX
TEXHOJIOT U
IIpomeskyTo4Has aTTecTalus 2% Ox3aMeH
Bcero (akaz./acTp. yachl): 106/82 20/15 28/22 2/1,5 58/45 | 36/27

Ipumeuanue:




2* - KOHCYJBTAIVS, HE BXOIAIIAS B OO 00BEM TUCITUTITHHBI
Hcnonbzyembie COKpalieHus:
JI — 3aHATHS TEKIIMOHHOTO TUNA (JIEKINH 1 MHBIE Y4eOHbIC 3aHATHS, IPEIyCMaTPHUBAIOIINE
MPEUMYIIECTBEHHYIO Nepeiady yaeOHOW MHPOPMAIIUY NeJarOrnIeCKUMH paOOTHUKAMU OPTaHU3alud U (WUIIH)
JIUT[AMH, TIPUBJICKACMBIMU OpPraHU3aIluel K peain3anuy 00pa30BaTelIbHBIX MPOTPAMM Ha HHBIX YCIIOBHSIX,
oOyJaromumcs) ;
[13 — mpakTryeckue 3aHATHS (BUABI 3aHATHS CEMHHAPCKOTO THITA 332 UCKITFOUYECHUEM JIA00PaTOPHBIX PabdoT) ;
KCP — unnuBuyanpHas pabota 00y4arommxcs ¢ IeIarorndeCKuMU pabOTHUKAMU OPTaHU3aIuy U (WIJIH)
JUTAMH, TTPUBIIEKAEMBIMU OpPTraHU3aIMel K peann3anuy 00pa3oBaTeNbHBIX MPOTPAMM Ha HHBIX YCIOBHSIX (B
TOM YFHCIIe HHINBUAYaTbHbIE KOHCYIBTAINN) ;
CP — camocTtosTenbHas paboTta, ocyniecTeiseMast 0e3 y4acTHsl eIaroriuecKux padOTHUKOB OpraHU3aluy 1
(unn) JUI, TPHUBJIICKAEMBIX OpTraHU3aIUeH K pealin3alui 00pa30BaTeIbHBIX MPOrPaMM Ha MHBIX YCIOBHSX;
CII — camonpoBepka;
CPO — camocrosTenpHas pabota oOyJaromerocs
koHTposbHBIE paboThl (K), ompoc (O), rectuposanue (T)

3.2. Conep:xaHue JTUCHUIIMHBI
Tema 1. OcHOBBI 0€30IIACHOCTH ABTOMATH3HPOBAHHBIX cucTeM (AC) npeAnpusTus

[IpobGnema oGecneuenusi 6ezonacHoctu AC. Mecto u ponb AC B ympaBieHUH OH3HEC-
nporieccaMu. OcHOBHble MOHATHS B oOmactu Oe3onmacHoct AC. IlonsTHe Oe3omacHOCTH
ABTOMATH3UpPOBAaHHOW  HWH(POpPMANMOHHOW  cucTeMbl. [loHsTHE 3amuUTBl  WH(DOpPMALUU.
KoH¢puaeHmanbHOCTh, 1IE€I0CTHOCTh, JOCTYNHOCTb. CyOBEKTBI, 3aMHTEPECOBAHHBIE B
obecriedeHnn WHGOPMALMOHHOW 0€30mMacHOCTH. YpOBHH obecrieueHust HH(POpMAIMOHHOK
0€301MacHOCTH.

[Tonsitue yrpossl Oe3omacHoctn uHpopManuu, AC u CyOBEKTOB HH()OPMAIIMOHHBIX
otHowmeHUH. CucTeMHas Kiaccupukanus yrpo3 uHGopMaluuoHHONW Oe3zomacHocTu. [loHsTne
ya3BuMocTi AC, araku Ha cuctemy. Knaccudukanus kaHaiaoB npoHUKHOBeHUs: B AC U yTeuku
uHpopmanun. HedopmaneHas mopens Hapymutens. MHopManuoHHble pUCKU. YIpaBiieHHE
puckamu. KadeCcTBEHHBI M KOJWYECTBEHHBIN aHanu3 pucka. [IpoTuBonencTBHE MHCAWIEPCKOU
JESATEIIBHOCTH.

OcHOBHBIE TIPUHIHMITEL, Mepbl obOecriedeHust Oe3omacHoct AC. Knaccupukamus mep u
MeTooB 3amuThl HH(opmanuu. IIpaBoBble oOcHOBBI oOecneueHus Oe3zomacHoctH AC:
3amuiuiaemMas MHGopMmanus, JHUIEH3UpoBaHue, ceptudukanus cpeacts 3M wu  arrecranus
00bekToB HH(popMaTu3ai. OTBETCTBEHHOCTH 3a HapyleHus B chepe 3.

lTocynapctBennas cucrema 3U. ImaBubie Hampasienust pador mno 3U. Crpykrypa
rocynapctBeHHoi cuctembl 3. Ilonmutuka OGe3omacHocTd opraHu3anuu. CrocoObl 3alMThI
KOH(QUIEHIIMAIBbHOCTH, LieJocTHOCTH U aoctynHocTu B KC. PykoBoasiue nokymentst @CTOK
P® 1o onenke 3anumennoctu ot HCI.

Tema 2. Cpencrpa 3amiMThl HHPOPMALMH OT HecaHKIMOHUPoBaHHOTO 1octyna (HC)

[Tonstue nocryma, cyobekt u o0bekT nocryna. Ilonstue HCJl. Knacest n Bunst HC.
HecankunonupoBannoe komupoBanue mporpamm kak ocoOweiii  Bua HCH. Ilonsitue
3JI0yMBIIIUIEHHUKA TIPH peleHuH mpobiem kommnbroTepHoi Oe3onacHoctu (Kb).Hasnauenue u
BO3MOKHOCTH cpenctB 3amuThl uHopmaruu or HCJI. OcHOBHBIE CpeicTBa W MEXaHU3MBI
3amuTel AC. KOMIIBIOTEPHBIE CETU U YIIPABJIEHUE MEXaHU3MaMU 3alUTHI.

AnmnaparHo-niporpaMMHbIe cpenctBa 3amuThl nHpopmauu ot HCJ. CpenctBa anmnaparHoit
HOAJIEPKKH, crocoObl ayreHTHuKauuu. lltarHeie n nononuutensHble cpeacrtsa 31 or HCI.
Cucrembl uAeHTU(UKALIMK M ayTeHTU(UKALKUU: OCHOBHBIE OMNPENEIICHUs, THUIIbI, O0JACTh
npUMeHeHHs, kiaccudukanus. 3amaya HWASHTHQHUKAIMW Moib3oBatensd. VaeHTuukanus
cyobekta. [lonsitue mportokona uiaeHTHQUKaANUK. JlokanbHas M yJnajdeHHas HACHTU(UKALKA.
WUnentudpunupyromas unnpopmanus. Iloustue unnenrudunupyromeit nadopmanuu. Crocoobt
XpaHeHus: ujaeHTuuupyoomed nHpopmanuu. CBs3b ¢ KIHOUEBBIMH cucTeMaMu. [laponbHbie
CHCTEMBI M MapoisibHas 3amuTa. OOmre moaxoabl K MOCTPOEHHUIO MApOJibHBIX cucTeM. Bribop
naposei. MeToas! B3imoMa naposeii. Metonsl BeIOOpa maposei.



3ammrTa JaHHBIX OT HECAHKUMOHMPOBAHHON MOIU(UKAIMK, KOMHUPOBAHMS M IEpexBaTa
cpencTBamu muQpoBaHus.

Tema 3. MeToabl 3a1IUTHI CeTeBbIX HH(POPMALMOHHBIX TEXHOJIOTHI

TunoBas koprnoparuBHasi ceTb. OCHOBHBIE NPUHUMIIBI OPraHU3AlMM CETEBOM 3allMTHI.
YpoBHu wuH(DOpPMAIMOHHON HHQPACTPYKTYpPHl KOPIOPATHBHOM ceTH. TUIUYHBIE YrpO3bI
0€30MacHOCTH U YSI3BUMOCTH ceTeBbIX MH(popMannoHHbIX cucteM. Knaccudukanus crnoco0oB
HECAaHKIIMOHUPOBAHHOIO JI0CTYIA U JKU3HEHHBIN LMK aTak. CpecTBa 3alllUThl KOMIIbIOTEPHBIX
ceTen.

3amuTa INEepUMeTpa KOPIOPAaTUBHOW CETU. YIpO3bl, CBSI3aHHbIE C IEPUMETPOM
KopriopatuBHONH ceTH. CrocoObl MPOTUBOACHCTBUS HECAHKIIMOHMPOBAHHOMY CETEBOMY H
MEXKCETEBOMY JOCTyIYy. AyTeHTH(UKAIUS TMOJIL30BaTelsl JIOKAJIbHOW ceTu. PasrpanuveHue
JIOCTYTIA K JIOKaJIbHOU ceTu. [IpoTuBOEicTBIE HECAHKIIMOHUPOBAHHOMY MEKCETEBOMY JIOCTYILY.
Hcnonb3oBanne mexcereBbix dkpaHoB (Firewall). Kpurepun ux ouenku. TyHHenupoBaHHe.
TexHoJIOrus: BUPTyaJIbHBIX YAaCTHBIX CETEW. 3alllUILEHHBIE CETEBbIE MPOTOKOJBI. be3onacHocTh
paboter B ceru MWutepHer. besomacHas moctaBka e-mail cooOmenuii. OOHapykeHHE H
ycrpanenue ysa3Bumocrted. Ckanepbl Oe3omacHoctH. CpeacTBa aHanM3a 3alllMIICHHOCTH
CHUCTEMHOI'O YPOBHS.

MonuTtopuHr cooObiTrii 6e3onacHoctu. Knaccuduxanus cucrem oOHapy>KeHHUs aTak.

4. MarepuaJibl TeKylIero KOHTPOJIsl yCIIeBaAeMOCTH 00y4a0 N XCs
4.1. B xone peanu3anuu IUCHUIUTHHBL «CpeacTBa 3auThl HH()OPMAITUN» UCIIOIB3YIOTCS
CJIEYIOIINE METOABI TEKYIIIEr0 KOHTPOJIS YCIIEBAEMOCTH O0Y4arOIIUXCSI:

Tabmuma 3.1
Tema (pa3zmen) ®DopMBI (METOMIBI) TEKYILETO KOHTPOJIS
yCIIEBAEMOCTH
Tema 1. OcHOBBI 6€30MaCHOCTH aBTOMaTH3NPOBAHHBIX CHCTEM TectupoBanue, onpoc
HpeNIpUsITHSL
Tema 2. CpexncrBa 3amuTsl HHGOPMALAU OT TectupoBanue, onpoc
HECaHKIIMOHHPOBAHHOIO JIOCTyMa
Tema 3. MeTo/pl 3aUTHI CETEBBIX HHYOPMAIIMOHHBIX TectupoBanue, onpoc
TEXHOJIOTUH

4. 2. Tunosbie MaTepHAJIbI TEKYLIEr0 KOHTPOJIS yCIIeBAeMOCTH 00y4aloLuXcs.
Tunosbie OLeHOYHBIE MaTepHaJIbI 110 Teme 1
Tunosble BONpPockI [1Jis1 onpoca 1o reme 1
1. Oxapakrepu3yiiTe MecTO M POJb ABTOMATH3UPOBAHHBLIX CHCTEM B YINpPaBJIeHUH
OM3Hec-IpoleccaMu.
2. Yro mnoHuUMaeTcsi moa puckoM wuHpopmauuoHHoi Oe3onmacHocTu? KakoBbl
COCTaBJIAIOLINE
3. pucka?
B 4em 3akiirouyaercs aHaJu3 puckoB M ynpasjenue umu? Ilepeumciaure 3Tanbl
aHaJmn3a
U ynpaBJeHHUS.
KakoBbl TpeOoBaHNsI K MeTOIaM OLEHKH 11€JIeCO00Pa3HOCTH 3aTPaT Ha o0ecreyeHne
oesomacHoctu AC?
Ha3oBute kareropmm 3arpar, cBsi3aHHbBIX ¢ Oe3omacHocTtbi0 AC; KpaTko
oXapakTepu3yliTe KaXKAyl0 KATEroOpvMi0 M MepeyucJuTe CTaTbU PacXogoB I
KaX/10# U3 HHUX.
9. MHaiite onpenenenune AC u 6e3onmacHoctu AC.
10. IlpuBeauTe onpeneaeHusi HHGOpMALMHU U HHPOPMALMOHHBIX PECypPCOB.
11. llepeuyuncanre KaTeropuu cy0beKTOB HH(POPMALMOHHBIX OTHOLLIEHMIA.
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12. Oxapakrepu3yiiTe  Tpu  cBoiicTBa  HMH(popMaNuM:  KOH(PHIEHIHAIBHOCTD,
LEJOCTHOCTH M I0CTYITHOCTb.

13. Cpopmysmpyiite nean 3ammTbl AC 1 HUPKYJIMpYyouleil B Heil HH(popManuu.

14. JTaiiTe onpenejieHue MOHIATHH «YIrPo3ay», KYA3BUMOCTH» H «aTaKay.

15. Ilepeunciaute ucrounuxku yrpo3 Ub.

16. HazoBuTe KaHA/Abl NPOHUKHOBEHHUS! B ABTOMATH3HPOBAHHYIO CHCTEMY U YTEUKH
uHopmManuu.

17. Kakue ¢akTopsl JiexKaT B 0CHOBe (popMHPOBAHUSI MO/IeJIM HAPYIIMTEJIs?

18. KakoBbI 1ejin pa3padoTKu Mojiesieii yrpo3 u HapymmTeieii?

19. B yem pa3Huua MeKAy HAPYLIUTEIeM H 3J10yMbIILIECHHUKOM ?

20. IlepeunciinTe OCHOBHbIE BH/BI Mep NMPOTUBOAecTBUSA yrpo3am Oe3onacHoctu AC.
OxapakTepu3yiiTe Ka:KIyl0 Mepy NPOTHBOAECTBUS.

21. TlepeynciinTe TOCTOMHCTBA U HEIOCTATKU PA3JIMYHBIX Mep 3a1IUTHI.

22. BO3MOKHO JIU CO3/1aHHe H1eaTbHO HAeKHOM CHCTEMbI 3allUThI U oyeMy?

23. Kakue 0CHOBHbIE MPUHIHUIBI MOCTPOEHHUSI CHCTEM 3AIIMUTHI?

24. IllpuBeaute KJaaccupukauui HHPOPMAIMH 1O JOCTYMIOCTH € TOYKH 3peHus
®enepanbHoro 3akoHa «00 uHdopmauuu, MHPOPMANUOHHBIX TEXHOJOTHAX U O
3amuTe HHGOpMAUID).

25. laiite ompenejenusi o0aagaressi nHpopMauuum M omeparopa HHEQOPMANMOHHOI
cucrembl. [lepeuncinre npaBa u 003aHHOCTH 00J1a1aTeN I HH(POPMALIHH.

26. Yto Takoe qunen3supoanue? Kakue BUbI TULIEH3UPOBAHUS BaM U3BECTHBI?

27. Iana xoro arrectauusa AUC no tpeGoBanusm desonacuoctu nnpopmanun ®CTIK
Poccuu siBisieTcst 00513aTeJIbHOM ?

28. Korna npoBoaurtcsi arrectauuss AUC nmo TpedoBanusiM 6e30nacHocT HHGOpMAITUN
®CTIK Poccuu?

29. Ilepeuncianrte kjaacchl 3amumeHHocTH AC B COOTBETCTBHH € PYKOBOAAILIUMU
nokymentamu ®CTIK Poccuu.

30. Kakne mnoacucreMbl BKJIKYAET B Ce0sl KOMILJIEKC NPOrpaMMHO-TEXHHMYECKHX
cpeacts 3amuThl uHGopmauuu ot HCJ B AC?

31. IlepeunciauTe OCHOBHbIE OPraHU3ANUMOHHO-TEXHHYECKHE MEPONPHUATHA B 00J1aCTH
3alMTHI HH(pOPMALIUH.

32. B 4yem 3aKJIIOYAKOTCH OCHOBHBIE 32/a4M TOCYIAPCTBEHHON CHCTeMbI 3alIUThI
uHpopmanuun?

33. KakoBa cTpyKTypa rocyiapcTBeHHOH cucTeMbl 3amuThl MHpopmanuu? KakoBbl
1eJId 3aIUThl HHpopMauuu?

34. B yeM 3aKJII092€TCsl KOHTPOJIb COCTOSIHMSA 3aIIUThI HHpopManuu?

35. KakoBbl MCTOYHHKHM (GUHAHCHPOBAHUS MEPONPUATHI N0 3ammTe HHGoOpManun?

Tunosoit TecT
1. MexxayHapoaHas opranuzanus o crangapruzanuu (ISO) mon ciioBoM «cucteMa» B cucTeMe
MEHE/PKMEHTa HH(OPMALIMOHHOM 6e301MacHOCTH TOHUMAET:
1) neiicTBYyIOLIEE YCTPOICTBO;
2) NpHIIOKEHHE;
3) mpouecc, mporpaMmy JeidcTBHii HJIH METOT0JIOTHIO.
2.CBsi3b MEXIY UHIUBUAYAIbHBIMU OCOOEHHOCTSIMH, LIEISIMU U 337a4aMu OM3HEca OpraHnu3aluu
npu noctpoenun CMUB obecrieunBaeTcs 0COOEHHBIM KOPIOPATUBHBIM JOKYMEHTOM:
1) pyxoBoacTBom BABOK;
2) UEHTPAJIbHOW KOHIENTYAJILHOIl MOIebI0 10 Ou3Hec-anaau3y (BACCM);
3) nmoaMTHKOI HHPOPMALMOHHOH 6€30MaCHOCTH.
3.ITonuTtnka nHOOPMAITMOHHON OE30MTACHOCTH:
1) 3To cucTreMa JOKYMEHTHPOBAHHBIX YNPaBJIeHYEeCKHX pemlenuii mo odecneyenunro Ub
OpraHu3aNnuu;



2) 3TO0 cHucTeMa [JOKYMEHTHPOBAHHBIX YNPABJIeHYECKHX PpelleHHii 1Mo o0ecrnedeHn o
OM3HeCc-TIPoLeCCOB OPraHN3alUM;
3) 3To MCXOMHBII JOKYMEHT JJisl pa3padoTKu HHGOPMAIMOHHOW CHCTEeMbI OPraHU3aIn.
4. YKaxxuTe U3 CKOJbKUX YPOBHEH COCTOUT 00ILasi CTPYKTypa HOPMaTuBHO-METOANYECKUX
JOKYMEHTOB KOMITAaHUU B 001acTH MHGOPMAITMOHHOM Oe30macHOCTH?
1) U31;
2) U33;
3) U35
5. Ilo3umust pyKOBOJICTBA B COOTBETCTBUU C MIPUHIUIIAMH OE€30MTACHOCTH U OCHOBHBIMH OU3HEC-
LEJIIMU KOMITAHUU YKa3bIBa€TCs B JOKYMEHTaX YPOBHS:
1) nmonutuku UB;
2) 4YACTHBIX MOJUTHK, CTAHIAPTOB;
3) mpouexyp, HHCTPYKIHii, CTAHIAPTOB KOH(QUTYPAINH, KyPHAJIOB.
6. AcniekTbl ”HPOPMALIMOHHON 06€30I1aCHOCTH KOMIIAHUU IPEACTABIEHbl B JOKYMEHTaX YPOBHS:
1) monutuku UB;
2) 4YACTHBIX MOJUTHK, CTAHIAPTOB;
3) mnpouexyp, MHCTPYKIHii, CTAHIAPTOB KOH(UTYPAILUH, )KYPHAJIOB.
7. Metoauku obecneuenus b xomnanun MoryT ObITh IPEACTaBICHbl JOKYMEHTAMH YPOBHS:
1) moauruku Ub;
2) 4YACTHBIX NOJUTHK, CTAHIAPTOB;
3) mpouexyp, HHCTPYKIHii, CTAHIAPTOB KOH(QUTYPAINH, KyPHAJIOB.
8. [Tomutuka Ub onpenenser:
1) crpareruio 3U;
2) taktuky 3U;
3) MeTOAMKH ONepaTHBHOIO YNPABJEHHSI MEPAMH CHHKEHUS] HH()POPMAIIMOHHBIX
PHCKOB.
9.YacTHble OJUTUKU ONPEAETISIOT:
1) crpareruio 3U;
2) TakTuky 3U;
3) MeTOIWKH ONEepPAaTHBHOIO YNPAaBJIEHUs] MepaMH CHUKEHUS] MH(OPMAIMOHHBIX
PHCKOB.
10.HuzkoypoBHEBBIE JOKYMEHTHUPOBAHHBIE ITPOLIEAYPHI ONPEAEISIOT:
1) crpareruio 3U;
2) TakTuky 3U;
3) MeTOIWKH ONEepPAaTHBHOIO YNPAaBJIEHUs] MepaMH CHUKeHHS] MH(OPMAIHMOHHBIX
PHCKOB.
11. O6bekTaM M 3aLIUThI B CUCTEMAX U CPeICTBaX HHPOPMATU3ALUU U CBSA3H SBISIOTCS:
1) wHpopManHOHHbIE peCYPChI M CPEICTBA U CHCTeMbI HH(POPMATH3AIMH;
2) cpencTBa M cucTeMbl HHPOPMATH3AIMN M TEXHHYECKHE CPEICTBA U CHCTEMBI;
3) uH}opManMOHHBIE PecypPChl, TEXHHYECKHE CPEJACTBA M CHCTEMBI U CPeACTBA
U cucTeMbl HHGOpMATH3ALMH.
12. 3a wucnonb3oBaHHE HeCepTU(UIMPOBAHHBIX HMH(OPMAIMOHHBIX CHCTEM, 0a3 M OaHKOB
JTAHHBIX, a TaK)Ke HeCepTU(UIIMPOBAHHBIX CPEACTB 3allIUTHl MH(OPMALIUHU, €CITU OHU MOAJIeKaT
obs3arenbHON cepTuduranmu, Kooexc 06 aomurucmpamuHulx npasonapyuenusx Poccutickoii
@eoepayuu (KoAIl) ycTaHaBIuBaeT aMUHUCTPATUBHYIO OTBETCTBEHHOCTh B BHJE IITpada amst
JIOJDKHOCTHBIX JIUT]
1) 500 - 1000 pyo6.
2) 1000 —2000 pyo.
3) 10000 — 20000 py6.
13. K HekBanudunupoBanHoii D11 oTHOCAT moanuch, KOTopast:
1) moaydena B pe3yibTaTe KpPUNTOrpaduueckoro mpeodopasoBanusi HHPOpPMALUH C
HCTOJIb30BAHNEM KJIIOYA YJIEKTPOHHOI MOINNCH;
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2) naeT BO3MOKHOCTH ONpPeNeIUTh JINIO0, MOANUCABIIEE J1eKTPOHHBII JOKYMEHT;

3) comep:xut K04 npoepku I, ykazaHHblil B KBATH(PUKAIIMOHHOM cepTudHUKaTe.
14. B ®enepanbHoM 3akoHe Ne63-D3 npuBeIeHbI BUJIbI AIEKTPOHHBIX ITOANNCEH:

1) mpocrasn

2) cJIoKHAs

3) ycuiIeHHAas1.
15. BI'OCT P UCO/M3K 15408- 2013 cucremaru3anus 1 KiaccupuKanus TpeOOBaHUHA K
0€30MacHOCTH MpE/CTaBIeHa B paMKax UepapXuu:

1) «kJace» - «ceMelHCTBO» - KKOMIOHEHT) - <«3JIeMeHT»;

2) «CceMeilCTBO» - «KJIACCH - KKOMIOHEHT) - «3JIeMEHT»;

3) «KIACC» - «CEMEHCTBOY - «IJIEMEHT» - KKOMIIOHEHTY.
16. I'pynma 1 xmaccuduimupyer mHoromosdb3oBarenbckue AC, B KOTOPBIX OJHOBPEMEHHO
oOpabareiBaeTcst M (WIM) XpaHUTCS WHGPOPMAIUS Pa3HbIX YPOBHEH KOH(QHUIACHIMATILHOCTH U HE
BCE IIOJIb30BAaTeNId HMMEIOT MpaBO JOCTyla KO BceMy o00beMy HHGOpMAIUH, COAEPKUT
CIIEyIOIEe KOJIMYECTBO KIacCOB:

1) 2 kiacca;

2) 5 kiaccos;

3) 6 Kaaccos.
17. I'pynna 2, x xotopoil oTHOcAT AC, B KOTOpPBIX I0JI30BaTe€Id MMEIOT OJUHAKOBHIE IpaBa
nocryna (monHomoumsi) Ko BceMy o0bemy wuHpopmamuu AC, oOpaOarbiBaeMoil u  (WITH)
XPaHUMOM Ha HOCHUTEJSAX Pa3jIMYHOrO YPOBHSI KOH(UJEHIIMAIBHOCTH, OOBEIUHSET CIEIyIOIee
KOJTMYECTBO KJIACCOB:

1) 2 kaacca;

2) 5 kiaaccos;

3) 6 kaaccos.
18. I'pynna 3 knaccuduuupyer AC, B KOTOPhIX paboTaeT OAMH I0JIb30BaTelb, JONYIICHHBINA KO
BceMy  o0beMmy  uH(popManuu, pa3MEIIEeHHOM  Ha  HOCHUTENSX  OJHOIO  YpOBHSA
KOH(HICHIIUATBHOCTU COACPKUT CIEAYIOIIee KOJINYECTBO KIACCOB:

1) 2 kaacca;

2) 5 kJjaccos;

3) 6 kaaccos.
19. Kommuekc OpraHu3alliOHHO-TEXHUYECKUX MEPONPUSTUH, B pe3ynbTare KOTOPBIX
IIOCPEACTBOM CIELIMAIIBHOIO JOKYMEHTA —

1) «ATTecTrara cOOTBETCTBHSI»

2) «CepTH(uKaTa COOTBETCTBHUS»

3) «3Haka coOTBeTCTBHUSI»
HOATBEPKIAETCS, YTO OOBEKT COOTBETCTBYET TPEOOBAHUSAM CTaH/IAPTOB MM MHBIX HOPMATHBHO-
TEXHUYECKUX JIOKYMEHTOB 1O 0€30M1acHOCTH MH(OPMaIUH, YTBEPKICHHBIX YIOJTHOMOYEHHBIMU
(benepaabHBIMU OpraHaMy UCTIOJIHUTENBHON BIIACTH.
20. K ocHOBHBIM 00beKTaM OaHKOBCKOM TalHbI, COINIACHO JIEHCTBYIOLEMY 3aKOHOAaTEIbCTRY,
OTHOCHT:

1) GaHKOBCKMIii cueT, 6AHKOBCKHIi BKJIAJ;

2) 0aHKOBCKHIi BKJIaJ, ONEPAIMHU 0 OAHKOBCKOMY CYETY;

3) GaHKOBCKHIi cUeT, Onepaluu N0 GaHKOBCKOMY cYeTy, 0aHKOBCKHIi BKJIA/L.

Tunosblie OLICHOYHBIE MATEPHAJIBI 110 TeMe 2

Tunosbie BONPOCHI [JIs1 ONIPOCA 1O Teme 2:

1. IlepeuricinTe OCHOBHBIE OPraHU3ALIMOHHBIE U OPraHU3ALMOHHO-TEXHUYECKHE MEPONPUATHUS
0 CO3/IaHMIO U 00eCTIedeHUI0 (PYHKIIMOHUPOBAHHUS KOMIUIEKCHOM CHCTEMBI 3aIlIUTHI.

2. B ueM 3akirouaeTcs NOJUTHKA O€30MaCHOCTH OpraHU3aluu?

3. Yto Takoe siBHasi U HEsIBHAs KOMIIPOMETAIUs KItouel mu@poBaHus?
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4. Kakue nelicTBUs JODKEH NPEAIPUHATE COTPYIHUK ITPU KOMIIPOMETALUN KITIOUEH?

5. KakoB mopsijiok yHUUTOKEHUS KJIFoue mudpoBaHus?

6. KakoBbl TpeOoBaHMS K MOJIB30BATEILCKUM HapoisMm ? Ilepedncnure HETOCTATKU MApOJIbHOU

ayreHTudukanuu. KakoBa nepuoquuHOCTh IIIaHOBOW CMEHBI Maposis?

7. OxapakrepusyiiTe B 00IUX YepTax TPeOOBaHHS K TEXHOJIOTHH aHTUBUPYCHOH 3aIIUTHI.

8. O muImmMTe aNropuT™ JEHCTBUN MPU OOHAPYKEHUU BHPYCOB.

9. OnuuuTe aaropuT™ aBTOPU3ALMH MTOTb30BATEIS.

10. Kakue coTpyIHUKH y4acTBYIOT B IIPOLIECCE aBTOPU3ALMU TOJIb30BATENs?

11. KakoBa mnpouenypa aBropu3auuu? KakoBbl 1€KW M3rOTOBICHHS KOMHMK 3asBKH 00

aBTOpHU3aIu?

12. Yto BKIIOUaET B cebs pusmdeckast oxpaHa 00beKTOB HHPOPMATU3AIAN?

13. OnuiuTe npoueaypy BHECEHHs] U3MEHEHUI B KOH(GUTYPALIUIO anfapaTHbIX U MPOrPaMMHBIX

CPE/CTB 3alIMIICHHBIX CEPBEPOB M pabOYMX CTAHLUN CHUCTEMBI.

14. Kakue Kareropum COTPYAHHUKOB HMEIOT MPaBO BHECEHHUS M3MEHEHHM B CHUCTEMHOE H

npuknagHoe [10?

15. Kro umeer npaBo BHOCUTh U3MEHEHHSI B KOH(DUTYpAIUIO alapaTHO-NPOrPaMMHBIX CPEJICTB

3aIATHI?

16. KakoB mopsiIoK 3KCTPEHHON :MOAM(PUKAIIMA TEXHUICCKUX CPEICTB?

17. Kto ompenensier TpeOOBaHMSI K XapaKTEPUCTUKAM CPEACTB 3alllUTHl B pa3pabaTbIBaeMbIX

noacucreMax?

18. Uto Takoe (oHA aaropuTMOB U Iporpamm?

19. OnumuTe NOPSAOK B3aUMOAEWCTBHUS MOAPA3JEICHUNM Ha JTanax NPOEKTUPOBAaHUS,

pa3pabOTKH, UCTIBITAHUS ¥ BHEIPEHHSI HOBBIX aBTOMAaTU3HPOBAaHHBIX MOACUCTEM.

20. Kakue (hakTopbl BIUSIOT HA BBIOOP KOHKPETHBIX CPEACTB 3aIIUThI HH(pOopMaruu?

21. Yro onpenensier knacc 3amuiieHHoctd AC unmu CBT?

22. CKOIbKO U KaKHe MOJCUCTEMBI 00pa3yIoT cucTeMy 3amuieHHocTa AC?

23. Ilepeuncnute 3agauu, pellaeMble CPEACTBAMM aNIapaTHOW MOAJEPKKH CUCTEM 3alUThI

uHpopmarmu or HCII.

24. OxapakTepu3yluTe CyIIECTBYIOIINE CPEACTBA annapaTHON MOIICPKKI

25. Kakue ycrpoiictBa ayTeHTHUUKaAIMK Ha O0a3e cmapT-kapT wu/mnu USB-TokeHOB Bam

W3BECTHBI?

26. KakoB anroput™ ayTeHTU(PUKALMK 110JIb30BaTels ¢ ucnoiab3oBanueM OTP-Tokena?

27.Yro moHuMaeTcss moja OuomeTpuyeckoil ayreHTH(dukauueil mnonb3oBarens? Ilpusenute

pUMepbl OMOMETPUUECKUX XapaKTEPUCTHUK.

28. OxapakrepusyiiTe crparernto Oe3omnacHoctu Microsoft. Kakue ceprudunupoBanHble

OCTIOK Poccun pemieHust Microsoft B oOmactu 0€30MacHOCTH BaM  HW3BECTHBI?

OxapakTepusynTe Hx.

29. KakoBbl HanpaBieHus padboTsl koMnanuu Microsoft B o0nactu 6nomerpun?

30. Kakue mnoaxoapl K pasrpaHUYEHUIO JOCTyIa IMOJIb30oBaresneid BaM HU3BecTHbI? Kparko

OTUIIINTE HX.

31. Onumute anroput™ padotsl AD RMS.

32. KakoBa cxema pabotst ACS?

33. Kakue cpenctBa mu(poBaHUS MO3BOJSAIOT 00ECIIEUUTh 3aIIUTY JaHHBIX OT KOMUPOBAaHUS U

nepexsara’?

Tect

1. K Texnonorun ympasieHus: 6ezonacHocteio HE npeapsaBisioT onpeneaeHHbie TpeOOBaHUS:

3.2.c00TBETCTBHE COBPEMEHHOMY YPOBHIO PA3BUTHSI HH()POPMALMOHHBIX TEXHOJIOTHIi;

3.3.yueT ocobeHHOCTel MOCTPOeHNus M (PYHKIMOHHPOBAHUSA Pa3IMYHbIX noacucreM AC;

3.4.monaep:kanue HeOOXOIMMOI0 YPOBHSI 3AIUIIEHHOCTH M LEJOCTHOCTH TeXHMYEeCKHX
CpelCTB;

2. Kakue yrposbl, OCHOBaHHbIE Ha OIIMOKaX COTPYIHUKOB CTPYKTYPHBIX MOApa3AeICHUNA, MOTYT

OBITh HCIIOJIb30BaHbl 3JI0YMBINIJICHHUKAMH JJIi HAHECEHHs BpeJa OpraHu3alud U ee



12

COTpyIHUKaM?

1) Pasriamenne KoH(pUIeHUHAIbHOH HHPopManmuu ( CBeIeHHil, COCTABJISIIONINX
KOMMeEPYeCKYI0 TaliHy OpraHu3ainum, NepCOHAJbHbIX JAHHBIX, MapoJieil u aAp.).

2) 3apaxenue padOYMX CTAHIHI  BHPYCAMH, «TPOSSHCKHMH» M  JPYTHMH
BPEeI0OHOCHBIMH NPOrpaMMamMu (BHeJApeHue MIMNOHCKUX KOI0B).

3) IloTepsi KOHKYPEHTHBIX IPEeMMYIIECTB B pe3yibTare pa3riallleHusi CBeIeHUid,
COCTABJIAIOIIMX KOMMEPUYECKYIO TaifHy.

3.K obecneuennto 06e30MacHOCTH HH(POPMALIMOHHBIX TEXHOJIOTUN OpPraHU3alMK  JIOJIKHBI
MIPUBIIEKATHCS:

1) Bce COTPYIHMKH, yYacTBYHOIIHMe B Tpoleccax aBTOMATH3UPOBAHHO 00padoTKH
uHpopmManmnu;

2) Bce Kareropuu oocayxuBawiero AC nepconaJa;

3) Bce KaTeropuM MOCTOPOHHUX JIHII.

4. K coObITusAM siBHOM Komnpomeranuuu kitodet HE otHocurcs:

1) yrpara KJ04YeBOro HOCHUTEJIS;

2) HapylIeHHe MeYaTH Ha celife ¢ KIII0YeBbIMH HOCUTEISAIMU;

3) yTpara KJII04eBOro HOCHTEJIsI C MOCJIeNYIOIUM 00HAPYKEHHEM.

5. IlpaBuna napoyibHOM 3aIUTHI:

1) periaMeHTHPYIOT KOHTPOJb HaJ JAeiiCTBHSIMH MOJIb30BaTelIeil mpu padore ¢
NapoJIsiMH;

2) ompenejsiiOT TPeOOBaHUSI K OPraHM3alMM 3alIUTHI ABTOMATH3UPOBAHHON CHCTEMBbI
0T pa3pyumiapiiero Bosaeiicreus speroHoctoro I10;

3) perJiaMeHTHPYIOT  OpPraHU3alMOHHO-TEXHUYECKOe  obecmeyeHHe  IPOLECCOB
reHepanMu, CMeHbl M NpeKpalleHusi JeiicTBUA NapoJieil B aBTOMAaTU3MPOBAHHOMN
cucreme.

6. Kareropupoanue 3amnuimaemMsix pecypcoB AC- HE0OXOIUMBIHN JIEMEHT OpraHu3aIiu
paboT 1Mo obecreyeHn o 0e30MacHOCTH HH(pOPMAITUH - IPETIoIaracT:
1) THNU3aNMI0 NPUHUMAEMbIX KOHTPMeEp;
2) ycTaHOBJIEHHE TpaJaluii Ba)kKHOCTH (KATeropwii) oGecmevyeHHs] 3alHThI
pecypcosB;
3) oTHeceHHe KOHKPETHBIX PeCYpPCOB K COOTBETCTBYIOUIMM KATErOPUSIM.
7. Kareropus koH(UIESHIINATILHOCTH 3aIUIAaeMON HH(OPMAIUH:

1) orTkpsITasn;

2) BbBICOKAas;

3) cpennss.

8. Kareropus 1enoCTHOCTH 3aluiiaeMoil HHpopMaIuu:

1) orTkpbITas;

2) BbBICOKAs;

3) cpennss.

9. Kareropus noctynmHocTH QYHKIIMOHATBHBIX 3a/1a4:

1) orTkpbITas;

2) BbBICOKAas;

3) cpennss.

10. ABropu3anus NoJjp30BaTeicii OCYHIECTBISIETCS C MPUMEHEHHEM CIIEAYIOIUX MEXaHU3MOB
pean3alyy pa3rpaHuyeHust 10CTyna:

1) w30upaTeTBLHOrO YHpaBJieHHs JOCTYIOM C MOMOIIbIO ATPHOYTHBHBIX CXeM, CITHCKOB
pa3peLieHuii U T. I1.;

2) TOJHOMOYHOIO YNPABJIEHHSI TOCTYNOM C NMOMOIILI) METOK KOH(pHIEHINATLHOCTH
pecypcoB U YPOBHe J0IyCKa MOJIb30BaTeJIeil;

3) perucrpanuu GakTa NONBITKH A0CTYNA W €ro NapaMeTPOB B CHCTEMHOM JKypHaJie
(B ToM unciie HCJl ¢ npeBbllieHHEM MOJTHOMOYMA).
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11. IIpu peructpaiuu coObITHII 0€30MaCHOCTH B CHCTEMHOM >KypHale OOBIYHO (DUKCHUPYIOT
CIIeNYIONTYI0 HH(OPMAITHIO:
1) nmary u Bpems cOOBITHS;
2) uaeHTH(PUKATOP Ccy0bekTa (MOJIb30BaTelisl, NPOrpaMMbl), OCYIIECTBJISIIONIETO
perucrpupyemMoe JeicTBue;
3) wu3BemeHue Biaageabna uugopmanuu 0 HCJI k ero 1aHHBIM.
12. K yncny HetoCTaTkoB KpUITOTpapUIECKUX METOIOB OTHOCST:
1) 3HaYHTeJbHbIE 3aTPaThl pecypcoB (BpeMeHH, NMPOU3BOAUTEIbHOCTH IPOLECCOPOB)
Ha BbINOJIHEHH e KPUNTOrpadgpuyeckux npeodpasoBanuii uHGpoOpMaIum;
2) obecmevyeHHe BLICOKOH rapaHTHPOBAHHOI CTOMKOCTH 3aIHUTHI;
3) BbICOKHME TPeOGOBAHUSI K COXPAHHOCTH CEKPETHBIX KJIIOYeill M 3alIUThI OTKPBITHIX
KJII04eil 0T mMoaMeHbI;

TunoBble OLlEeHOYHBIE MAaTePHAJIbI 110 TeMe 3

Tunosbie BONPOCHI JJIf ONIpoca mo reme 3:

1. Oxapakrepusyiite ypoBHU HHPOPMAITUOHHONW HHPPACTPYKTYPhl KOPIOPATUBHON CETH.

2. laiiTe omnpeneseHus yrpos3bl, yA3BUMOCTH M araku. OxapakTepusyWTe Ha IpUMepax
B3aMMOCBS3b MEX]ly STUMHU HNOHSITUIMH.

3. IlpuBenute Ki1acCU(PUKALMOHHBIE CXEMBI YSI3BUMOCTEH U aTak.

4. Kakoli M3 MeXaHHW3MOB peanu3ali CETEBbIX arak Hauboyiee CIO0XKEH C TOYKU 3PEHUS
oOHapyxeHus?

5. Kakoil n3 MEXaHU3MOB pealn3alui CETEBbIX aTaKk HE MOAPa3yMeBAET UCIIOIb30BaHUS KaKOMW-
100 ySI3BUMOCTH?

6. Kakue cpeacTBa 3allluThl CETEH BaM U3BECTHbI?

7. Ilouemy HEOOXOAMMO 3aIUIIATH IEPUMETP KOPIIOPATUBHOM ceTn?

8. IlepeuncauTe cOCTaBIAIONIME MEXAHU3MA 3ALUTHI IEPUMETPA CETH.

9. Yto Takoe 1eMUINTApU30BaHHAs 30HA B IPUMEHEHUN K KOMIIbIOTEPHBIM CETAM?

10. [daiite onpeneneHue MOHATUS MEKCETEBOro FKpaHa. B uem 3akmroyaercs ero GpyHkuus?

11. IlepeuncnuTe OCHOBHBIE THIIBI MEXKCETEBBIX JKpaHOB. Oxapakrtepusyite (yHxmmm MO
KaX/10r0 THIIA, UX JTOCTOMHCTBA U HEJOCTATKHU.

12. B yem coCTOUT INIaBHBINA HEJOCTATOK MAKETHBIX (UIBTPOB — PA3HOBUAHOCTU MEKCETEBBIX
SKpaHOB?

13. B uem pa3Huia Mex1y OOBIYHBIM MMAKETHBIM (QUIBTPOM U MAKETHBIM (PUIBTPOM C KOHTPOJIEM
cocrosiHus «stateful» ?

14. B ueM pasHuIa My NakeTHBIM (PUIBTPOM C KOHTpOJIEM cocTosiHUs «stateful», u
KJIACCUYECKHUM IOCPEIHUKOM CEaHCOBOTO YPOBH:?

15. KakoBbl 0COOEHHOCTH aHaJIM3a COJIEPKUMOTO ANEKTPOHHON MOYTHI?

16. [lepeunciure Kpurepun GUIBTPALMH COAEPKHUMOTO EKTPOHHOM IMOUTHI.

17. KakoBbl ocobenHocTu ananuza couepxumoro HTTP-rpaduka?

18. B yeM 0cobeHHOCTH pacnpeAeIeHHON apXUTEKTYpbl CUCTEM YIPABICHUS YA3BUMOCTIMU?
19. Kakue 3agauu MOTyT OBITh PELIEHBI CETEBBIM CKAHEPOM OE30MaCHOCTH?

20. [lepeuncanTe TUIBI IPOBEPOK, UCIIOJIB3YEMBIX B CETEBBIX CKaHEpax 0€30MacHOCTH

21. Kakyto JONOJHUTENbHYIO KPUTHUHYIO MH(POPMALMIO MOXET MOJYyYUTh 3JOYMBIIIJICHHUK B
pe3ynbrare CKaHUPOBAHMSI TIOPTOB?

22.Kakas nmnpryuHa 3aTpydHSE€T MCIOJb30BAHME B OpPraHU3AlMAX CETEBBIX CKAHEPOB
6e3zomacHocTH?

23. JlaiiTe onpeneneHre HHPPACTPYKTYphl yIIpaBiIeHUs )KypHaIaMH COOBITHH.

24. TlepeuncanTe KaTerOPUU )KYPHAIOB COOBITHIA.

25. JlaiiTe XapakTepuUCTUKY MTPOTOKOIOB syslog u SEM.

26. Onumute KIacCU(PHUKAIMOHHbIE CXEMBI CUCTEM OOHAPY)KEHUS aTak.

27. Kakue MeXaHu3Mbl pearupOBaHMs Ha aTaKu BaM U3BECTHBI?



14

Tect
1. AHaJIUTHK OLICHKHU:
1) u3MepsieT U OLIEHHBAET CBH/ETEIbCTBA OIIEHKH, MPEIOCTABJIEHHBIMH BJajleJIbIIAMU
aKTHBOB;
2) BBIOHMpAET COCO0, MOIETb OLIEeHKHU U omperneisieT MeToquky onenku Ub;
3) mpoBoaMT aHAIM3 Pe3yJILTATOB OLEHKH M (OPMHPYET 0TYeT W PEeKOMEHJALHUH IO
pe3y/1bTaTaM OLleHKH.
2. IIpouenypa crpaxoBaHusi HHPOPMALIMOHHBIX PUCKOB COCTOUT U3 ATAroB:
1) 3;
2) 4;
3) 5.
3. OCHOBHBIE THIIBI ANIIAPATHO-MPOTPAMMHBIX CPEICTB ayTeHTHU(UKALUU:
1) na 6a3e cmapT-kapT 1 USB-ToKeHOB;
2) Ha 0a3e MaCCHBHBIX KOHTAKTHBIX H 0€CKOHTAKTHBIX HIAEHTH(PHKATOPOB;
3) D)u2).
4. buomeTrpuueckre MeTobl HACHTU(PUKAIINY MTOIPA3ACISIOT Ha TPYIIIIBL:
1) craruueckue;
2) MOOMUIbHBIE;
3) auHaMH4YecKHe.
5. K crarnueckum GMOMETpHUYECKUM METOaM HICHTU(UKALIUKA OTHOCUTCS PacliO3HABAHUE:!
1) mo oTmeYaTKam NaJIbLEB;
2) 1O PaxyKHOIi 000J104Ke I1a3;
3) mo KJIaBHATYpPHOMY MOYEPKY.
6. K nuHamuueckum OMOMETpHUYECKUM METO/IaM MACHTU(UKAIIMKA OTHOCUTCS PacliO3HABAHUE:!
1) mo oTmeyYaTKam NaJIbLEB;
2) 1O PaxyKHOIi 000J104Ke I1a3;
3) mo KJIaBHATYPHOMY MOYEPKY.
7. K pasrpanuyeHuto J0OCTyIa CyleCTBYET oJIXoAa:
1) 2
2) 3
3) 4
8. [TonkmroueHue K CeTsiM OOIIEro Mojab30BaHUS OCYIIECTBISIETCS OpraHU3alUsIMU JUIs PEHIeHUs
CIIEYIOIINX 3ajay:
1) oGecrieunTh B3aMMoOEHCTBHE C yIaJeHHBIMH GUINATIAMH W OT/IEIeHUSIMH;
2) OpraHu30BaTh J0CTYN K pecypcaM BHYTPeHHel ceTH MOOMIIBLHBIX M0JIb30BaTeJIe;
3) Du?2).
9. KopnioparuBHasi ceTh - CIOXKHasi CHCTEMa, COCTOSIIAsl U3 HECKOJIbKUX B3aMMOAECHCTBYIOIINX
YPOBHEH, UIIN «CIOEB». ITO:
1) mepcoHaJ, NPUJIOKEHUS, CHCTEMA YNIPaBJIeHHsI 6a3aMM TaHHBIX;
2) ceTb, ONIEPAIHOHHASI CUCTEMA, CHCTEMA YIPaBJIeHNsI 0a3aMH IaHHBIX, MIEPCOHAI;
3) npuiIokKeHUs, CHCTEMA yNPaBJIeHHsI 0a3aMU IaHHBIX, CETh, ONEPAIIMOHHASI CHCTEMa,
NepCcoHaJl.
10. JIroOast xapakTepucCTHKa WU CBOMCTBO HWH(GOPMAIIMOHHON CHUCTEMBI, HCIIOJIb30BAHUE
KOTOPOM HapYyLIUTEIEM MOXKET IPUBECTH K peaU3allii yrpo3bl Ha3bIBAeTCA .. ..
11. JleficTBue HapymuTensi, KOTOPOE€ MPUBOAUT K peav3allid yrpo3bl MYTEM HCIOJIb30BAHUS
yA3BUMOCTEH HH(OPMALIMOHHON CUCTEMbI HAa3bIBAETCA . ....
12. Knaccudukanus yszsumocteit o meroguke CVSS:
1) 6a3oBble, BpeMeHHbIE, CBS3aHHbIE CO CPEI0ii;
2) 0a3oBble, MpeXoAsue, CBSI3AHHBIE CO CPeIoii;
3) ocHOBHbBIE, BpeMEHHbBIE, CBSI3AHHbIE CO CPEIOii.
13. C To4KH 3peHus 3alUIIaeMbIX pecypcoB MD KilacCUPpUUIUPYIOT KaK:
1) mepumeTpoBbIe WU ceTeBble (network-based, 3ammmaroiue ey ceTh);
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2) mepconaiabnble (host-based, koHTpoHpYOLIME TPaPHUK OTAEIBHOTO y31a);
3) cmemmaausupoBanHbie MD (Hampumep, sl BeO-NPHJIOKEHHI, BHPTYaJbHBIX
HHppPaCTPYKTYp).
14. HenocrarkaMu 3J€KTPOHHOM KOPIIOPATUBHOM MOYTHI ABJISIOTCS:
1) co3maHus cUTyanHH OTKa3a B 00CJY:KHBAHWHU W NMEPEeCbUIKH BHPYCOB B COOOIIEHUH
HJIM B IPUKpPeEIUIeHHBbIX (aiijiax;
2) mepechbUIKHM KoH(pUIeHIHATbHOW WHopManmuu u HHPOPMAINUH HEITHYHOIO
XapaKTepa U UCNOJIb30BAHUS 3JIEKTPOHHOM MOYTHI B IMYHBIX LeJISAX;
3) Du2).
15. Kpurepusimu ¢unbTpaniu i CPEICTB aHajau3a COMSPKHUMOTr0 NIEKTpOHHOH moutel HE
ABJISIOTCSA:
1) mepechlika nHGopManuu yepe3 Bed-uHTEpdeiic;
2) MONIMHHOCTH ajipeca OTIPABUTEJIS;
3) HaJMYHe BHPYCOB.
16. C HTTP-tpaduxom HE cBsizanbl yrpo3sr:
1) omacHoe «COaepPKUMOe» - MOOMJIbHBII K01, BUPYCHI;
2) mepecblLIKa HH(popManuu Yepe3 Bed-uHTEpeiic;
3) HajaM4ue BHPYCOB.
17. Kputepuem ¢unsrpauuun HTTP-rpaduka HE sBnsiercs:
1) HaJu4YHMe BHPYCOB;
2) WCNoJib30BaHME TPa(UKA B JTUYHBIX IEIAX;
3) URL.
18. Jls opranu3anuu B3 Mex Iy GUIHaiaMu OJHONW OpTaHU3AIH UCIIONB3YIOTCS:
1) mexxopnoparuBubie VPN (Extranet VPN);
2) VPN c ynanennsim noctynom (Remote Access VPN);
3) BHyrpuxopnopatusHbie VPN (Intranet VPN).
19. Jlns1 opranuzanuu JoCTyna K KOPIOPaTUBHOM ceTH MOOUIIbHBIX COTPYAHUKOB UCIOJIB3YIOTCS:
1) mexxopnoparuBubie VPN (Extranet VPN);
2) VPN c ynanennnim noctynom (Remote Access VPN);
3) BuyrpuxopnoparuBHbie VPN (Intranet VPN).
20. Jlns opraHu3anyy OpraHu3aliy CBs3el ¢ MapTHEpaMH U KIIMEHTaMU UCIIOIb3YIOTCS:
1) mexxopnoparuBubie VPN (Extranet VPN);
2) VPN c ynanennbim gocrynom (Remote Access VPN);
3) BHyrpukopnopatusBHbie VPN (Intranet VPN).

21. 3apanue. «Iloctpoenne moaenu yrpo3 Uby».

ITpoBecTr uaeHTUHKALINIO, AaHATU3 U ONMUCAHHWE OCHOBHBIX yrpo3 Wb 11st KoHKpeTHOro
0o0BeKTa 3amuThl MO BBIOOPY oOydaromierocs. BriOop oOBbeKTa 3alIMTHl COTIACOBBIBACTCS C
npenofasareneM. /i Kaxa0il yrpo3sl JOJKHBI ObITh yKa3aHbl aKTHBBI, KOTOPBIM MOXKET OBITh
HaHECeH yIllepd B ciydae ee peaju3alid, MCTOYHHUK Yrpo3bl, (DaKTOpbl, CHOCOOCTBYIOLINE
BO3HUKHOBEHUIO U peanu3anuu yrpo3sl b, BO3MOXKHBIE TOCIEICTBUS.

Ha ocHoBanuu Monenu yrpo3 moCTpOUTh MOZENb HapyIIUTENs, B KOTOPO OTpakaroTcs
€ro IMpaKkTUYECKHUE U TEOPETUYECKHUE BO3MOXKHOCTH, BpEMS, MECTO JACUCTBHUS U Jpyrue
XapaKTepUCTUKM - BaKHAsl COCTABIISIIONIAS YCIEIIHOTO TIPOBEJIEHUS aHalh3a pHUCKa H
ofpeJiesieHus] TpeOOBaHUN K COCTaBY M XapaKTEPUCTHKAM CUCTEMBI 3aIUTHI.

Pe3ynprarel aHanusa JOKHBI OBITH CTPYKTYPUpPOBAaHBI U O(QOPMIIEHBI B BHJE OTYETa B
cpene MS Word.

BrimonHeHHOE 3ajaHNe 3alluiiaeTcs MpernoaaBareiio.

22. 3apanue. «Ouenka pucka Ub».

s oObekTa 3alIMThl, BEIOPAHHOTO B KOHTPOJBHOM 33JaHUU |, IPOBECTH aHANU3 U

oneHuBanue puckoB Mb, cooTBercTByrOIIMX OmMCaHHBIM yrpos3aM. s xaxaou yrpossl b
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JOJKHBI OBITH ONpeNeNeHbl (KaYeCTBEHHO MM KOJIMYECTBEHHO) YPOBEHB YIPO3bI (BEPOSITHOCTH
peanu3aiuy yrpo3bl) U pa3Mep BO3MOXKHOTO yiiepOa (ypoBEeHb HETaTHBHBIX MoOcCieAcTBUiA). Ha
OCHOBaHUH ITUX 3HAYCHUN MTPOU3BOAUTCS OMPECIICHNE YPOBHS PUCKA, PAHKUPOBAHUE PHCKOB U
BBISIBIICHHE KPUTHYECKUX PUCKOB. JIOJDKHBI OBITH MPEICTABICHBI UCIOJB3YEMbIC MPHU OICHKE

MIKaJbl. Pe3ynbprarTsl OLleHKH pUCKOB 0pOpMIISIFOTCS B BUIE oTdeTa B cpene MS Word.
BeinosnHeHHOe 3a1aHue 3alUINAeTCs IPENoiaBaTelio.

5.0ueHo4yHbIe MATEPHUAJIBI IPOMEKYTOUYHOM ATTECTANUM 1O IUCHUIJIMHE
5.1. Dx3aMeH NMPOBOAUTCS C MPUMEHEHUEM CIICYIOUIUX METOJIOB M CPEICTB: YCTHBIM OMpocC,

TECTUPOBAHUEC, pCIICHUC 3aJ1ad.

5.2. OueHo4YHbIEe MaTepHAJIbI IPOMEKYTOYHOM aTTecTAlMU

KoMnoHeHT KoMneTeHIIMHU

IToka3areb olleHUBAHUSA

Kpurepuii ouenuBanus

IIKc-2.3 Peanmsyer koHuenTtyampHyro Moaeis | Mcmombsyer KJTIOYCBBIC
omsHec-ananmsza BABOK xommereHuun Monenn BACCM s
pemreHnss  3ama4 B oOmactH
nH(OPMALMOHHOH 6€301acHOCTH.
CaMoCTOATENBHO omnperenser
MOTPEOHOCTH W PEKOMEH[IALUH

pCIICHHIA, KOTOPhIC O0CCICUUBAIOT
LEHHOCTh Ul 3aUHTEPECOBAHHBIX
JIMI B paMKax 3a/1ad B3aMMOJICHCTHUS
oOmacTeit HHPOPMAITHOHHON
0e30TmacHOCTH U OHM3Heca

I[J'ISI OLICHKH C(I)OpMI/IpOBaHHOCTI/I KOMHCTCHHHﬁ, 3HAHUU U YMCHI/Iﬁ, COOTBCTCTBYHOIIUX
JaHHBIM KOMIICTCHUUAM, UCIIOJIB3YHOTCA KOHTPOJIBbHBIC BOIIPOCHI, a TAKIKE 3aJ]a4H.

TunoBble OLleHOYHBbIE MATEPHAJIbI IIPOMEKYTOYHOM aTTecTalluu
Bonpocs! k 3k3aMeny no aucouninHe «Cpeacrea 3amuThl HHGOpPMaLIUN»

1)  AxTyanbHOCTB pelieHus poOIEMBI o0ecrnieueHus 0€e3011acCHOCTH
aBTOMATH3UPOBAHHBIX CHCTEM.
2) BpenonocHoe mporpammuHoe obecrneueHue. Kmaccudukanms — BpeTOHOCHBIX

IIPOrPaMM.

3)  MeTopl U CpPeACTBa AHTHBUPYCHOM 3aIUTHL

4)  TlaponbHas 3amuTa. OOIIKE MOIXOABI K TOCTPOCHHUIO MAPOIBHBIX CUCTEM.

5) Cucrembl uACHTHOUKALMKA M ayTCHTH()UKALUH: OCHOBHBIC ONPEICICHHS, THIIbI,
00acTh MPUMEHEHHUs, KJIacCU(PUKAIIHS.

6) KoH(umeHIHATbHOCTS,

JIOCTYTIOM.

7)  JIMCKpenrMoHHOE ¥ MaHAaTHOE YIIPABJICHHE TOCTYIIOM.

OCJIOCTHOCTD,

JIOCTYITHOCTb.

Ponesoe yHpaBJICHUC

8)  TlousTue yrpo3sl nHMOPMAIMOHHOM Oe30macHOCTH. OCHOBHBIE BH/IbI M HCTOYHHKH
yrpo3 HHPOPMAITUOHHON OE€30MaCHOCTH.

9) IloHsATHE YyI3BUMOCTH HHPOPMAIIMOHHOW CHCTEMBI, aTAKU HA CUCTEMY.

10) Ludposas creranorpadus. OnpeneneHust 1 METOAbI IUPPOBOI CTEraHOTPaPHH.

11) Crerocuctema. O6macT IPUMEHEHHS KOMITBIOTEPHOM CTeraHorpaduy.

12) Tlonstus wu
KPHUITTOAJITOPUTMOB.

OTIpEIeIICHUS

COBPEMEHHOU

13) Knaccudukamms kpuntorpa@uyeckux alropuTMOB.
14) TlepcoHanbHbIC JaHHBIC. 3alUTA IEPCOHATBHBIX JTAHHBIX
15) AJTOpUTMBI SIEKTPOHHOH MOAMUCH. XeITHPOBaHHE.

Kpunrorpaduu.

CTOHUKOCTH
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16) TocymapcTBeHHOE peryiupoBaHue B cepe HPOPMAMOHHON O€30MacHOCTH.

17) 3ammurnenHas 3ineKTpoHHas moanuch. L{udpossie ceprudukars.

18) KoMmmbloTepHbIE TPECTYILICHHS.

19) Dramel mporecca OCYIIECTBIACHHS aTakd Ha HHPOPMAIIMOHHYIO CHCTEMY.
Knaccugukamus cuctem oOHapyXeHHUs aTak.

20) CrocoObl MPOTHBOACHCTBHSI HECAHKIIMOHUPOBAHHOMY CETEBOMY M MEXCETEBOMY
JIOCTYILY.

21) Knaccudukanus KOHGHICHIMAILHON HHGOPMAIMK 110 BHIAM TalHbI M CTEICHIM
KOH(UACHINAIBHOCTH.

22) besomacHocth paboTel B cetu MHrepHer. OCHOBHBIE Yrpo3sl mpu pabore B
NurtepHer.

23) besomacHas mocraBka e-mail COOOMICHHMIA.

24) OoecneueHre HHPOPMAITMOHHOW OE30MACHOCTH HA TOCYJapCTBCHHOM YPOBHE.

25) .OGecneuyenne nHGOPMAIIHOHHON 0€30IIACHOCTH Ha YPOBHE MPEIIPUATHSI.

26) Knaccudukarys TaiH.

27) TlpaBoBble OCHOBAHUS OTHECCHHUS CBEACHUH K KATETOPHH OTPAaHMYCHHOTO TOCTYIIA.

28) MHuctutyt cranaaprTusanuu chepbl HHOOPMAIIHOHHON O€30I1aCHOCTH.

29) HauuoHanbHBIE CTaHIAPTHI B 001aCTH HHPOPMAIIHOHHON OE30IMaCHOCTH U 3al[UThI
uH(popMaIu.

30) MexayHapoaHble CTaHAApThl B 00NAacTH WHGPOPMAIMOHHOW O0E30MaCHOCTH |
3amuThl HHHOPMAITUH.

31) DneKTPOMArHUTHBIH CIIEKTP KaK UCTOYHHK BO3JCHCTBUS HA HH(OPMAIIUIO.

32) Kamnainsl cmitoBoro jaectpyktuBHoro Bozzaeiicteus (C/IB) Ha nndopmaruio.

33) PexomeHaalMy 10 3al[KTe KOMIBIOTEpHBIX cucTeM ot C/IB.

34) Kunaccudurkaius TeXHUYSCKUX KAHAJIOB YTEUKU HH()OPMAIIHH.

35) Mopueinb 1 coco0bl YTEUYKH 10 PaIHOKaHAITY.

36) Mogeinb U crocoObl YTEUKHU 110 SJICKTPUISCKOMY KaHaIy.

37) Mopmens W cmocoObl  yTEUKH MO aKyCTHYECKOMY  (BHOpAIlMOHHOMY,
aKyCTOJIEKTPHUECKOMY) KaHay.

38) Mopmernb 1 CocOOBI YTEYKH MO ONTHYECKOMY (OMTHKO-3JICKTPOHHOMY) KaHaIy.

39) Moguensb u criocoOb! yreuku 1o kanaixy [IDMUH.

40) Knaccudukanus yrpo3 Hecankimonuposanuoro gocryna (HC/) k uadopmaruu.

41) Kareropuu HapymmTenei 6e30macHOCTH HHHOPMALIUH U UX BOZMOXKHOCTH.

42) OOmast XapaKTepUCTHKa YSI3BUMOCTEH.

43) Cnoco6sl peanusanuu yrpo3sl HCJI k uHbOpMaIum.

44) TlonsTtue u 0000IICHHAS MOJIENIb HETPAAUIIMOHHOTO HHPOPMAIIMOHHOTO KaHaIa.

45) MeToapl COKPBITHS HHPOPMAIMH B TEKCTOBBIX (haiiiax.

46) Metoapl COKpHITUS HHGOPMAIIMU B rpadHuecKuX (aiiiax.

47) MeToapl COKPBITHS HHPOPMAIMU B 3ByKOBBIX (haiiiax.

48) Metoapl COKphITHS HH(GOPMAIIMU B CETEBBIX MAKETaX M UCIIOIHIEMBIX (haiiiax.

49) Hcropuorpadus u knaccudukanus mmppos.

50) [Ipumeps! KpunTorpadGuuecKux aIropuTMOB.

51) Kpunrocucrema ¢ CHMMETPUYHBIMUA 1 HECUMMETPHYHBIMU KITFOYaMH.

52) DrexrponHas udpoBast MOAMUCH.

53) ManpnarHas M QUCKPEIMOHHAsI MOACIH JOCTYIIA.

54) TIpoueaypa UACHTUDHUKAIIUH, AyTCHTUDUKAUN U aBTOPHU3AIUH.

55) Cucrema napoaupoBaHUs.

56) CucTeMbl KOHTPOJISI U YIIPABICHHS JOCTYIIOM.

57) Cucrema oxpaHbl IEpHMETPA.

58) CoBpeMeHHBIE TEXHOJOTMH TPEIOTBPAIICHHS YTEUYKH  KOH(HICHIHAILHON

UH(OPMAIIUHU U3 KOPIIOPATUBHON CETH.

50)

[Tonsitue n pynkunonan DLP-cuctem.
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60) OObeM u CTPYKTypa JaHHBIX 3amuiiaeMbix DLP-cucremamu.

Ikajia oneHuBaAHUSA
Ouenka pe3ynbTaToB MNPOM3BOAWUTCA Ha ocHoBe IlojoxkeHuss o TekylleM KOHTPOJE

yCIIEBaEMOCTH  OOy4alomMXcs M IPOMEXKYTOYHOH  arrecTaluu  OOCTalomMxcs IO
o0pa3oBarebHBIM MpOrpaMMaM CpelHero MNpodeCcCHOHANBFHOTO W BBICIIET0 00pa3oBaHUS B
(denepaabHOM TOCYJAapCTBEHHOM OIOPKETHOM — OOpa30BaTeIbHOM  YUPEXKICHHH BBICIIETO
oOpazoBanust «Poccuiickas akaJleMUu HApOJIHOI0 XO3SHCTBA U TOCYAAPCTBEHHOW CIIYKOBI MpHU
[Tpesunente Poccuiickoit @enepanun», yreepxkaeHHoro Ilpukasom Pexropa PAHXul'C npu
[Tpesunente PO or 30.01.2018 1. Ne 02-66 (.10 pasnena 3 (mepBblid ab3arm) u m.11), a Takke
Pemenuss VYuenoro cosera CeBepo-zanagHoro wuHcturyra ynpasieHuss PAHXul'C npu
[Ipesunente PO ot 19.06.2018, mpotokon Ne 11.

OuneHka «OTJIMYHO» BBICTABIISICTCS B CIy4yae, €CJIM MPH YCTHOM OTBETE CTYJACHT MPOSBHI
(mokasan):
- IyOOKO€ M CHCTEMHOE€ 3HAaHHME BCEro IMPOTPaMMHOTO Marepuajja yueOHOTO Kypca, W3JIOMKHI
OTBET MOCIIEOBATENILHO U YOSAUTEIHHO;
- OTYETJIMBOE M CBOOONHOE BIIAJCHHWE KOHIENTYaJbHO-TIOHATHIHBIM alIapaTtoM, HayYHBIM
S3BIKOM U TEPMUHOJIOTUEH COOTBETCTBYIOIICH AUCIUILINHBL,
- YMEHHE MPaBHIBHO IMPHUMEHSATh TEOPETUUECKHE IIOJIOKCHUS TPH PEUICHUH MPAKTUYECKHX
BOMPOCOB U 3a]1a4;
- YMEHHUE CaMOCTOSTEIBHO BBIIOIHITH MPEAYCMOTPEHHBIE IPOTPAMMON 3aaHHUS;
- HaBbIK 000CHOBAHHUS MIPUHSITOTO PEIICHHUS.

O1eHKH «XOPOI0» BHICTABISETCS B CIydae, €CIIM MPU YCTHOM OTBETE CTYJCHT MPOSBUI
(mokasan):
- 3HaHUE Y3JIOBBIX MPOOJIEM MMPOTrpPaMMBbl M OCHOBHOTO COJIEPIKAaHUS JIGKIIMOHHOTO KypcCa;
- YMEHHE TOJb30BaThCA KOHIIENTYabHO-TIOHATUHHBIM allllaparoM YMEHHE MPEeUMYIECTBEHHO
NPaBUIHHO NMPUMEHATh TEOPETHUECKUE TOJIOKEHHS MPH PEUICHUH MPAKTHYECKUX BOMPOCOB U
3ajad,
- YMEHHE BBITIOIHATH MPETYCMOTPEHHBIE POTPaMMON 3aaHuUs;
- B II€JIOM JIOTMYECKH KOPPEKTHOE, HO HE BCErJa TOYHOE M apryMEHTHPOBAHHOE H3JIOKEHUE
OTBeTA.

OueHKH «yI10BJETBOPHUTEIbHO» BBICTABISIETCS B Cllydae, €CIIM IMPH yYCTHOM OTBETE
CTYIEHT MpOsIBIII (TIOKa3a):
- (parMeHTapHbIC, TOBEPXHOCTHBIC 3HAHUS BAKHEWIINX pa3IeOB MPOTPaMMBI M COAEPIKaHUS
JEKIIMOHHOTO KYypca;
- 3aTPyAHEHUS C WCIOJH30BAaHUEM HAYYHO-TIOHATUHHOTO armapara ¥ TePMHHOJIOTUH Y4eOHOMH
JUCITUTLIINHBI,
- 3aTpPyAHEHHUS C TPUMEHEHHEM TEOPETHUECKUX TIIOJIOKEHUH TpPU PEUICHHH NPaKTHYeCKUX
BOIIPOCOB U 3a]1ay,

OuneHka «Heyl10BJIeTBOPUTEJIbHO» BBICTABISETCS B Clydae, €CIIM TP YCTHOM OTBETE
CTYIEHT MpOsIBIII (TIOKa3a):
- He3HaHHE 100 OTPHIBOYHOE MPE/ICTABICHUE YIeOHO-TIPOTPAMMHOTO MaTeprana;
- HEyMEHHE WCIOJb30BaTh HAYYHO-TIOHATUHHBIA anmapar W TEPMHUHOJOTHIO Y4eOHOMH
JVICIIATUTHHEI,
- HEyMEHHUE NMPUMEHATh TEOPETUUECKHE IOJIOKEHUS MPU PELICHUH MPaKTUYECKUX BOIPOCOB U
3ajad,
- HEYMEHHUE BBIOJIHATH MPEIYCMOTPEHHBIE IPOTPaMMOM 3aJaHHMs.

6. MeTonuyeckue MaTepUuaJIbl 1J1s1 0CBOCHUSA M CIUTIIUHbBI
PaGoueit mporpammoii IUCHUIUITMHBI TPETyCMOTPEHBI CIEAYIOIIUE BUIBI AyTUTOPHBIX
3aHATUH: JIEKINH, TPaKTHYECKUEe 3aHATHsI. Ha nmexknusx paccMmarpuBaroTcs HanOoJiee CIOKHBIN
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MaTepuas TUCUUIUIMHBL. JJis pa3BUTHS Y MaruCTPaHTOB KPEATUBHOIO MBIIUICHHS U JIOTUKHU B
KaXJ0H TeMe Yy4yeOHOM JIUCHUIUIMHBI TPEIyCMOTPEHbl TEOPETUYECKHUE  IMOJOKEHUS,
MHCTPYMEHTAJIbHBIE CPEJCTBA, A TAaKXe IPUMEpPhl UX HCIOJIb30BAaHMUS IPU PEIICHUU 3a7ad
oOecrieduenrs nHGopMaIOHHON 6e3omacHocTH. Kpome Toro, 4acTh TE€OPETUYECKOTO Marepuana
IIPEOCTABIIAETCS HA CAMOCTOSITEIbBHOE H3YYEHHE [0 PEKOMEHJOBAHHBIM HCTOYHHMKAM JJIs
dbopMupoBaHus HaBbIKa CaMOOOYUYECHHUSI.

[IpakTueckue 3aHATUS MpEIHA3HAUYEHbI JJIs CaMOCTOSTEIBHONM pabOThl MarucCTpaHTOB
[0 PEUICHUI0 KOHKPETHBIX 3aj1ad. Kaxxaoe mpakTuyeckoe 3aHATHE CONPOBOXKIAETCS 3aJaHUSIMU,
BbI/1aBA€MbIMH MAaruCTpaHTaM JJIs PEILIEHUS BO BHEAYAUTOPHOE BPEMSL.

Jlyis paboThl C TMEYAaTHBIMH M SJIEKTPOHHBIMH pecypcamu C3UY mmeercss BO3MOXHOCTh
JOCTyNa K O3JIEKTPOHHBIM pecypcam. OpraHuzamysi pabOTbl MaruCTPaHTOB C 3JIEKTPOHHOM
OnOMMoTEeKON yKa3aHa Ha caiiTe MHCTUTYTA (CcTpaHulle caifita — «Hayunas OnbmmoTekay).

Metoanueckne yKkazaHus 11 00y4ar0IMXCH 10 OCBOCHHIO TUCHUIINHBI

OO6yuenue mo aucuuruimHe «CpeAcTBa 3aliUThl MHGOpPMALMKM» MpEanojiaraeT HU3ydeHue
Kypca Ha ayJUTOPHBIX 3aHATUAX (JEKUUH, IPAKTUYECKUE PabOThI) U CAMOCTOSATENBHON PabOThI
oOyyatomuxcsi. CeMHHAapCKue 3aHATHS JTUCHUILUIMHBI «CpeacTBa 3amluThl  MHGOPMALHI
NPEAIONIAraloT UX MPOBEACHUE B PA3IMUHBIX (POPMax C LEIBIO BBISBICHUS MOTYYCHHBIX 3HAHHIA,
YMEHUH, HABBIKOB M KOMIIETEHUUH C IMPOBEACHUEM KOHTPOJbHBIX Meponpuatuil. C nenbro
o0ecreyeHrsl YCIemHoro o0yueHusi 00yJatonuiics JOJDKEH TOTOBUTBCS K JICKIIUH, TTOCKOJIBKY
OHa SBJISIETCS BaKHEWIIEH popMoii opraHu3aui yaeOHOro npoiecca, HoCKOIbKY:

—  3HAKOMHT C HOBBIM y4EOHBIM MaTepHalioM;

—  pa3zbsCHsET yueOHBIC AIEMEHTHI, TPYAHbIC JJIi TOHUMAHUS,

—  CHCTeMaTu3HpyeT yuyeOHbIN MaTepHal;

—  OpHUEHTHUpYET B yueOHOM Ipolecce.

lloo2omoska k nexkyuu 3aKJII0YaeTCsl B CIAEAYIOLIEM:

—  BHUMATEJIbHO MIPOUYMUTANTE MaTeprall IPeablIyLeH JIEeKIHH;

—  Y3HaiiTe TeMy IPEICTOALICH JeKuH (10 TEMaTHYeCKOMY IUIaHy, 10 HHpOpMaluu
JIEKTOPA);

—  O3HAKOMBTECH C yUEOHBIM MaTepHalioM 110 PEKOMEHIyEMO JINTEpaTypeE;

—  TIoCTapalTech YSICHUTh MECTO M3yd4aeMOW TEMBI B CBOEH Ipo(deccuoHaIbHON
MIOJTOTOBKE;

—  3alUIIATE BO3MOXKHBIE BOIIPOCHI, KOTOPBIE BHI 3313 IUTE JIEKTOPY Ha JIEKIUH.

lloo2omoska Kk npakmuyeckum 3aHAmusam.:

—  BHUMATEJIbHO MPOYMTANTE MarepHrall JEKIUH, OTHOCALIUXCSA K JaHHOMY
CEMMHAPCKOMY 3aHSTHIO, 03HAKOMBTECH C Y4EOHBIM MaTEpUAIIOM;

—  OTBETBHTE HAa KOHTPOJIbHBIE BOIPOCHI [0 CEMUHAPCKUM 3aHATUSAM, TOTOBBTECH J1aTh
pa3BEpPHYTHIN OTBET HA KaXK/IbIid U3 BOIIPOCOB;

—  YACHUTE, Kakue y4eOHbIE 2JIEMEHThI OCTAIMCh JUIsl BAC HESICHBIMU U IOCTApaNTECh
MOJTYYUTh Ha HUX OTBET 3apaHee (J10 CEMHUHAPCKOTO 3aHATHS) BO BpeMs TEKYLIUX
KOHCYJIBTAllUW MPEINo/1aBaTes;

—  TOTOBUTHCA MO>XHO MHJIMBUJIYAJIbHO, TApaMH WJIM B COCTABE MaJIOW TPYIIIBI,
noclieaHue ABisTca 3p(EeKTUBHBIMU popMaMu paboThI;

— paboyas mporpamMma IUCIHUIUIMHBI B YaCTH IIEJICH, IEPEUHIO 3HAaHUN, YMEHUH,
TEPMHUHOB U Y4€OHBIX BOIIPOCOB MOXKET OBITh UCIOJIb30BaHA BaMH B KaueCTBE
OpUEHTHUPA B OpraHU3aIlK 00yueHusl.

7. YdeOHasi quTeparypa u pecypcbl HHGOPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHO CeTH
"UHTepHeT", BKIKOYAS NMepeYyeHb Y4eOHO0-MeTOANYeCKOro odecnedeHus s
CaMOCTOSAATeIbHOM padoThl 00y4arOIMXCs 10 AUCHHUILIMHE

7.1. OcHoBHas1 JIMTEeparypa
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1. 3enxos, A. B. Undopmanmonnast 6€30macHOCTh U 3amuTa nHGOpMaIuu : yaedHoe mocoone
st By30B / A. B. 3enkoB. — Mocksa : MznarensctBo HOpaiit, 2021. — 104 ¢. — (Bsicmiee
obpaszoBanmne). — ISBN 978-5-534-14590-8. — Tekcr: anekrponnsiii / IBC KOpaiit [caiT].
— URL: https://urait-ru.idp.nwipa.ru/bcode/477968.

2. OpraHu3anoHHOE M MPaBOBOE obecrieueHne WHMOPMAIIMOHHONW 0€30MacCHOCTH : YYCOHHK U

MpakTUKyM i By30B / moxa penakuuei T. A. ITomskosoii, A. A. CtpenbiioBa. — MockBa :
WznarensctBo [Opaiit, 2021. — 325 c.— (Boicmiee oOpazoBanue). — ISBN 978-5-534-
03600-8. — Tekcr: oamektponnbii // OBC IOpaiit [caiit]. — URL: https://urait-

ru.idp.nwipa.ru/bcode/469235.

3. OcHOBBI ynpaBieHUs HHPOPMAITMOHHOW 0€30MacHOCTBIO : ydueOHoe mocobue : JlomymeHo
YMO .../ A. 1. Kypurno, H. I. Munocnasckas, M. FO. Cenaropos, A. U. Toncroit. - 2-¢ uzn.,
ucrip. - MockBa: lTopsiuas  snunus-Tenexkom, 2016.- 244 c¢. - (Bompocsl

yrpaBiieHus: ”HGOPMAIIMOHHOK Oe30nacHOCThI0. Breim. 1). - bubmuorp.: ¢. 234-239. - ISBN
978-5-9912-0361-6.

4. KopabenbpaukoB, C. M. Ilpecrymienus B chepe nHGOPMAIIMOHHOM 6€30MacCHOCTH : yueOHOe
nocobue ans By3oB/ C. M. KopabenpuukoB. — MockBa : M3narensctBo HOpaiit, 2021. —
111 c. — (Bsicmee obpazoBanue). — ISBN 978-5-534-12769-0. — TekcT : 371€KTpOHHBIH //
OBC HOpaiir [caiiT]. — URL: https://urait-ru.idp.nwipa.ru/bcode/476798.

Bce ucToyHMKM OCHOBHOM JIMTEPATYPhl B3aUMO3aMEHSAEMBI.

7.2 JlonoJIHUTE/ILHASA JIUTEPATypPa

1. 3ouaorapes, B. B. Ynpapienue undopmanuonnoii 6esonacuocroio. U. 1: Anaaus
HHGPOPMALMOHHBIX PHCKOB : ydeOHoe mocodme / B. B. 3ouaorapes, E. A.
Janusosa. - Kpacnosipck : Cub. roc. aspoxkocmuy. yH-T, 2010. - 144 c. - Teker :
nekTpoHHbIH. - URL: https:/znanium.com/catalog/product/463037 (aara
oopamenus: 03.08.2021). — Pe:xum goctyna: no moamnucke.

2. JlponoB B.IO. MexayHapoaHble ¢ OTeYeCTBEHHbIe  CTaHIAPTHI MO
HH(POPMANMOHHON 0e30MacHOCTH : y4deOHO-MeToaMYeckoe mocodue / JIpoHOB
B.IO.. — HoBocuoupck : HoBocuOupckuili rocyiapcTBeHHbIH TeXHHMYeCKH
ynuBepcurer, 2016. — 34 c¢. — ISBN 978-5-7782-3112-2. — Teker
IeKTPOHHBIH // DjekTpoHHOo-0udIMoTeuHasi cuctrema [IPR BOOKS : [caiiT]. —
URL: http://www.iprbookshop.ru/91395.html (nara odopamenus: 03.08.2021). —
Pexxum nocryna: ais asropusup. Ilonb3oBaresieit

3. TacanoB J.C. Camapuna E.A. YnpasieHue HHPOPMALIMOHHOI 0€301aCHOCTHIO B
KOPNOPATHBHOW NpeINpPHHUMATENbCKONl cpele B YCJI0BHSIX KHOepyrpo3
uugposoit 3KOHOMHMKH [y1eKTpOoHHbIIT pecypc] - URL:
https://cyberleninka.ru/article/n/

7.3.HopMaTuBHbIC IPABOBBIC IOKYMEHTHI U HHasI NPaBoOBasi HHPOPMALHA
He ucnonb3yrorces
7.4. UnTEpHET-pecypChl.

C31Y pacnonaraet JOCTYIIOM Yepe3 calT HayuyHoU 6uOimoTeku http://nwapa.spb.ru/
K CJIEAYIOIIMM HOAMUCHBIM 3JIEKTPOHHBIM pecypcam:

https://ranalytics.github.io/tsa-with-r/ch-intro-to-prophet.html
Pycckosi3bIuHBIC pecypchl

ONEeKTPOHHBIE YUEOHUKHU 3IEKTPOHHO - 6nbaroTeuHoi cuctemsl (ObC) «Aibyke»

DNeKTpOHHBIE YICOHHKHU AIIEKTPOHHO — OnbmoTeunoi cuctemsl (ObC) «Jlanby»
PexomeHyeTcs MCIIONIB30BaTh CIEAYIOIINUNA HHTEPHET-PECYPChI
http://serg.fedosin.ru/ts.htm



https://urait-ru.idp.nwipa.ru/bcode/469235
https://urait-ru.idp.nwipa.ru/bcode/469235
https://cyberleninka.ru/article/n/
http://nwapa.spb.ru/
http://serg.fedosin.ru/ts.htm
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http://window.edu.ru/resource/188/64188/files/chernyshov.pdf
7.5. UHBIE€ HCTOYHHUKH.
He ucnonp3yrorcs.

8. MarepuajgbHo-TeXHUYECKasA 0232, MH(POPMAIMOHHBIE TEXHOJIOTUH, IPOTPAMMHOE
o0ecneyenre U UHGOPMALMOHHBbIE CIPABOYHbIE CHCTEMbI

YueOHas TUCIMILIMHA BKIIFOYAET UCIIOJIB30BaHUE MPOrpaMMHOro obecrnedenus Microsoft
Excel, Microsoft Word, 11st TOATOTOBKH TEKCTOBOTO W TaOJIMYHOTO MaTepuaa.

HHTEpHET-CepBUCH U AIIEKTPOHHBIE PECYPChI (MIOMCKOBBIE CHCTEMBI, DJICKTPOHHAS M0YTa,
npodecCHOHAbHBIE TEeMaTHYeCKUEe YaThl U (OPYMBI, CUCTEMBI aylu0 W BUACO KOH(DEpeHIHiA,
OHJIAWH DHIMKJIONEANH, CIPABOYHHUKH, OHOIMOTEKH, OJJIEKTPOHHBIC Y4eOHbIE M y4eOHO-
METOINYECCKHE MaTePUaIbl).


http://window.edu.ru/resource/188/64188/files/chernyshov.pdf
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Onucanue MaTepraibHO-TEXHNYECKO 0a3bl, HeOOXOAUMO /151 OCYIIeCTBJICHUS
00pa30BaTeJbHOIO NMPOIECCa MO TUCHUIINHE (MOTYJII0)

Ne /n | HaumenoBanue

1. KOMHBI-OTeprle KJIaCChI C ITIEPCOHAIBHBIMU 9BM, O6’LC,I[I/IH€HHBIMI/I B JIOKAJIBHBIC
CC€TH C BBIXOJOM B I/IHTepHeT

1. | IMaker Excel -2016, proftesional plus, IBM SPSS statistics, R, RStudio, Anaconda

2. | MynsTuMenuiiHble CpeICTBA B KaX/10M KOMIIBIOTEPHOM KJ1acCe U B JIEKIIMOHHON
ayaAuTOpUU

3. | bpay3sep, cereBbie KOMMYHUKAITMOHHBIC Cpe/ICTBA JUTs BhIxoaa B MiHTepHeT. CepBHCHI
U CIyxO0bl Azure

Kommerotepusie kiaccel u3 pacuera 1 [I9BM nmns omHoro obywaemoro. Kaxmomy
oOy4arolemMycst AoJIKHa ObITh ITPEJOCTaBICHA BO3MOXKHOCTb J10CTYIA K ceTsaM Tuna MHTepHeT B
teueHue He meHee 20% BpeMeHU, OTBEICHHOTO Ha CAMOCTOSITENIbHYIO IMOATOTOBKY.



