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1. IlepeyeHb MIAHUPYEMBIX Pe3yJabTATOB 00y4eHHUS 110
AUCHHUIIMHE, COOTHECEHHBIX C IIJIAHMPYEMBbIMHU Pe3y/JIbTaTaAMH OCBOCHHS
o0pa3oBaTeJbHON NMPOrPaMMBbI

HNucuumnuaa b1.B.24 «VYmpasnenue uudpoBoil 0€30MaCHOCTHIO» 00eCIeUnBaET
dbopMHpoBaHUe y 00yHaIOLIUXCsl CAEAYIONINX YHUBEPCAIBHBIX, 00IIENPOPECCHOHATBHBIX
U Ipo(hecCHOHaTbHBIX KOMITETEHIIMMI™:

OT®O/T® n Kox | Hanmen Kon HaunmenoBanue Oo0pa3oBaTe/bHbIH
pexBu3uThI [IC KOMII | OBaHue | MHIMKAT MHIHKATOPA pesyabTar **
s €TeHI| opa JOCTHIKEHMS
(npu nanwsuy) — Kommer | jocrmie | wommeremumii **
CHIIMH HUSA
wE KOMIIEeTe
HIUI **
08.021 crreranuct o ITKc-17 | Cmocobern | ITKc-17.1 3HaeT mugpossre | [1Kc-17.1.Y.8
(MHAHCOBOMY MOHHTOPHHTY BBISABIIATD TEXHOJIOTUH, CETEBbIE
(B cepe mpoTHBOIEHCTBUS udpoBble CTPYKTYpBbI u | OCymecTBIATS . cbop
JIerajIu3aluy J0X0/I0B, yrpo3bl mw1athopMbl p | ACTIOTHATEILHOM
MOTYYESHHBIX MPECTYITHBIM METO/Ibl  YIPaBICHHS HHpOpMALIHH
myTeM, U GHMHAHCUPOBAHUIO 1ubpoBoii MKc-17.1.38.2
TeppopH3Ma) YTB. IPUKA30M penyTanui
MuHTpyIa U COIUATEHON Ilpuemer w®  crocoObl
3amuTel PO ot 24 nromns TIOMCKa H orbopa
2015 roma Ne512n nHpopmanun B
HHPOPMALITNOHHO-

B/02.7 Anamm3 mMaTtepuaioB
(bUHAHCOBBIX
paccnenoBaHui, cxem
OTMBIBaHUS NPECTYIHBIX
noxo70B B 1ensax [10J]/dT

TEJIEKOMMYHHKALIMOHHOM
cetu "MHTepHeT"

* ucyunnuna modicem Gopmuposams KOMIEMEHYUIo NOTHOCMbIO UL YACMUYHO.
**/lonocno coomeemcmeogams Ipunodicenuio 1 k 06pazosamenbHoll npoepamme

2. O0beM U MeCTO IMCUUILIMHBI B CTPYKTYpe 00pa3oBaTe/IbHOM

O0beM TUCHUTLIHHBI

NporpaMmbl

OO6beM AUCUMITITUHBI U BUABI yUeOHOM pabOTHI.

Oo0mas

TPYIOEMKOCTh

JAUCHUITIINHBI

(ouHast/3a04yHas)

COCTaBJIAACT

4 3ayeTHble enuHMLIbI / 144 akanemuyeckux yacoB / 108 acTpOHOMHUYECKHX YACOB.
peanusyercs
o0pa3oBaTeNpHBIX TEXHOJOTUU (nmajmee —
JUCTAaHIIMOHHBIX 00pa30BaTENIbHbIX TEXHOJOTUH OCYIIECTBIACTCS KaXKIbIM

Jncuuruimaa

oOyyJaromumcst

https://Ims.ranepa.ru/.

CaMOCTOSITEITLHO
[Tapons W JIOTMH K JHUYHOMY KaOWHETY/mpoduiiro

C  INpPUMEHEHUEM
Hoctyn k

JIF000T0

MMpcaoCTaBJIACTCA CTYACHTY B JICKAHATC.

JIOT).

YCTpPOMCTBA

JAUCTAaHIIMOHHBIX

CHUCTEMC

Ha IIOpTaJIC:



Ounas ¢opma: TeopeTrueckue 3aHATUS (JEKIIUN) TTPOBOJSATCS MO TTOTOKAM.
OO0t 00beM JEKIMOHHOTO Kypca cocTaBisieT 16 akageMHUuecKuX 4acoB.

[IpakTrueckue 3aHATUS OpraHusyrorcs Mo rpynnam. OOwmuii 00beM
MPAKTUYECKUX 3aHATHI 16 akagemMuueckux 4yacos. [Iporpammoii npenycMoTpeHa
camocCTosATeNbHas padboTa CTy/IeHTOB B 00beMe 103 akajgemMuueckux yaca.

3aouyHas ¢Qopma: OOmMii 00BEM JEKUHOHHOTO Kypca COCTaBIISET
8 akaJgeMHUYecKHX Jaca.

[IpakTryeckue 3aHATHS OPraHU3YIOTCS IO TPYIINaM B BUJE CEMHUHApOB B
MAJIOTOBOM peknuMe. O01muii 00beM MPAKTUUECKUX 3aHIATUN 8 akaJeMUYECKHX
4acoB.

[IporpaMMoil mpenycMoOTpeHa caMOCTOsITENbHAas padoTa CTYJIEHTOB B
ooremMe 124 akagemMuyeckux yaca. B pamkax caMOCTOSTENbHONW pPabOThI
CTYJIEHTbI U3y4alOT TEOPETUYECKUNA MaTepuai B LEIAX MNOATOTOBKH K YCTHOMY
OIPOCY U TECTHUPOBAHUIO, BBHIMOJIHAIOT MPAKTHUECKHUE 3aaHus, pa3padaThIBalOT
UTOTOBBIN IPOEKT.

Mecto nucuumiiuHsbl B ctpykrype OII BO

Hucuumnuna b1.B.24 «Ynpasnenue 1mudpoBoit 0€30MacHOCTHI0» BXOAUT B
o0si3aTeNbHYI0  4acTh, (QopMupyemas  y4aCTHHKaMU  oOpa3oBaTeIbHBIX
OTHOWIICHUN IUCUMIUIMH 110 croenranbHocTH 38.05.01 «DOxoHomuueckas
0e30MacHOCTbY, HaIPaBJICHHOCTh (mpodun) «IKOHOMHUKO-TIPABOBOE
oOecrieyeHne dKOHOMHUYECKOU Oe3omacHocTu». M3ydaercss Bo 2-oM cemecTpe
(BTOpoit cemectp 1-ro kypca). [lo 3aounoit dhopme uszywaercs Ha 1 Kypce B
3MMHIOIO U JIETHIOIO CECCHH.

Hucrmmunaa b1.B.24 «Ynpasnenue nudpoBoit 6€30MacHOCTHIO» SIBISETCS
0a3uCHON M UMEET YCHUIICHHYIO MPAKTHIECKYIO HAITPABICHHOCTb.

O0beM nUCUUIUIMHBI, peanusyemblii ¢ npumeHennem CJ/1O: xomudecTBO
aKaJeMUYECKHX  4YacoB, BBIJCICHHBIX HA  CaMOCTOSTENIbHYI0  paloTy
oOyuaromuxcs: Bcero ¢ npumenenuem CJ/1O — 103/124 ak.u.

3HaHUS, YMEHUS U HaABBIKM, TOJIYYEHHBbIE MPU HU3YUYCHUU JTUCLUUIUIUHBI,
UCIIOJIB3YIOTCSL CTYJEHTaMHM IMpU TOJATOTOBKE M cJaye TOCyAapCTBEHHOIO
HK3aMeHa.

dopMoit TPOMEKYTOUHOM aTTECTAIIMM B COOTBETCTBUU C YUEOHBIM IIJIaHOM
SABJISICTCS 3a4eT ¢ OLIEHKOM.



3. Conepxanne H CTPYKTYPa AMCUUIIIIMHBI

3.1. CtpykTypa AUCIUILITUHBIL
Ounas gopma o0yueHus

Nenn/m | Hammeno O0beM TMCUMILUIHHBI, AK.YaC ®opma
BaHuUe TEKYIIETO
BCEI'O KonTakTHas padora o0y4yarommxcs CamocrosiTesibHAs
TeM U P KOHTPOJIA
. adora
(n1m) ¢ mpenoaBaTe/eM N0 BHAAM y4eGHBIX 3aHATHIl P YCIIEBAEMOCTH,
pa3aesioB MIPOMEKYTOUHOM
Ilepuoa TeopeTHu4YecKOro o0yueHust IMepuon } aTTeCTaLuH
NMPOMEKYTOYHOM
arrecTauMu
(ceccusn)
3ansaTust 3ansaTus UK KCP | K9 Kar | K | CPxp | CP3k Cp
JIEKIIMOHHOT 0 CEMHHAPCKOro TK | 0
THIIA THIIA H
T
JI BJ JIP 13
p
0
Ja
b
Tema 1 | Hndposas 16 2 2 12 T, 113, YO
penyranus
OpraHu3aLyuu
U JIMYHOCTH
Tema 2 | Ocuosubie 17 2 2 13 T, 113, YO
yIpo3sl
nudpoBoit
penyranuu




Tema 3 | Ynpastenue | 17 2 2 13 T,113, YO

peryTanuoHH
BIMH PUCKaMHU

Tema 4 | Ynpasienue | 17 2 2 13 T,113, YO

JIMYHBIM
i QpoBEIM
cleioM

Tema 5 | Tlpasosas 17 2 2 13 T, I13, YO

3aluTa
pernytanuu B
uudpoBoit
cpene

Tema 6 | Oprammsamwio | 17 2 2 13 T,113, YO

HHBIE
HHCTPYMEHTBI
nuppoBoit

0€e30I1aCHOCTH

Tema 7 | Texuomormu | 17 2 2 13 T, 113, YO

MOHHTOPHHTA
1 aHaIM3a
peryTaum.

Tema 8 | Kommuekchoe | 17 2 2 13 T, 113, YO

yIpaBieHHe
WMHIUEHTaMU
u
BOCCTaHOBJIEH
He peryTauu

[TpomexyTouHas 3ader ¢ OIleHKOM
aTTecTanus

HToro 144 16 16 9 103




3auHas (hopMa 00ydeHHS

Nenn/m | Hammeno O0beM TMCUMILUIHHBI, AK.YaC ®opma
BaHue TEKYIIETOo
BCEI'O KonrTakTHas padora o0y4yaommxcs CamocrosiTesibHAs
TeM H P KOHTPOJISt
. a0ora
(nm) ¢ mpenojaBaTe/ieM N0 BHAAM y4eGHBIX 3aHATHIl P YCIIEBAEMOCTH,
pa3jaesion MIPOMEKYTOUHOMN
Ilepuon Teopernyeckoro o0y4eHust Ilepuon } aTTeCTALUH
NPOMEKYTOYHOM
aTrecTauuu
(ceccusn)
3ausaTust 3ausaTus UK KCP | K9 Kar | K | CPxp | CP3x Ccp
JIEKIIMOHHOT' 0 CEMHHAPCKOro TK | 0
THIIA THIIA H
T
JI BJ JIP 113
p
0
Ja
b
Tema 1 | Hugposas 18 1 1 16 T, 113, YO
penyranus
OpraHu3aLyuu
U JIMYHOCTH
Tema 2 | Ocuosnbie 18 1 1 16 T, I13, YO
YIpO3bI
nudpoBoit
penyranuu
Tema 3 | Ynpasrenue | |8 1 1 16 T, 113, YO
penyTauuoHH
BIMU pPUCKaAMHU




Tema 4 | Ynpasienue | 17 1 1 15 T,113, YO

JIMYHBIM
i (poBbIM
cle oM

Tema 5 | Ilpasosas 18 1 1 16 T,113, YO

3aluTa
penyranuu B
nudpoBoit
cpene

Tema 6 | Opranusauuo | 17 1 1 15 T,113, YO

HHBIC
HHCTPYMEHTBI
rdpoBoit
0€30I1aCHOCTH

Tema 7 | Texuonorun | 17 1 1 15 T, I13,YO

MOHHTOPHHTa
U aHanu3a
peryTanum.

Tema 8 | Kommuekchoe | 17 1 1 15 T, I13,YO

yIpaBieHHe
HMHLUJICHTAMHI
u
BOCCTAHOBJICH
He peryTauu

[TpomexyTouHas 3ader ¢ OIleHKOMH
aTTecTanus

Hroro 144 8 8 4 124

Hcnonvszyemvie cokpawenus:

JI — mexuuy - 3aHATHA, TPEAYCMATPUBAIOIINE IPEUMYIISCTBCHHYIO TIepeaady yaeOHo HHPOpMaIiu 00yJaromuMcs eJarorTHIecKuMI paOOTHIKAMH OpTaHU3aliy U (HIIH) JIHIIaMH,
MIPHUBIICKACMBIMI OPTaHU3AIUCH K peaTn3aiui 00pa30BaTeIbHEIX IIPOTPaMM Ha UHBIX YCIOBHUSX, ).

BJI — Bumeo nekmuu.



JIP — naGoparopHbie pabOTEHI.

[13 — nmpakTHyeckue 3aHATHsI (32 HCKIIOYCHHUEM J1a00paTOPHBIX padoT).

UK — unnuBuAyanbHble KOHCYJIBTAIINH.

KCP — KOHTpOJIb CAMOCTOSITETTFHOM paboThHI

KD — xoHCysbTalMK 1iepe 9K3aMEHOM

KatTok — KOHTaKTHast paboTa Ha aTTECTAIUIO B IEPUOJT IK3aMEHAIIMOHHBIX CECCHI
KoHTposb - KOHTakTHas paboTa Ha aTTeCTalUIO B IEPHO AK3aMEHAIMOHHBIX CECCHH /ISt 3a0YHOM (POPMBI 00y UIEHHS
CPxp — camocrosiTenibHast paboTa Ha MOJrOTOBKY KYpPCOBOIl pabOThl/ KypCcOBOIO IIPOEKTA.
CPak — camocrosTenpHast paboTa Ha MOArOTOBKY K 9K3aMeHY.

CP — camocTosTenbHas padoTa B ceMecTpe Ha IOArOTOBKY K Y4eOHBIM 3aHSATHSIM.

T — Tecr.

B mpouecce oOydyeHus: MPUMEHSIOTCS CIEAYIONINE WUHTEPAKTUBHBIC (OPMBI: JIEKIUSA-AUAIOr, paboTa B MallbIX Ipynmnax,
Keiic-aHanmu3, IUCKYCCHs, JeNIOBas Wrpa, WHIWBUIyAIbHOE 3aJlaHue, TPYNIOBOE OOCYXKICHUE, MPAKTHUKyM, pOJIeBask WIpa,

pa3paboTka 4ek-1ucToB. Tembl 1-8 mMoryt ObITh ocBoeHbl ¢ npuMeHenneM D0 u JJOT ¢ koHTponem B cUCTEME 3JIEKTPOHHOIO
oOyueHust AKaJieMuH.
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3.2. CoaepxaHue TUCIUTLIUHBI

Tema 1. llnppoBas penyranus opranusauuu v JuyHocru (IIKce-17.1)

Teopernueckas 4acTh:

[Tonsitue 1tmgpoBoil penyTranuu, €€ OTIMYME OT MMHUKA M OpeHna.
PenyTanmoHHblid  KanuTal: CTPYKTypa (JIOBEpHE KIMEHTOB, MapTHEPOB,
PEryJIsTOPOB, COTPYAHHMKOB). MeTpuku OLEeHKUM penyrauuu: HHaekc
NOTPEOUTENBCKON  JIOSUIBHOCTH, MEAMAUHJIEKC, CTOMMOCTb IPHUBJICUCHUS
KJIMEHTA, WHAEKC JIOSUIBHOCTH, PEUTHHTH HAAEXHOCTH. ODKOHOMHYECKHE
IIOCJIEACTBUSA IIOTEPU PEIyTalMUA: OTTOK KJIMEHTOB, MaJCHUE KallUTAIA3ALUH,
pPOCT  OMNEpalMOHHBIX PACXOJ0OB, IWITpadbl, YroJOBHOE MpeECcIeI0BaHUE
pykoBojacTBa. JIuuHasg pemyrauus — CIELMAIMCTa 1O  IKOHOMHYECKOU
0€301acCHOCTU: POJb B KapbepHOM POCTE, JOMYCKE K CBEIEHUSIM, TOBEPUU CO
CTOpPOHBI pabotonaTens. BzanmMocBs3bp 1upoBoil 6€30MACHOCTA W PEIyTaIlUu:
VMHLWJICHTBI KaK TPUITEPHI PENyTAIMOHHBIX ITIOTEPb.

[IpakTueckas 4acTh:

Keiic aHaiM3 yTeUyKu MEPCOHANBHBIX JAHHBIX (DMHAHCOBOW OpraHu3aluu
— pacy€T pUHAHCOBBIX MOTEPH (OTTOK KIMEHTOB, ITpadsl). [locTpoeHune kapThl
pernyTalMOHHbBIX YIPpo3 JJIsl TUMIOBOM opranu3aiuu (0aHk, oHnaiH puteinep, UT
KoMIanus) u e€ pykoBoautens. Juckyccus: «MoXkeT Jau JUYHAs permyTalus
COTpPYIHHKA CTaThb CUCTEMHBIM PUCKOM JUIsI OPTaHU3aLUu 7.

Tema 2. OcHoBHBbIe yrpo3bl nugposoii penyranuu (ITKc-17.1)

Knaccuduxamus yrpos: BHemHue (kubepataku, ¢eik HbIOC, TuNEnKH,
aTakl KOHKYPEHTOB) M BHYTpEHHUE (OIIMOKM COTPYIHUKOB, HHCaWIEpBhI,
nyOnukauu B corcetsix). HoBble yrpo3sl JUyHbIM AaHHBIM: CHUM CBONUHT —
nepeBbilyck SIM KapThl 370yMBIIUIEHHUKaMU JUIsl nonydeHuss SMS konoB
JocTyna K OaHKaM, COILCEeTsM, Kpunrokouenbkam; COop OuomeTpuu u3
OTKPBITBIX UCTOYHUKOB — UCIOJIb30BaHUE (OTO, BUJIEO, IOJIOCA U3 COLICETEN IS
co3gaHus underkoB wuiauM o0xoga OMOMETpUYECKOW ayTeHTU(HKAIUW;
Vsa3Bumoct yMHbIX ycTpoilcTB (IoT) — B3/OM Kamep, KOJOHOK, 4acoB MJis
CIIeKKH, cOOpa JaHHBIX O TMPHUBBIYKAX M MECTONOJIOKEHUH; TpEeKUHr W
npo¢unrpoBanue 0e3 cornacus — cOOp JaHHBIX MOOMJIBHBIMU MPUIOKEHUSIMM,
caifttamu, OC nns GopmupoBanHusi npoduiel (MECTONOJIOKEHUE, UHTEPECHI);
VYTeukn yepe3 o0jauHble CHHXPOHU3ALUU — KOMIIPOMETALUsI OJIHOTO aKKayHTa
na€T A0CTYII K 3aMeTKaM, GoTo, maposisiM, TokymeHTam; OuiuHr yepe3 QR koabl
— nmoameHa QR kojoB B o0miecTBEHHBIX MecTax (kKade, MapKOBKH) I KPaKH
JAHHBIX WM yCTaHOBKH BpemoHocHoro I10; Jlumdeik 3BOHKM W BHUACO —
MCII0JIb30BAaHUE HepoceTel A MOANEIKH rojloca WIA BUJIEO PYKOBOIUTEINS C
LEIbI0 MOUIEHHUYECTBA WM JWCKPEAMTALMM; YTIPO3bl, CBA3AHHBIE C
ucnosib3oBanueM MU cepBHCOB: yTeuka JaHHBIX NpH paboTe ¢ MyOIUYHBIMU
HEHpOCEeTAMH, PUCKM  HUCIOJIb30BAaHUS  KOPIOPATUBHBIX  JAaHHBIX B
HeKOHTponupyembix oOnaunbix MU cepBucax; VYrpo3sr OSINT-cOopa:
37I0YMBIIIUICHHUKHU UCIIOJIb3YIOT OTKPBIThIE HCTOYHHKH (coliceTd, (hOpyMbl, 0a3bl

11



JaHHBIX U Jp.) Juid cOopa UH(OPMALIUK O COTPYIHUKAX, CTPYKTYpe KOMIIAHUHU,
UCIIOJIB3YEMBIX TEXHOJOrusAX.  DakTopbl, yCWIHMBAIOLIUE PEMYyTalMOHHBIMI
yiiep0: CKOpOCTb pacnpoOCTpaHEHUs, BHPAJbHOCTb, OTCYTCTBHE IUIaHA
pearupoBaHusl.

[IpakTueckoe 3aHsATHE

Pabora B ManbpiXx TIpymlmax: COCTaBJICHUE TIEPEUHS AaKTyaJlIbHbIX
pENyTALMOHHBIX YIpo3 [l OpraHu3aiuy (OHJIAH KUHOTeaTp) U €€ KIIOYEBbIX
COTPYJHHUKOB C Y4E€TOM HOBBIX yIrpo3. AHAJIM3 PeajbHOTO MHIUJEHTA: B3JIOM
aKKayHTa U3BECTHOI'O YeJOBEKa M MyOJMKalMsi OCKOPOUTENbHOIO KOHTEHTa —
IIOCJIEICTBUS JUIsl IMYHOW 1 KOpriopaTuBHOM penyranuu. Kelic: «CuM CBOIUHT U
yT€UYKa KOPHOPAaTHMBHBIX JAaHHBIX» — CTYJIEHTbl AHAIM3UPYIOT, Kak
KOMIpoMeTaluss HoMepa TenedoHa PyKOBOJAUTENS MpUBeNa K JOCTYNy K
KopropaTuBHOUM moute U (puHancoBsiM motepsM. Ketic mo OSINT: crynentram
MIPEIOCTABIISETCS OTKPHITHIN PO YesoBeka (myOommanbIii). OHU TOHKHBI 32
10 MuHYT HalTH MakcUMyM HH(pOpMaluu (JOJKHOCTb, KOHTaKTbl, MECTO
paboThl, CBSI3M) U OOCYIUTh, KaK 3Ta MHPOPMALIHS MOKET OBITh MCIOJIb30BAHA
3JI0YMbIIUIEHHUKaMU. WHIMBHUyalbHOE 3aJaHUE: ONMUCATh 3 YIrpo3bl JUYHOU
nu(pOBOI pemyTaluuu, aKTyallbHbIE ISl CTYJIEHTOB, C YYETOM BCEX BO3MOXKHBIX

yrpo3

Tema 3. Ynpasiienune penyrauuoHubiMu puckamu (ITKc-17.1)

[loHATHE peMmyTallMOHHOTO pHCKAa, OJTalbl YOPAaBICHUS pPUCKaAMU
(unentudukanus, oneHka, BRIOOp Mep, MOHUTOPHUHT). KauecTBeHHas! OllCHKA:
MaTpHIa «BEPOSATHOCTb — ITOCJIEICTBUSI», SKCIIEPTHBIE olleHKH. KonnuecTBeHHas
omleHka: pacué€r oxunaembix norepb (SLE, ARO, ALE) npumeHuTEnsHO K
penyTallMOHHBIM  mociencTBusM. CTpaTerud  pearupoBaHus:  NPHUHSITHE,
CHW)KEHHME, nepenada, u3deranue. CBsi3b TEXHMYECKHX CPEJCTB 3aIIUTHI C
yIIpaBJICHUEM PUCKaMH: BHenpeHue antusupycos, DLP, SIEM, WAF, cpencts
3amuThl 0T DDoS kak cmoco® CHUXKEHUS BEPOATHOCTH M MOCIEICTBUN
MHIUJEHTOB. POJb CTpaxoBaHUs penyTallMOHHBIX PUCKOB.

[IpakTuueckoe 3anstue (2 4)

[TocTpoeHue MaTpuilbl PUCKOB MJisi YCJIOBHOM KOMIIAHUU (MHTEpHET-
MarasuH) 1o TpéM yrpo3am: yTeuka JJaHHbIX KJIMEHTOB, B3JIOM CaiiTa, HEraTUBHBIMI
o13bIB TOM OJyorepa. Jlemnosas urpa: «BwlOop cTpaTeruu pearupoBaHUs» —
KaXKJasi Tpynna mnpejylaraeT CTPaTervio JJis OJAHOIO pUCKAa ¢ OOOCHOBaHUEM,
BKJIFOYAsl IPEJJIOKEHUS 10 TEXHUYECKUM MepaM 3alluuThl. Pacuér kelica: yreuka
JAHHBIX — OTTOK KJIMEHTOB — Pacd€T roA0BOM MOTEpH BbIpydku. ['pymnmoBoe
OOCyXKJIeHHe: KaKue TEXHHYECKHE CPEACTBA MOIJIM Obl CHU3UTHh PUCK YTEUKH
(DLP, mudposanue, SIEM) 1 kakoBa ux npumepHas CTOUMOCTh?

Tema 4. Yupasiienue Ju4HbIM nu¢posbiM cieaom (IIKc-17.1)

[MudpoBoit cnen: mnoHsATHe, BHAbI (aKTUBHBIM, naccuBHBIN). Kak
dbopmupyeTcsi, Kakhe JaHHbIE OCTaBISAIOT MOJb30Barenu. lloueMy BakHO
VOPABJISTH JIMYHBIM LU(POBBIM CJIEAOM: YIpo3bl (COIMaTbHAS WHKEHEPHS,
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JUCKpEeNUTalusl, IIaHTaX, YTEYKHM) U Npo(decCHOHATbHBIE PHUCKH IS
CHEIMATUCTA [0 SKOHOMHUYECKOH Oe3onacHocTu. [IpuBs3Kka akkayHTOB K HOMEpY
TenedoHa: PUCKM M albTepHATUBBL. EaWHas Toyka OTKa3a, CHUM CBOIIMHI.
Hcnonb3oBaHuE BHUPTYyalIbHBIX HOMEPOB, BPEMEHHBIX HOMEPOB. MeTobl
«3aMEeTaHusl CJIEOB» W CHWKEHUS BUIUMOCTH: ¥YJaleHHE Y4YETHBIX 3aIlUCEeH,
3ampoc Ha yAaJeHWe JaHHbIX (TpaBO Ha 3a0BeHue); Hcmonb3oBaHue
NICEBJIOHUMOB, CE€rMeHTanusi LHUPPOBBIX Mpoduier (IMuHbI, padouuii,
nyOnuyHblii); Bpemennsie email-aapeca, BpeMeHHbIEe HOMepa TelaehOHOB IS
peructpanuu B cepBucax; Hactpoilku mpuBaTHOCTU B COICETSAX, OTpaHUUYCHHE
BUJMMOCTH CTapbIX MyOIMKaluii, 3amuTa OT TpeKUHra: Opaysepsl ¢ (POKycoM Ha
IPUBATHOCTb, PEXKHUM  WHKOTHMTO, HCIIOJIb30BAHWE  IMIM(PPOBAHUS U
TYHHEJIMPOBAHUA JUIsl MOJKItOUeHus K cetH; [IpotuBozeiictBue fingerprinting
(otmeuarkam Opay3epa); YrupasiaeHue daiiaMmu cookie, 0TKa3 OT OTCICKUBAHUS;
VYupasnenne wmetamaHHbiMH U3 (daiinmoB (poro, moxkymeHTHI). besomacHoe
ucrnosib3oBanue MM cepBUCOB: MHHUMU3ALMS JaHHBIX, HCIIOJIb30BaHUE
BPEMEHHBIX AKKayYHTOB. IHCTpPYMEHTBHI MOHUTOPHUHTA CBOErO LIU(PPOBOIO Cleaa:
MOUCK MO ce0e, CEPBUCHI yTEUEK.

IIpakTHueckoe 3aHATHe

WunuBuayanbHas pabora: riayOOKuil aHaiu3 COOCTBEHHOIO IU(POBOTroO
ciena — nouck no ®UO, email, renedony, Hukam. CTy1eHTHI (GUKCUPYIOT, KAKYIO
uHQOpMAIIMI0O O HHUX MOXKHO HaWTH, W OIEHHBAIOT pHUCKU. Pabota ¢
MeTaJaHHBIMH: CTYyJIeHTaM BbIIAETCs (pororpadusi, OHU C MOMOIIbIO OHJIANH-
MHCTPYMEHTOB (WM uepe3 CBOIcTBa (pailia) MpocMaTpUBAIOT METa/laHHBIE
(reosokanuio, 1aTy, MOAENIb YCTPOUCTBA) U YIAIAIOT UX HEepe]] «ITyOIuKauein.
Keiic: «Kak s mory crtate HeBUAMMBIM 1jisi OSINT?» — cTyneHTsl B rpymnmax
pa3padaThIBAIOT YEK-JIUCT JACUCTBUH IS CHIDKCHHS ITU(POBON BUIUMOCTH (HE
meHee 10 mynkroB). Pednexcus: obcyxnenue 6amaHca Mexay aHOHUMHOCTBIO
HEOOXOIMMOCTBIO ObITh HAACHHBIM (U1 Kapbephbl, 1€JTOBBIX KOHTAKTOB).

Tema 5. IIpaBoBas 3amurTa penyranuu B ungposoii cpeae (I1Kc-17.1)

Konctutynus PO.

VYmpasnenue penytanueii: OCHOBHbIE HOPMATHBHbBIE aKThl, KacarolIUecs
3alllMThl YECTH, JOCTOMHCTBA M JIEJOBOM pemyTanuu B LUPPOBOM cpene:
OenepanpHbii  3ak0H 0T  02.10.2007 Ne229-d3 «O06 HUCHOTHUTEILHOM
npousBojacTBe». ['paxmanckuii kogexkc P® (cr. 152 TK P®d). denepanbhbiii
3akoH oT 27.07.2006 Nel49-®3 «OO06 wunHbpopManuu, HHGHOPMAIIMOHHBIX
TEXHOJIOTUSX U O 3aIUTe UH(POpMAITUNY.

3ammTa MNEepCOHAJIBHBIX JaHHbIX B ceTu: DenepanbHbIi 3aKOH OT
27.07.2006 Nel52-@3 «O mnepcoHANbHBIX JaHHBIX». DenepanbHbIl 3aKOH OT
27.07.2006 Nel149-®3 «O0 undpopmanuu, HHOOPMALMOHHBIX TEXHOJOTHUSAX U O
3amute uHbopmanun». IloctanoBnenue IlpaButensctBa PO ot 29.06.2021
Ne1046 «O denepanbHOM roCcyJapcTBEHHOM KOHTpOJIE (HaA30pe) 3a 00paboTKOM
NEepPCOHANbHBIX AaHHbIX». [Ipuka3 Pockomuangzopa ot 24.02.2021 Nel8 «O06
YTBEPXKJICHUU TpeOOBaHUI K COAEp)KaHUIO corjiacuss Ha 00paboTKy
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NEPCOHAIBHBIX JAHHBIX, Pa3pEUIEHHBIX CyOBEKTOM MEPCOHATBHBIX JaHHBIX IS
pacupoCTpaHEHUs.

HopMmartuBHoe perynupoBanue uaeHTUGUKALNMU Yepe3 HoMmep TenedoHa:
@3 Ne 149 @3, TpeboBaHus K OnepaTopaM CBSI3U, 3aKOH «O MPU3EMIICHUN.

VYronoBHas 1 AAMUHUCTpATHUBHASI OTBETCTBEHHOCTh B c(hepe yrpaBieHUs
uudpoBoil penmyrauueid u O6e3omacHocTd. [IpaBoBbIE acMEKTbl MCIOIb30BAHUS
NH-cepsucos B Poccun.

[Iponienypel:  nocyaebHoe oOpaieHue, BHecyaeOHas OJIOKMPOBKA
(PockoMHamzop), cyaebHas 3ammura.

[IpakTrueckoe 3aHsTHE.

AHanu3 cy/1eOHOM MPaKTUKU: PEIICHUE Cy/1a O 3alUTE 1€JI0BOM permyTaluu
opyuandeckoro jauia (yaajleHue OT3bIBa C caiita oT3oBuKa). CocTaBiieHUE
3agBieHuss B PockomMHam3op o mnpu3HaHUM HHQOpPMALMU 3anperi€HHOM.
PazpaboTtka mokampHOTO akTa: «llopsmox wucmonms3oBanuss UM cepBucoB B
OpraHu3aliu» — 3aIpPeT Ha 3arpy3Ky MEPCOHAIBHBIX JTaHHBIX U KOMMEpPUYECKOU
TaliHbl, 00A3aTeNbHOE cornacoBanue. Kelic: komnanus omTpadoBaHa 3a yTEUKy
JAHHBIX, MPOU30LIEIIIYIO U3-32 UCIIOJIb30BaHUS COTPYIHUKaMU myoinyHoro M
cepBuca. AHanu3 MpaBoBbIX nocieAcTBui. Keric: «bpIBIIMN COTPYIHHUK MUALIET
HEraTUBHbIE TOCTHI O KOMIIAHMM B COLICETAX, Ha3blBas PYKOBOAUTENEH
MOIIIEHHUKAMU» — KaKUe€ TPABOBbIE MEXAHU3MbI IPUMEHUMBI?

Tema 6. Opranu3zanuOHHbIE HHCTPYMEHTBI: NOJMTHKH, KOJEKCHI,
B3aumojaeiicreue noapasaeaenuii (IKc-17.1)

Ponp BHYTpEeHHHMX [OKYMEHTOB B yIIpaBiieHUMU pemnyrtanuen: llonutuka
nHpopManmornHo Oe3omacHocTH; Koaekc mmdpoBol STHKU (TOBEACHHE B
COIICETSX, MCIOJIb30BAHHE KOPIOPATUBHBIX M JIMYHBIX YCTPOMCTB); Pernament
pearupoBaHuss Ha MHUWJCHTHL. B3anmmonencTBue MNOApa3IeNeHUd NpH
penyTalMOHHOM  Kpu3uce:  Cciyk0a  HUHPOpMaIMOHHON  OE€30MacHOCTH;
IOPUINYECKUI OTJIEN; CIIyk0a CBsi3el ¢ 0OLIECTBEHHOCTHIO; CITyK0a yrnpaBlieHUs
nepcoHanoM. Ha3HaueHne OTBETCTBEHHBIX. PerynaropHsie TpeOoBaHUSA K
packpeiThio uHpopmanuu 00 wunHIMaeHtax (bank Poccuun, Pockomuan3zop,
OCTIK).

[IpakTHueckoe 3aHsTHE:

Paszpabotka ¢pparmenta «Konekca nudpoBoil STUKHA COTPYTHUKAY B MAJIBIX
rpynmnax, npe3enranus. PojieBas urpa: MHUUJICHT «yTE€UKa JAaHHBIX KJIUEHTOB» —
pacnpeneneHue pojeit (mupekrop, HadanbHUK Wb, ropuct, PR wmenemxep),
KaXJasi pojb O3BYYMBAET JICUCTBUS B IMeEpBble 2 4aca. AHaIU3 THUIIOBOU
[Tomutukn  MHGOPMAIMOHHON  0e30macHOCTH  (BBIJICICHHUE  ITOJIOKCHHM,
BIIMSAIONIUX Ha PEMYTAIHIO).

Tema 7. Texnosioruu MOHUTOPUHIa U aHaju3a penyrauuu. (IIKc-17.1)
TexHuueckre cpecTBa 3alUThl MH(POpMALUK, BIHUSIOUIME HA PNy TALHIO:
AntuupychHoe [10 — 3ammTa ot BpemoHocHoro I10, KoTopoe MOKET IMTPUBECTH K
yTeuKe JaHHbIX WK B3noMy akkayHToB; DLP (Data Loss Prevention) — KOHTpOJIb
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nepenayn JaHHBIX, MPEAOTBpAIeHHE yTeueK dyepe3 email, oOmauHbie CEpBUCHI,
MECCEH/DKEphI, BKJtouass oTmpaBKy maHHbXx B MU-cepsucer; SIEM (Security
Information and Event Management) — meHTpaJM30BaHHBIA cOOp W aHaIU3
cOOBITHI O€30MaCHOCTH JJIsl paHHEero oOHapyxeHusi uniuaeHtTos; WAF (Web
Application Firewall) — 3amuTa BeO-nipriioKeHHU OT B3J1I0Ma, IOJIMEHBI CTPaHMUIL.;
Cpeacta 3aumuThl oT DDoS-arak — npe1oTBpalleHne HeJJOCTYITHOCTH CEPBHCOB;
udpoBanue naHHbIX — 3amMTa UHGOPMAIMM TPU XPaHEHUH U Tepenaye;
Muorodakrtopnas ayrentudukamuss (MFA) — 3ammra oT cUM-CBONMHIra u
KOMIIPOMETAIMU akKkayHTOB. HcTpyMeHThl MOHUTOpUHra CMU 1 conmenua:
MPUHIUIBI Pa00THI, METPUKH (TOH, OXBAT, BOBICUEHHOCTD ).

OSINT (Open Source Intelligence) kak UHCTpYMEHT 3amuThl: YTO Takoe
OSINT, ormnume ot pasBenku. JlerambHbie Metoabl OSINT: mouckoBbie
OIepaTopbl, CEPBUCHI MPOBEPKH yTEUEK, aHATN3 METaJaHHbIX, COOp HHPOpMAIIH
u3 cotcereil. Mcnonb3zoBanue OSINT 1711 MOHUTOPUHTA eIy TALMK: BBISIBICHHUE
YIOMHHAHUH, yrpo3, HHCAWJIEPCKON AKTUBHOCTH, YTE€UEK JAHHBIX. 3alUTa OT
OSINT-coopa. IlouckoBble omepartopsl s BbIABICHHS HerathBa. SEO-
penytauus (SERM): meronsl BeiTecHeHMs] HerathBa. MU-uHCTpyMEHTBI Uis
MOHHUTOPHMHIA pEeIyTalMy: HCIOJIb30BAHUE HEUpPOCEeTEeH Ui  aHaiIu3a
TOHAJILHOCTHU, TPOTHO3UPOBAHUS PEIYyTAMOHHBIX PUCKOB.

[IpakTHueckoe 3aHATHE:

AHanu3 OTKpPBITBIX Tpoduiield coTpyaHUKOB (0e3 mepexoda B 3aKpbIThIE
pasfenbl) — CTYACHTHl MIIYT JaHHbIE, KOTOpblE MOIJIM Obl HCIOJIb30BaTh
3JIOYMBIIUICHHUKHU. 3aJaHue: COCTAaBUTh CIHCOK M3 3 KIIOYEBBIX CJIOB IS
MOHMTOpPUHIA pemyTaluu (BKJIouyas HoMep TenedoHa PyKOBOAMUTENS, €CIM OH
nyonmueH). ['pynmoBoe 3amaHue: paspaboraTh KpaTkwmii dYek-nuct «Kak
samuTUThCs 0T OSINT-cOopay s COTPYIHUKOB OpraHU3alIiH.

Tema 8. KommiekcHoe ynpap/jieHue MHIUACHTAMH U BOCCTAHOBJICHUE
penyrauuu (ITKc-17.1)

[loHATHE WHUOUIEHTA C PENyTAlUOHHBIMU TOCJIEICTBUSMH. Tarbl
pearupoBaHus:  oOHapykeHue, cOOp  JOKa3aTelabCTB,  CIAEPKUBAHUE,
KOMMYHUKAIIUS, TMOCT WHIMJACHTHBIM aHanu3. WHIUIAEHTHI, CBSI3aHHBIE C
COBPEMEHHBIMH YIpO3aMH: CUM CBOIIMHI M KOMIIPOMETAIIMSl BCEX AKKAyHTOB;
munderk 3BOHKM M BHJIEO C HCIOJIb30BAHUEM T0JIOCA/U300paKEeHUS
PYKOBOJUTENS; 3arpy3ka KOH(PUACHIIMAIBHBIX JaHHBIX B MmyOmuuneie WU
cepBHCHI; quishing araku Ha coTpyaHukoB; OSINT-ataku (c6op undopmanuu
Ui couMaibHOM uWHKeHepuu). Ponb TexHuueckux cpeacts u OSINT B
paccienoBanny HHIMAEHTOB. Mcnionbs3oBanne OSINT a1 BBISIBICHUS yTEKIIUX
JAHHBIX, (PEHKOBBIX AKKAYHTOB, PaCIIPOCTPAHUTEIICH HETaTUBA. AHTUKPHU3UCHBIC
KOMMYHUKAIIUU: TPUHLUIBI, TaWMHUHT, OTBETCTBEHHbIe Juna. I[lpumepsl
YCHEIIHOIO W HEYCHEIIHOI'o YMIpPaBJICHUs WHLIMJEHTaMU. BoccTaHoBieHHe
penyTaluu: NPOrpaMMBbI JIOSJIBHOCTH, MPO3PAaYHOCTh, OOYUEHHE MEePCOHAIA.

4. Tunsi OLCHOYHbLIX MaT€pPpHaJI0B, MIOKA3ATEC/IN U KPUTCPUHA OLNCHUBAHUSA
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4.1 Ouenounble Marepuanbl no auciuiimHe bl.B.24 «Ynpanenue
upoBOil OE30MaCHOCTHIO» BXOMST B COCTAaB OICHOYHBIX MAaTEPUAIOB TIO
oOpa3oBarenbHON iporpamme. COBOKYITHOCTh OIICHOYHBIX MAaTEPUAJIOB IO BCEM
JUcUMIUIMHAM (MOAYJIAM) 00pa3oBaTebHOM MpOrpaMMbl COCTaBISIET (HOH]T
oueHouyHblx cpencts (gaiee — GOC). ®OC ucnonb3yercs Npu MPOBEIACHUH
TEKYIIer0  KOHTPOJS  YCIEBAEMOCTH U  MPOMEKYTOUHOM  aTTeCTaluu
oOyJarommxcsi C  IeJbI0  OLECHUBAHMUS  JOCTHKEHUS  OOy4arolMMUCs
IJIAHUPYEMBIX PE3yJIbTaTOB O0yUYCHUSI.

4.2. ®OC pa3zpaboTaH KaK KOMILIEKC MPOBEPOUHBIX 3aJJaHUM Pa3IUYHOTO
THUIIA U YPOBHS CJIOKHOCTH, BKIIFOUAET KPUTEPHUH U IIKAJIBI OLICHUBAHUS, a TAKXKE
«KJTFOYM» MpaBUIbHBIX 0TBETOB. POC dhopmupyeTcst Kak OTAETbHBIN JOKYMEHT
Y XPAHUTCS B AEKTPOHHOM BUJE, nocTyn kK DOC mpegoctaBieH OrpaHUYEHHOMY
KpYTY JIHII.

4.3. Jlna caMOCTOSITENIbHONW PabOThl OOYYaIOMIUXCSl TIPH TOATOTOBKE K
TEKYIlIeMYy KOHTPOJIIO YCIEBAEMOCTH U IPOMEXYTOUHOM arTecTanuu B pabouux
nporpaMmax JTUCIUIUIMH pa3MeIleHbl TUIIOBbIEC TPOBEPOYHBIC 3aJaHus1, KOTOPHIC
MOXHO YCJIOBHO pa3/ieliuTh Ha 3aJaHUsl 3aKPhITOr0, KOMOWHHPOBAHHOTO U
OTKPBITOT'O TUIIOB.

3ajaHus 3aKPHITOTO THIA — ATO TECTOBBIC 3aJaHUsI, B KOTOPBIX KaXKIbIN
BOIIPOC COMPOBOXKIAETCS TOTOBBIMU BapHaHTAaMU OTBETOB, U3 KOTOPBIX
HE00XO0IMMO BBIOPATh OAWH WM HECKOJIBKO PABUIIbHBIX.

3ananusi KOMOMHUPOBAHHOTO THUIA — 3TO TECTOBBIE 3a/IaHUsI, B KOTOPBIX
KaXJIblii BOIIPOC COMPOBOKIAETCS TOTOBBIMM BAPUAHTAMU OTBETOB, U3 KOTOPBIX
HE0OXOIMMO BHIOpATh OJUH WM HECKOJIBKO MPaBUIIBHBIX U O0OOCHOBATh CBOU
BBIOOD.

3afaHusi OTKPBITOrO TUIA — 3TO 33JaHUs, B KOTOPBIX Ha KaXK]IbI BOIPOC
JTIOJKEH OBITh MPEJJI0KEH pa3BePHYThIN 00OCHOBAHHBIN OTBET.

B 3aBucumMocTH OT TuUma 3aJaHUS PEKOMEHAOBAHBI OIpe/eeHHast
MOCJIEI0BATEILHOCTh  BBIMIOJHEHUSI M CHUCTEMa OICGHUBAHUS BBITIOJHEHUS
3aJIaHUH.
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4.4. Tunbl 3a1aHUH, CEHAPUU BBIIIOJIHEHUS, KPUTEPUU OLICHUBAHMUS

TUIT 3BAJAHUA

NMHCTPYKLUA

CHEHAPHU BBITIOJIHEHUA

KPUTEPUU OUEHVBAHUA

3amanue 3aKphITOro
THIIa C BEIOOPOM
OJIHOTO MPaBUIHLHOTO
OTBETa M3 HECKOJIBKHX
BapHUaHTOB
MIPETOKECHHBIX

[IpounTaiite TEKCT,
BbIOEpUTE
MIPaBUJIBHBIN OTBET

1.BHuMaTennHo IMpOYNTATh TCKCT 3aJIaHUA U ITIOHATD,
YTO B KAa4€CTBEC OTBCTA OKHMAACTCA TOJIBKO OAMH U3
NPCAJTOKCHHBIX BAPUAHTOB.

2. BuumarensHo MpoOYnTaTh NPCIAJIOKCHHBIC
BapUaHT-ThI OTBCTA.

3. BoiOpaTh 0J1uH BEpHBII OTBET.

4. 3anucatb TOJIbKO HOMEp (WK OYKBY) BEIOPAHHOTO
BapHaHTa OTBeTa (Harpumep, 3 wiu B).

OTBeT cunTaeTcs BEPHBIM, €CITH
IIPaBWIBHO YKa3aHa Ludpa wiu
OykBa

3aHaHI/Ie 3aKPBITOTO
TUIIA HA YCTAaHOBJICHUC
COOTBECTCTBHUA

[IpouuTaiite TeKCT U
YCTaHOBUTE
COOTBETCTBUE

1.BaumaTenbHO MMpOYUTATh TCKCT 3aJIaHUA U ITOHATD,
4TO B KAYCCTBC OTBETA OKUAAIOTCA IMAPbI 3JICMCHTOB.

2. BuumarenbHO MpOYUTaTh 00a CIIUCKA: CIIUCOK 1 —
BOIPOCHI, YTBEPXKACHUS, (PaKThl, IOHATHS U T.1.;

CITMCOK 2 — YTBCPIKACHNA, CBOMCTBA 0OBEKTOB U T.H.

3. ComocTaBUTh JIEMEHTHI CIIUCKA 1 ¢ dlIEMEeHTaMu
cncka 2, chOpMUPOBATH MAPHI AJIEMEHTOB.

4. 3anucatb nomnapHo OykBbl U IUDPHI (B
3aBHCUMOCTH OT 3aJlaHHs1) BApPUAHTOB OTBETA
(manpumep, Al nnu b4).

OTBeT cynTaeTCsi BEpHBIM, €CIIH
NPaBUWIBHO YKa3aHbI HUPPHI WK
OYKBBI

3alaHue 3aKpBITOTO
THUIIa C BEIOOPOM
HECKOJIBKUX

[IpounTaiite TEKCT,
BbIOEpUTE
IIPaBUJIBHBIE OTBETHI

1.BaumMaTensHO MMpOYUTATh TCKCT 3aJIaHUA U ITIOHATD,
YTO B KAa4C€CTBC OTBECTA O KMAACTCA HECKOJIBKO
MPpaBHUJIbHBIX OTBCTOB U3 MPCAJIOKCHHBIX BAPUAHTOB.

OTBeT cunTaeTCst BEpHBIM, €CIIH
IIPABWJIBHO YCTaHOBJIEHBI BCE
COOTBETCTBUS (TIO3ULIUU U3
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MIPAaBUJIBHBIX OTBETOB
13 HECKOJIBKHUX
BAPHUAHTOB
MPEII0KEHHBIX

2. BHMMaTenpHO MPOYUTATH MIPEITIOKEHHBIE
BAPUAHT-ThI OTBETA.

3. BeiOpaTh HECKOIBKO TTPABUIILHBIX OTBETOB.

4. 3anucath TOJIBKO HOMEpa (MK OYKBBI)
BBEIOpAHHOTO BapuaHTa OTBeTa (Hampumep, 1 4 umu A
D).

OJTHOT'O CTOJIOIa BEPHO
COIOCTABJICHBI C MTO3UIUSMH
JIPyToro)

3a/iaHue 3aKpBITOTO
THUIIA HA YCTAHOBJICHUE
HIOCJICI0BATEIBHOCTH

[IpounTaiite TeKCT U
YCTaHOBUTE
IIOCJIEI0BATEIbHOCTh

1. BaumarensHO MpoOYrTaTh TCKCT 3alaHUA U
IIOHATH, YTO B KAYCCTBC OTBETA OXKHNAACTCA
IOCIC0BATCIIBHOCTD DJICMCHTOB.

2. BEHuMaTenpHO MpoYnTaTh NPCIJIOKCHHBIC
BapHUaHTbI OTBETA.

3. I[locTpouTh BEpHYIO MOCIEI0BATENBHOCTD U3
MIPEAJIOKEHHBIX DJIEMEHTOB.

4. 3anucatb OYKBBI/IIUQPHI (B 3aBUCIMOCTH OT
3aJjaHMs) BApUAHTOB OTBETA B HYKHOU
nocyeaoBareabHocTy (Harpumep, bBA nnm 135).

OTBeT cuuTaeTcs BCPHBIM, €CJIN
MPaBUIBLHO yKa3aHa BCs
MOCJIE€A0BATEIBHOCT UGD

3anaHue
KOMOWHHUPOBAHHOTO
THUIIa C BEIOOPOM
OJTHOT'O TIPAaBUIIBHOTO
OTBETA W3
NPEUTOKEHHBIX U
000CHOBaHHEM BBIOOpA

IIpounraiite TEKCT,
BbIOEpHTE
MPaBWIbHBIN OTBET U
3aMUIINTE
apryMEHTHI,
000CHOBBIBAIOIIIIE
BBIOOp OTBETA

1.BHMMaTenpHO MMpOYUTATh TCKCT 3aJIaHUA U ITOHATD,
YTO B KA@4CCTBEC OTBCTA OKHUAACTCA TOJIBKO OAMH M3
NPCAJIOKCHHBIX BAPUAHTOB.

2. BamMmarenbpHO IMPOYUTATh NPEII0OKCHHBIC
BapHaHThbI OTBCTA.

3. BeiOpaTh OJ11H BEpHBII OTBET.

4. 3anucath TOJIBKO HOMEp (W1 OyKBY) BEIOPAHHOTO
BapHaHTa OTBETA.

OTBeT cunTaeTCsl BEpHBIM, €CIIH
NpaBWIBHO yKa3aHa mudpa uimu
OyKBa U IIPUBEIECHBI
KOPPEKTHBIE apIyMEHTHI,
HCIIOJIb3yEMbIE IIPU BHIOODE
OTBeETa
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5. 3anucaTh apryMeHThbI, 000CHOBBIBAIOIIUE BBIOOP
oTBera (Hampumep, 4 TeKCT 0OOCHOBAHWS).

3a/laHue OTKPBITOTO
THUIIA C Pa3BEPHYTHIM
OTBETOM

[IpounTaiite TeKCT U
3aMUIINTE
pa3BEpHYTHIN
000CHOBaHHBIN OTBET

1. BaumarensHO MMpOYUTaATh TCKCT 3alaHUA U ITIOHATH
CYTh BOTIpOCA.

2.IIpogymaTh JOTHKY M IOJIHOTY OTBETA.

3.3anucarb OTBET, UCHOJIb3YSl YETKHE KOMITAKTHbIE
(OpMYITHPOBKH.

4.B ciiyyae pacyeTHOM 3a/1au, 3a1IMCaATh PEIICHUE U
OTBET

OTBeT cuuTaeTcs BCPHBIM:

1. OrcyrcTBHE (aKTHUECKUX
OIINOOK.

2. PackpeiTe 00bema
UCIIOJIb3YyEMBIX MTOHATUI
(monHOTa OTBETA).

3.000CHOBaHHOCTH OTBETA
(Hamu4Ke apryMeHTOB).

4. Jlornueckast
[IOCJIEI0BATEEHOCTD
M3JIaraeMoro Marepuaia.
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4.5. OOmas mKajga OIICHUBAHUS PE3yIbTATOB TEKYIIETO KOHTPOJISA
YCIIEBAEMOCTH M TIPOMEXYTOYHOM aTTecTauu o0ydaromuxcs ¢ mpuMenearnem bPC

ECTS
Hrorosasn T bunapuas | ]
0a/uIbHas OllEeHKA PAHIUHOMHAN CHETEMA cucTeMa wnomnoii | /1'% Dunapnoi
95-100 O MO A P/ Passed
85-94 B P/ Passed
75-84 Xoporo 3a4TeHO C P/ Passed
65-74 D P/ Passed
55-64 VY 10BJIETBOPUTEIIBHO E P/ Passed
0-54 HeynoBiieTBOpUTEIBLHO He 3auTeno F F/Failed
CooTHomieHue OayuioB 32 TEKYUIMA  KOHTPOJIb  YCIEBAEMOCTH M

MPOMEKYTOUHYIO ATTECTAIMIO, & TAKKE MOBTOPHYIO MTPOMEKYTOUHYIO aTTECTALUIO:

MakcumanbHast cymma | MakcumaibHas MaxkcumanbHas MakcumanbHas
0aJLIIOB 3a TEKyLIU cymmMma 0ajioB 3a UTOTOBast cymMa 0asioB 3a
KOHTPOJIb MIPOMEKYTOUHYIO OayTbHAs MMOBTOPHYIO
yCIIeBaEMOCTH aTTECTalUI0 OIICHKA MIPOMEKYTOUHYIO
aTTECTallUI0
60 GaioB 40 GanoB 100 6amioB 100 6aioB

5. (I)OpMLI aTTeCTallui, THIIOBbIC OLICHOYHbIC MaTEePHUAJIbI AJd TEKYLIEI0
KOHTPOJIA YCIIEBACMOCTH oﬁyqamumxca, KPHUTECPHUH U IIKAJbI OICHUBAHUA
10 KOHTPOJBbHBIM TOYKaM

5.1. B xone peanuzauuy AUCHUIUIMHBI UCHOJB3YIOTCS CIAEAYIOIHE (HOPMbI
TEKYIIIETO KOHTPOJISI YCIEBAEMOCTH OOydYaromuxcs (B TOM 4YHUCIE, 3aJlaHus K
KOHTPOJBHBIM TOYKAM):

OJHOTO OTBETA,

TCCTUPOBAHUC (BKJIIO‘laH 3alaHUd 3aKpPBITOIO THIIA C BI)I60pOM

C BI)I60p0M HCCKOJIBKMX OTBCTOB, Ha YCTAHOBJICHHC

COOTBETCTBHS, HA YCTAaHOBJICHHE IIOCIEIOBATEIbHOCTHA, a TaKXe 3aJaHusfd
KOMOMHHMPOBAHHOTO THMa ¢ 000CHOBAHUEM);

poiieBasi Wrpa,

AUCKYCCHA,

npaktuueckue 3aganusa (I[13) B ¢popmax: kelic-ananus, paborta B
MaJbIX TpyNmax, JeioBas urpa,

IpyIInoBoe

O6CY)KIIGHI/IG, HHAWBUAYAJIBbHOC 3aaHNC, pa3pa60TKa YCK-JIMCTOB M JIOKAJIBHBIX

aKTOB, IIPAKTUKYM
YCTHBIN ONpOC.

[IpodeccuonanbHo-uccnenoBarenbekoe 3ananue (11143)

5 2_ Tunoseie

OLICHOYHBIC

MaTepuabl

JJIsL

YCIEBAEMOCTH 00y4arOMINXCcs (BHE KOHTPOJIBHBIX TOYEK):

TEKYILEeTOo

KOHTPOJIS
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Tema 1. llndposast penyrauus opraHu3aluu U JUYHOCTH

Bonpocs! ajs1 yerHoro onpoca (YO):

1. Maiite onpenenenue nuppoBoi penyranuu. B uém e€ otnmuue ot
UMHIKA U Opena’?

2. W3 Kkakux 5JIEMEHTOB CKJIAJbIBACTCS PEMyTAalMOHHBIM KamuTall
opranuzaiuu’?

3. Kakne MeTpuKM UCHONB3YIOTCS MJIA KOJMYECTBEHHOM OLICHKU
penyTtanuu? [losscCHUTE SKOHOMHUYECKUI CMBICTT KaXKI0H.

4. Kakune sxkoHOMUYECKHE MOCIEICTBUS BICYET MOTEPS peMyTALUU AJISI
(buHaHCOBOI OpraHu3aIuu’?

S. Ilouemy nuyHas penyranus CHEHUAINCTA IO 3KOHOMHYECKOU

0e30macHOCTH BakHA JyTs opranu3anuu’? [IpuBeaure apryMeHTHI.
Tecrosbie 3apanus (T):

1. Kakasi MeTpuKa u3MepsieT rOTOBHOCTH KJIHEHTA PEKOMEH/I0BATh KOMIIAHUIO
apyrum?
a) MeauauHekc
b) Unnekc norpedurenbekoit osibHOCTH (NPS)
c¢) Croumocts npusneuenus kiaueHta (CAC)
d) Koaddumument aBToHOMUM

2. Uro "3 1NepevyHCIEeHHOT0 OTHOCUTCA K MNPSIMbIM 3JKOHOMHYECKHUM
NMOCJIeACTBUSM YTEUKHU MEPCOHATbHBIX TAHHBIX?
a) Poct kanuranuzamuu
b) OTTOK KIIMEHTOB U MAJICHUE BBIPYUKU
¢) YBenn4eHrne HaIOrOBOM CTaBKHU
d) CHuxeHue Kypca HallMOHAIBHOM BaIOThI

IIpakTnyeckue 3aganus (I13):

3apava 1. Y ¢uHaHCOBOI OpraHu3amuu npousonnia yreuka gaaaeix 10 000
kiuenToB. [ltpad Pockomuamzopa — 500 thic. py0. OTTOK KIMEHTOB — 4% OT
yTekuiei 6a3pl. CpeiHuii 10X0/1 OT 0AHOT0 KiueHTa B roj — 6 000 py6. Paccuuraiite
¢buHaHcoBble mOTEepu OT yTeuku (mrpad + orrok). Crenaiite BBIBOA O
penyTalmoOHHOM yIepoe.

3agaua 2. IlocTpoiiTe kapTy penyTalMOHHbIX Yrpo3 st tunoBor MT-
KOMIIaHUU (He MeHee 3 yrpo3). Jlid KaxAoW YKaKUTE€ HCTOYHHK YIPO3BI,
BO3MOYHBIE ITOCJIEACTBUS U NPEJI0KUTE OHY MEPY MPEAOTBPALICHUS.

3aganme 1. Haiinure B oTKpbITBIX HcTOYHMKaX (CMMU, 0a3bl cyneOHBIX
pELICHMI) MpUMep PEeaNbHOro CyJeOHOro Cropa O 3allluTe JIEJOBOW pernyTanuu
OpraHu3alliy B CBSI3M C YTE€UKON AaHHBIX. ONUIINTE CyTh Jena, peuieHue cya u
pa3mep kommeHcauuu. CrenaidTe BbIBOA O JOCTaTOYHOCTH CYIIECTBYIOIIMX
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IIPaBOBBIX MEXaHU3MOB.

3ananue 2. IIpoBeaute cpaBHuTEnbHbIM aHanu3 NPS  (uHzekca
NOTPEOUTEIHCKON JOSIBHOCTH) ABYX POCCHMCKMX OaHKOB 3a MOCIEIHUE 2 roja.
Kak cBs3anbl n3menenuss NPS ¢ myOnnyHbIMM MHIMAEHTAMH HUHQOPMALUOHHOM
oe3onacHoctu? IIpencraBpTe BHIBOJIBI B BUIE KpaTKoro otyéta (1-2 cTp.).

Tema 2. OcHoBHBIE YIpo3bl LM (POBON penyTauuu

Bomnpocs! ais1 yctHoro onpoca (YO):

1. IlpuBenure kimaccudukamuoo yrpo3 uupoBoit penyTanuu (BHEIIHHE,
BHYTpEHHHE, HOBbIE). [IpuBeuTe MpuMephI.

2. Yro Takoe SIM-cBonuHr? ONUIINTE MEXaHU3M aTAKU U €€ MOCIEACTBHUS.

3. Kak 31OyMBIIIJIEHHUKH  MOTYT  HMCHOJB30BaTh  JAUMNQPEHK-3BOHKUA IS
JUCKPEIUTAIIUU PeryTaluu?

4. Kakue pucku  co3ma€r  ucnosb3oBanue  nyosmunbix — MH-cepBucon
COTpyJHUKaMu?

5. Kakue ¢akropsl yCWIMBAIOT peNyTalMOHHBIA yIIepd NpU HACTYIUICHUU
HHIOAACeHTA?

TectroBblie 3aaanus (T):

Kakue yrpo3nl OTHOCATCSI K HOBBIM YIrpo3aM JIMYHBIM JaHHBIM
(mocexanue 5 jer)?

a) SIM-cBonuHr

b) Bupyc-mudpoBanbiiuk

¢) Quishing (pummar yepe3 QR-kob1)

d) Jdumdetik-3BoHKH ¢ ucnonb3oBanrueM NN

HpakTnueckue 3aganus (I13):

3agaya 1 (keiic «CHUM-CBONMMHI). 3IOYMBIIUIEHHUKHN IE€PEBBITYCTHIIN
SIM-kapty (QuUHAHCOBOrO JUPEKTOpa KOMIAHWHM, TMOJYYWJIA JOCTYyN K
KOPIOPAaTUBHOM MOYTE M Pa3ocialy JIOKHbIE cueTa KOoHTpareHtam. Onummre
penyTaloHHbIE MOCIEICTBUS JJI1 KOMIAaHUU U MPEJIOKUTE HE MEHee TpEX Mep
PEAOTBPAICHUS.

3agaua 2 (OSINT-keiic). CTyaeHTy NpeAoCTaBIsI€TCS OTKPBITHIN MpOodUih
yenoBeka (DU O, ropos, Mecto paboTsl, poTo). Mcrnons3yst MOUCKOBBIE OTIEPATOPHI,
HaWUTe MaKCUMYM HH(MOpMAIUU 0 HEM (JIOJDKHOCTh, KOHTAKTHI, CBsI3H). OnuImTe,
KaKk 3Ta HH(pOpManus MOXKET OBbIThb HCIOJb30BaHA 3JIOYMBIIUICHHUKAMU IS
COLMAJIBHON MHKECHEPUU.

3aganme 1. [Ipoananusupyiite Tpu peasibHbIX ciaydas SIM-cBonunra B PO 3a
nocieanue 2 roga (mo marepuanam cyaeOHoi npaktuku win CMU). Onummre
CXEMBbl aTaKy, HAHECEHHBIN yIIepO U MEphl, KOTOPbIE MPEATPUHSIIN ITOCTPAIaBIIKE.
Cdopmynupyiite pekoMeH1auuu Juist PU3NYECKHUX JIUIL] U OpraHu3aui.

3aganme 2. [loaroTroBpTe aHAIUTHYECKYIO CIpaBKy Ha TeMy «Jlundeiik-
aTaky KaK yrpo3a KOprnopaTUBHOM peryTaluu: TEKyIlee COCTOSTHUE U IPOrHO3 Ha 2
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roga». Hcmonap3yiiTe HE MeHee S5 HCTOYHUKOB (BKIIOYAS 3apyOCKHBIC
uccinenoBanus). O6b6EM — 3—5 cTp.

Tema 3. YnpasieHnue penyTallHOHHbIMA PUCKAMH

Bomnpocs! 1ist yetoro onpoca (YO):

1. PackpoiiTe noHATHE PEMyTAMOHHOIO PUCKA U MEPEUNCINTE ITAIBI
YIIPaBJICHHUS HM.
2. Kak crpoutcss Marpuina «BEpPOSATHOCTh — MOCIEACTBUSL» JUIS

KaueCTBEHHOMW OIICHKU PUCKOB?

3. Yro Ttakoe SLE, ARO, ALE? IlpuBeautre Qopmyny pacuéra
0’KHMJIA€MBIX T'OJIOBBIX MTOTEPb.

4. Ha3zoBute cTparernu pearupoBaHUs HaA PEIMYyTAlMOHHBIE PUCKH
(mpuHATHE, CHUXKEHUE, TIepenaya, n3oeranne). [IpuBeauTe nmpumepsl.

3. Kakue texunueckue cpeactsa (DLP, SIEM, WAF, MFA) nomoratot
CHU3UTH PENyTaIlMOHHBIE PUCKU?

Tectosbie 3aganus (T): YcTaHOBUTE COOTBETCTBHE.

Crparerus
IIpumep npumeHeHus
pearupoBaHus
1. ITpunsarue pucka A. Buenpenune DLP-cuctembl

b. Ilpu3Hanne eAMHUYHOTO HETaTUBHOIO

2. CHUKEHHE pUCKa
oT3bIBa O€3 3aTpar

B. 3anper wucnonp3oBaHUSA MyOJIUYHBIX

3. Ilepenaya pucka NH-cepBrcoB

4. N36eranue pucka I'. CtpaxoBaHue pemnyTalmOHHBIX PUCKOB

HpakTnueckue 3aganus (I13):

3apaya 1. {1 umHTEepHEeT-MarazuHa paccuutansl SLE s TpéX puCKOB:
yTe4YKa JaHHbIX — 3 MJIH pyO., B3jIOM caiita — 2 MJIH PyO., HETaTUBHBIM OT3BIB
osorepa — 0,5 muH py6. ARO cootBerctBenno: 0,2; 0,1; 0,6. Paccunraiite ALE nns
Kaxx1oro pucka. Kakoit puck sBisiercs Hanbosiee KputuuHbiM? [locTpoiite Matpuiry
«BEPOSTHOCTH — MOCIJIEJICTBUSD.

3agaua 2. Croumocts BHenpeHuss DLP-cucremMbr ¢ exeroaHniM
oociyxkuBanuem — 800 toic. pyd. ALE st pucka yTeuku JaHHBIX COCTaBJseT 2,5
MiH py0. Lemecoobpaszno s BHeapsATs DLP? O60ocHYy#TE OTBET.

3apanume 1. [lpoananusupyiTe pOCCUUCKHII PpPBIHOK CTPaXOBaHUS
penyTalMoOHHbIX pUCKOB. Kakue cTpaxoBble KOMIIAHWMU MPEAJaraloT TaKue
npoaykThl? Kakue coObITHS MPU3HAIOTCS CTPaXoBbIM ciiydyaeM? KakoBbl TUTIHYHbBIE

JUMUTHL ¥ (ppaHmmn3bl? Ouennte 3pPEeKTUBHOCTD 3TOr0 HHCTPYMEHTA ISl MAjIoro
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OusHeca.

3aganme 2. Paspaboraiite cuieHapuii nemoBod urpel «Bbeibop crpareruu
pearupoBaHus Ha PeNyTal[MOHHBIE PUCKW» I KOMIIAHUU U3 c(epbl e-commerce.
OnuimmuTe nATh penyTaMOHHBIX PUCKOB, BAPUAHTHI CTPATETUH, POJIA YYACTHUKOB U
KPUTEPUU OLICHKH MPUHATHIX PELICHUIA.

Tema 4. YnpasJjieHune JUYHBIM HHPPOBBIM CJIEIOM

Bomnpocs! ais1 yctHoro onpoca (YO):

1. UYro takoe mudpoBoit ciaen? UeMm oTiauMvaeTCs aKTUBHBIA CEJ OT
MacCCUBHOTO?

2. [Touemy ympaBieHHE IUYHBIM ITU(PPOBBIM CJICAOM KPUTHUYECCKU
Ba)KHO JJIs CIIEIMAINCTa IO SKOHOMHUYECKOM O€30IMacHOCTH?

3. Kakue MeToibl «3amMeTaHus clieIoB» Bbl 3HaeTe? (He MeHee 4)

4. Yro Takoe mpaBo Ha 3a0BEHHE U KaK OHO peanusyercs B PO?

5. Kak 3J0yMBINUIEGHHUKHM MOTYT  HCIOJb30BaTh  MeETaJlaHHbIC
doTorpaduii?

TecroBblie 3apanus (T):

Y10 13 mepeuncJeHHOr0 SIBJISIeTCS AKTUBHBIM HU(PPOBBLIM cJieaoM?
a) [P-anpec nonp3oBaTes

b) Ily6nukanus mocta B COICETAX

c¢) Mctopust moceméHHbIXx caiToB (JIOTH cepBepa)

d) 'eonoxkarnus, nepenanHas MpUIOKeHUEM 0e3 BeJoMa

IpakTuyeckue 3aganusa (I13):

3agaya 1 (aHaqu3 MmeragaHubix). CryaeHty BbIgaércs Qororpadus B
dbopmate JPG. HeoOxonumo ¢ MOMOIIBIO OHJIAMH-UHCTPYMEHTOB (WJIM CBOWCTB
(aiina) onpenenuTb: MOJEb YCTPOUCTBA, AaTy U BpeMs CbéMKH, GPS-koopanHATEHI.
3anucarh HaWJEHHbIE JAaHHbIE U MPEIJIOKHUTh, KaK YyJIaduTh METaJaHHBIC Tepes
myOJIMKaIUEH.

3apava 2 (yek-amcr). PazpaboraiiTe yek-IuCT NeUCTBUN JJi COTPYIHUKA
OpraHu3alid MO0 CHUXEHUI0 IU(POBOM BUIMMOCTH (HE MeHee &8 IIYHKTOB).
Bxurounte metobl 3amuthl o OSINT-cOopa, yripaBieHust npopuiisiMu B COLICETSX,
MCIIOJIb30BaHUSI BPEMEHHBIX HOMEPOB U email.

3aganme 1. IlpoBeaute uccienoBanue COOCTBEHHOTO IMGPOBOTO cCliea:
BBITOTHUTE TIOMCK 1Mo DPUO, email, mukam B SnHpmekc. Onumure, Kakyro
nH(OPMAITUIO O BAC MOKHO HAWTH, OLICHUTE PUCKU (HU3KUH, CPETHUMN, BEICOKUI) U
COCTaBbTE IJIaH JICUCTBUN O UX CHMKEHHIO. Pe3ynbTaTel opopmute B Buae oTuéTa
(2-3 ctp.).

3ananue 2. [Ipoananusupyiite cyaeOHyt0 npakTuky 1o ct. 152.2 T'K PO
(oxpaHa n300pakeHUsl TpaKJaHUHA) U «MpaBy Ha 3a0BeHue» (cr. 15.5 ®3-149).
Haiinute 2—3 pemienus cy0B, rie rpaxaaHe TpeOboBaIM yAIUTh HHPOPMAITUIO O
ceOe 13 MoucKoBoM Bhiauu. Cenaiite BbIBOJ] 00 7(hPEKTUBHOCTH TOT0 MEXaHU3Ma
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B PO.
Tema S. IlpaBoBasi 3amuMTa penyraiuu B Hu@poBoii cpeae

Bomnpocs ais1 yetHoro onpoca (YO):

1. Kakue HOpmaTuBHBIC TpaBOBbIC aKkThl P® peryiupyroT 3aiiuTy
YECTH, JOCTOUHCTBA U JIEJIOBOM permyTalui B UHTepHETe?

2. Urto rnacut ct. 152 I'paxkaanckoro kojekca P® o 3ammure J1e10BOM
penyrauu’?

3. Kakue TpeGoBanusi K 00pabOTKE TEPCOHANBHBIX JIaHHBIX
ycTaHoBJieHbl @3 Nel52-D3?

4. Onumure NOPSAIOK BHECYJAeOHOW  OJOKMPOBKH  TOpOYaIlen
uHpopmaruu yepe3 Pockomuamzop.

5. Kakast 0TBETCTBEHHOCTb MPEAYCMOTPEHA 32 YTEUKY MEPCOHATBHBIX
JAHHBIX (aIMUHUCTpPATUBHAS, YTOJIOBHAas)?

TecroBblie 3apanus (T):

Kakue opransl wWid npoueaypbl Y4YacTBYWOT BO BHecyAeOHOI
0s10kMpoBKe HHpopManuu?

a) Cyn

b) Pockomuamzop

c¢) IIpokyparypa

d) Peectp 3anpeménnoii nundopmaruu (Enunerit peectp)

IpakTuyeckue 3aganusa (I13):

3anaua 1 (keiic «bbIBIIMIT COTPYAHUKY). BIBIINI COTPYAHUK TyOINKYET B
COLICETSIX TOCTHI, TJ€ Ha3blBAa€T KOMIIAHUIO «MOIIECHHHUYECKON» U MPHU3BIBACT
KJIMEHTOB pacTopratb J0roBopbl. Kakue mpaBOBbIE MEXaHU3MBI JIOCTYITHBI
koMmnaHuu? ONUILINUTE MOCIEA0BATENBLHOCTD ACHCTBUM (0CYy1e0HbIE, CY1I€0HbBIE) CO
CCBUIKAMH Ha HOPMBI TpaBa.

3agaua 2 (n1okajabHbIi akT). Paspalotaiite pparMeHT JOKalIbHOTO akKTa
«ITopsimox ucnonp3oBanust UM-cepBrucoB B opranu3anun». Bxatounre He MeHee 4
MYHKTOB: 3aMPEThI, COrNIACOBAHUS, OTBETCTBEHHOCTb.

3aganme 1. [Ipoananusupyiite cyaeOHYIO MPAKTUKY IO JejIaM O 3aIuTe
nenoBoi perytaiuu B cetr UaTepHet 3a 2023-2025 rr. (He meHee 5 nen). BoiaBute
HanOoJIee YacThle OCHOBAHMS JIJISl yIOBJIETBOPEHHUSI HCKA, pa3MePhl KOMITEHCAIIUN 1
npo0eMbl JoKa3biBaHus. Pe3ynbratel opopMuTe B BUJIE aHATUTHYECKOM 3aITUCKH.

3aganme 2. [TogroroBsTe mabaoH 3asBieHus B PockoMHaa30p 0 mpu3HaHUU
uHdpopmaruu  (Topodyamied  JACNOBYI0  pEMyTaluio)  3ampeimeéHHoOd K
pacrpocTpaHeHut0. Ykaxute cchulkd Ha @3 Nel49-D3, onucanue uHdopmaiuu,
JI0OKa3aTeabCcTBa (CKpUHIIOTHI). OOOCHYHTE, MOYEMYy ATOT CHOCOO MOXKET OBbITh
srddexTrBHEE CyAEOHOTO.
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Tema 6. Opranu3zanuoHHbIEe HHCTPYMEHTHI HU(PPOBOIi 6€30MACHOCTH

Bonpocs! aas yetHoro onpoca (YO):

1. Kakue BHyTpeHHUE JIOKYMEHTBl OpraHu3alliud PeryJupyroT
yhIpaBiieHHe HUPPOBON O€30MaCHOCTHIO?

2. Uro pomxHO coxepxkarbcss B Koaekce 1udpoBoil ITUKH
COTpyJHUKA?

3. Kak pacnpegenstorcss ponu  (Ub, 1opuct, PR, HR) npu
penyTaloOHHOM Kpu3uce?

4. Kakue perynstopHbie TpeOOBaHUS K PACKPBITUIO HH(POpMALUU 00
uHIMaeHTax cymiectByroT (bank Poccun, Pockomuanzop)?

TecroBbie 3axanud (T): yCTaHOBUTE COOTBETCTBHUE.

Pouib npu vHUMAECHTE OcHoBHasA pyHKUMSA
1. Hagansuuk b A. BHelmiHne KOMMYHHKAIUU
2. IOpucr b. Texnuueckoe crep>xuBaHue U cOOp JIOTOB

B. Ouenka npaBoOBBIX MOCIIEICTBUN, YBEAOMIICHHUE

3. PR-meHemxep PEryJIsSTOpPOB

IpakTuyeckue 3aganusa (I13):

3apaya 1 (poseBas wurpa). MHIMAEHT — yTeuyka JIaHHBIX KIHEHTOB.
Pacnipenenure ponu (nupexrop, HadansHuk Wb, ropuct, PR-menemxep). [Ins
KOKIOW pOJM ONUIIMTE KOHKPETHBIE JEWCTBUS B IIEpBbIE 2 Yaca IOCIE
OOHApyX EHUS YTCUKH.

3apnaua 2 (Komexc mmdpoBoii dTuku). Pazpabotaiite 5 mojoxxeHuit st
Komekca 1mdpoBoil STUKHM COTpPYAHHMKAa OpraHu3aluu, paloTaromen ¢
NEPCOHATBHBIMU  JAHHBIMM  (TIpaBWJIa  MCIOJb30BaHUS  COLCETEH, JIMYHBIX
YCTPOMCTB, YIIOMUHAHUS KOMIIAHUM).

3apanme 1. IlpoBenure cpaBHUTENBHBIA aHanu3 TUOOBBIX [lomuTHk
UH(OPMAITMOHHONW O€30MaCHOCTH TPEX POCCUMCKUX KOMMAHUN (U3 OTKPBITHIX
UCTOYHHUKOB). Bbrienute mnoyoxkeHus, KOTOpble HauboJiee CHJIBHO BIUSIOT Ha
penyTanroHHbIe pUckH. [IpeanoxuTe yrydieHus.

3aganme 2. Pazpaboraiite periaMeHT B3aumoaenctus noapasaeneanii (Ub,
ropuanyeckoro, PR u HR) mpu pemyrarnimonHom kpusuce, BHI3BAHHOM JUM(EIK-
atakoil. OnMILIKTE NOCIE0BATENbHOCTD JEHCTBUN, CPOKH U OTBETCTBEHHBIX B BUJIE
OJIOK-CXEMBI.

Tema 7. TexH0J10rMM MOHUTOPUHIA M AHAJIN3A PeNyTaLMH.
Bomnpocs ais1 yectHoro onpoca (YO):
1. Uto takoe OSINT u yeM oTanyaercst OT pa3BeaKu?
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2. Kakue texunueckue cpeactsa (DLP, SIEM, WAF, MFA) nomoratot
MPEJOTBPATUTh PEMYTAMOHHBIE TOTEPU?

3. Kakue mouckoBbie omepatopsl (site:, intitle:, filetype:) BbI 3HaeTe?
[IpuBenuTe NPUMEPBL.

4. Kak ucnons3yrorcsa cepBucel npoepku yreuek (HavelBeenPwned)
B MOHUTOPHHTE PEITyTaIuu?

5. Yro Ttakoe SERM u Kkakue MeTOIbl BBITECHCHHS HeEraTHBa
CyHIECTBYIOT?

TectroBble 3aaanus (T):

Kakune uncrpymenTsl oTHOcATCS K OSINT?
a) [TouckoBbie onepaTopbl

b) Aatuupyc Kacmnepckoro

c¢) Cepsuc HavelBeenPwned

d) AHanu3 MetagaHHbIX (pororpaduii

IpakTuyeckue 3aganus (I13):

3agaua 1 (OSINT-nouck). CryaeHTy BBIIAETCA OTKPBITHIM TPOdUIIb
(runoretnueckuit): DOUO, npomwkHOCTh, KOMMaHus. Mcmonb3ysi TMOUCKOBBIC
OlepaTopbl, HAWAUTE: BO3MOXHBIE YTEKIIME MapoiaH, MNyOIuKaluu, TAe
YIOMHHAETCsl 3TOT 4elloBeK, (ororpaduu ¢ MeTagaHHbIMH. OmnummTe, Kak
HalieHHast HH(GOpPMAITUS MOKET OBITh HCITIOIB30BaHA 3JI0YMBIIIIICHHUKAMH.

3apava 2 (yek-aucr). Pazpabotaiite uek-muct «Kak 3ammututbest o OSINT-
cOopa» ISl COTPYOHUKOB OpraHu3aniu (He MeHee 8 NyHKTOB). Bxiroumre
PEKOMEHJAIMM MO HACTPOMKAaM MPUBATHOCTH, HCIOJIb30BAHUIO TICEBJOHUMOB,
YIPaBIECHUIO METAJaHHBIMHU.

3ananue 1. IlpoBenurte wuccieaoBaHue: Kakyr0 HH(QOpMAIMIO O BalleM
y4eOHOM 3aBeJICHUH MOXKHO coOpaTh ¢ moMoibio OSINT-MeTo10B 3a 30 MUHYT (HE
Hapyas 3akoH). CocTaBbTe OTUET O HAWICHHBIX TAHHBIX (MyOJUYHBIE TOKYMEHTHI,
email-agpeca corpyaHukoB, Qororpaduu, cBeneHus o0 uUHPpacCTpyKType).
[Ipenoxxure Mepbl 10 CHUIKEHUIO PUCKOB.

3apnanue 2. CpaBHUTE (PYHKIMOHAIBHOCTh 2—3 CEpPBHUCOB MOHUTOPHHTA
ynoMmuHaHuil 6penya B cormeana u CMU. Ouenure ux BO3MOKHOCTH 10 aHATU3Y
TOHAJIBHOCTH, OOHAPYKEHUIO KPU3UCOB M MHTErPAIMHA C CUCTEMOMN OIOBEIICHUSI.
PesynbraTel ohopmute B BUIE TAOIUIIBI.

Tema 8. KommiekcHoe ynpapjieHrue HHUMACHTAMA U BOCCTAHOBJICHUE
penyrauuu

Bomnpocs ais1 yetHoro onpoca (YO):
1. JlaifTe onpeneneHrue UHIIMACHTA C PEMyTallMOHHBIMU TTOCeACTBUIMU. HazoBute
ATaIlbl pearupoBaHMUSI.
2. KaxkoBbI IPUHITUIIBI QaHTUKPU3UCHBIX KOMMYHHKAIIHM?

27



(O8]

Kak OSINT moxeT nmomMoub B pacciieIoBaHUU UHITAICHTA?

4. IlpuBenure npuMep YCIEIIHOTO U HEYCIICHIHOIO YIPABICHHS PEMyTal[MOHHBIM
KPU3UCOM.

5. Urto BKIIIOYAET MpOrpaMMa BOCCTAHOBJICHUS PEMyTaIlUH MOCJE YTEUKU JaHHBIX?

TecroBble 3apanus (T):

Kakoii ?Tanm pearupoBaHusi Ha WHIUAEHT Mpeamnojaraer coop u
COXpaHeHHe H0Ka3aTeJbCTB JJIs1 BO3BMOKHOTO cyaa?

a) O6HapyxeHue

b) CaepxuBanue

c¢) COop 1oka3aTenbCTB

d) ITocT-UHIMACHTHBIN aHATN3

IpakTuyeckue 3aganusa (I13):

3anauya 1 (nundeiik-keiic). B komnanuu npousomén AundenK-3BOHOK OT
UMEHU TE€HEpPaJIbHOIO ITUPEKTOpa: COTPYAHHMK MEpPEBEN JEHbIM MOILIECHHUKaM.
Knuentel y3Hanu o0 3toM 3 MAX-kaHamoB. OnuIIuTe IUIaH aHTUKPU3UCHBIX
KOMMYHUKAaIMI Ha nepBble 24 yaca (1151 COTPYIHUKOB, KIHUEHTOB, PETYJISTOPOB).
[Ipennoxxure Mepbl NPEeOTBPALLIEHUS IOBTOPEHHUS.

3agaua 2 (maH  BoccTaHoBJieHus1). Pazpaboraiite  mporpammy
BOCCTAHOBJIEHMsI PEMyTalM I10CJI€ YTEUKU MEPCOHAIBHBIX JTAHHBIX (HE MEHee 5
I1aroB, yKa3aTb CPOKH, OTBETCTBEHHBIX, IPUMEPBI COOOILIEHUI).

3ananue 1. [Ipoananusupyiite ABa MyOJUYHBIX PEIyTALMOHHBIX KPU3HUCa B
POCCHICKHMX KOMIIAHUAX 3a IOCJHENHHE 2 roja (OJMH — YCIIEIIHOE YIPAaBIICHUE,
JIpyroi — Heycnemnoe). ONUIUTe NPUYMHBL, 1eUCTBUS KoMIanuii, peakiuo CMU
u uroru. CopmynupyiTe ypoKH U peKOMEHIAIUH.

3aganue 2. Pazpalotaiite cuieHapuili KOMaHIHO-IITa0OHOW TPEHUPOBKHU IO
OTpabOTKe JEHCTBUU MpPU HHIMACHTE «yTEYKa JAHHBIX KJIMEHTOB U IOSBIICHUE
(elKOBBIX aKKayHTOB B couceTax». Onumure JereHay, pojid Yy4YacTHHUKOB,
BPEMEHHBIE paAMKH, KOHTPOJIbHbIE TOUKU U KPUTEPUU YCIEIIHOCTH.

[IpuBenéunpic 3amaHus SBJISIFOTCSA THUIIOBBIMH W MOTYT BapbHpPOBAThHCS
MPEeToaBaTesieM B 3aBUCHMOCTH OT YPOBHS MOJATOTOBKH OOYYarOMIMXCS U (hOPMEI
oOyuenusi (ouHas/3aouHas). [lomHbIA TepeueHsb 3amanwii comepkurcs B DoHe
orieHo4YHBIX cpencts (POC).

5.3. OvH UM HECKOJIBKO TEMAaTUYECKUX OJIOKOB JUCITUTUIMHBI 3aBEPIIAOTCS
KOHTpobHON ToukoM (manmee — KT). Tekymmii KOHTpOJIb yCHEBAEMOCTH [0
TUCITUIUTHHE TIpeaycMaTpuBaeT He MeHee 2 (nByx) u He Oomee 10 (mecsitu) KT B
TEUEHUE MEePUOJIa OCBOCHUS TUCIIUTUIUHBI.

MakcuMallbHOE KOJIMYECTBO OauioB 3a 000l Ttun pador B pamkax KT
coctasiusier 100 (cTo) Oanos.

Pacnpenenenne BecoBbix koddduimentoB nmo KT B paMkax TeKyIero
KOHTPOJISI YCTIEBAEMOCTH I10 JUCHUIUIUHE U (POPMYJIBI pacuera:
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Heobxooumo cocmasums pacwem no xoukpemuotul oucyuniure. HAIIPUMEP

HaumenoBanue MakcumanbHOe Koaddunment Beca PesynbTar
KOHTPOJIbHOM TOYKH | KOJIWYECTBO OANJIOB | KOHTPOJIBHON TOUKU KOHTPOJIbHON TOYKH,
3a paboTy B pamMKax YYacCTBYIOIIUI B
KT, xoTopoe moxer dbopMupoBaHUU
Ha0paTh CTYJEHT HUTOTOBOM OaJITEHOM

OLICHKH TI0 TUCIUILIMHE
(oTpaxaeTcst B KypHaje

BPC B CHO)
KT 1 100 0,15 15
KT 2 100 0,15 15
KT 3 100 0,15 15
KT 4 100 0,15 15
Hroro: X 0,6 60

®opmyia pacyeTa pe3yibTaTa KOHTPOJIbHOU TOUKHU:
Pe3ynbprar KoHTpoNbHOU TOukH = KonnuecTBo OamioB 3a pabdory B pamkax KT X
KoadduureHT Beca KOHTPOILHON TOUKH.

5.4.®opMbl TEKYIIETO KOHTPOJIS ycreBaeMocTu oOyyvaroniuxcs B pamkax KT u
TUIIOBBIE OLICHOYHBIE MAaTEPUAIIBI:

KT — 1 (tems1 1-2):

®opmMbl KOHTPOJIsI: TecTupoBanue (T), NpakTUYECKHUE KOHTPOJbHBIC
samanus (I1K3), mpodeccnonansHo-uccaenoBarenbckoe 3ananue (11M13).

TecroBble 3aganus (MpUMepHI)

1. 3agaHue 3aKpBITOr0 THINA ¢ BLIOOPOM 0THOT0 MPABUJILHOIO OTBETA:
WNHucTpyKiusi: BIOEpUTE OJIMH BEPHBIN OTBET.
Bompoc: Kakas meTrpuka wu3MepsieT TOTOBHOCTh KJIMEHTa PEKOMEHJI0BATh
KOMITaHUIO IPYyTUM?
a) MeauauHaekc
b) Unnexc norpedbutenbekoit nosubHOCTH (NPS)
¢) Croumocts npusneuenus kimenra (CAC)
d) Koaddumuent aBToHOMHH

2. 3aianue 3aKpPbLITOr0 THNA ¢ BLIOOPOM HECKOJIbKHMX MPABHIbHBIX
OTBETOB:
WHCcTpyKIus: BRIOEPUTE BCE BEPHBIC BAPHUAHTHI.
Bompoc: Kakue yrpo3bl OTHOCSTCS K HOBBIM yrpo3aM ITU(POBOM pemyTaluu
(nocnenuue 3-5 ner)?
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a) SIM-cBomnuHT

b) Knnaccuuaeckuit ¢purmmar mo email

¢) Quishing (pumunar yepe3 QR-kobI)

d) dundeiik-3B0oHKH ¢ ucnonb3oBanueM NN

3. 3ajaHue 3aKPBHITOr0 TUIIA HA YCTAHOBJICHHE COOTBETCTBUS:
WNHCTpYKIMS: YCTAHOBUTE COOTBETCTBUE MEK]TY TUIIOM YIPO3bl U €€ IPUMEPOM.

Tun yrpo3ssl [Tpumep

A. CoTpynHuUK ciaydailHO oOmyOJuKOBaj

1. BHemnss kubeparaka ;
0a3y email-agpecoB

b. Jlundeiik-Bugeo ¢  reHepalbHbIM

2. Baytpennss ommbka
TUPEKTOPOM

B. IlepeBbintyck SIM-kapThl AJist JOCTYIA K

3. SIM-cBOIUHT N
KOPIIOPaTUBHOM MOYTE

IIpakTHyeckue KOHTpOJIbHBIE 3agaHua (ITK3)

3apava 1 (pacuét pUHAHCOBBIX OTEPH).

VY ¢duHaHCOBOI OpraHu3aIy MPOU30ILUIa YTeUKa NEPCOHATBHBIX JaHHBIX
15 000 xnuenTos. tpad Pockomuamzopa — 500 teic. py6. OTTOK KiIHeHTOB — 4%
oT yrekmend 0a3pl. CpemnHuil moxon oT ofgHoro kiaueHta B roxg — 7 000 pyO.
Paccuuraiite mpsimbie ¢unancoBeie motepu (mrpad + orTok). OOoCHYyiTE,
MOoYeMy peasibHBIN yIepO MOXKeT OBbITh BBIILIE.

3anava 2 (kaprta yrpo3s).

[TocTpoiiTe KapTy penmyTalMOHHBIX YIpo3 Ui OHJAaiH-KMHOTeaTrpa (He
meHee 4 yrpo3). s Kaxmod yKakWTe: HMCTOYHUK YIPO3bI, BO3MOXKHBIC
MOCTIAACTBUS JUTsSl pEMYTalliH, OJHY MEPY TPEJOTBPAIICHHUS.

3amaua 3 (keiic «CHUM-CBOIIMHIY).

31M0yMBIIUIEHHUKUA C ToMoulpio SIM-cBONMUHTa MOMYYWIM JIOCTYN K
KOPIOPAaTUBHOM MMOYTEe (PMHAHCOBOTO TUPEKTOpPa M Pa30Cciaiy JIOKHBIE cueTa
KoHTparentaMm. OMNUIIKUTE PENnyTAalMOHHBIE TOCIEJACTBUSA Il KOMIIAHUU U
NPEJIOKUTE HE MEHee TPEX Mep NMPeAOTBpAaILCHUSI.

IIpodeccuonanbHo-uccaenoBarTebckoe 3aganue (IA3)

Tema: AHanu3 peaJibHOTO UHITUIEHTA C YTEUKOW NEPCOHANBHBIX JaHHBIX B
POCCUNCKOM KOMITaHHUH (32 TOCJIEAHUE 2 TO/a).

Haiinutre nndopmannio o0 UHIUACHTE B OTKPBIThIX UcTouHHMKax (CMU,
CalThl peryiasTopoB). Onummre:

. YTO MPOU3OLILIO U KAKUE JAHHBIE YTEKIIH;
. pEaKklnio KOMIAHUU (KOMMYHUKAIIUHA, MEPHI);
. mrpadpl U pEenyTalMOHHBIE NOCIEACTBHUS (OTTOK KIJIMEHTOB,
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MaJICHUe KanuTaIN3alum).
Chopmynupyiite He MeHee TPEX YPOKOB ISl APYTuX KommaHuid. O0bEM —
2-3 ctp.

KT -2 (temsb1 3—4):
@®opmbl  KOHTpOJIs: TecTupoBanue (T), MpakTUYECKHE KOHTPOJILHBIC
3amanus (I1K3), keiic.

TecToBble 3a1aHuA (IPUMeEPHI)

1. 3aganne 3aKpbITOro THNA (BHIOOP OTHOIO OTBETA)

Bomnpoc: Kakas ¢hopmyia ucronb3yercs 11 pacdéra 0KUIaeMbIX T0JI0BBIX
noteps (ALE)?

a) ALE =SLE + ARO

b) ALE = SLE x ARO

¢) ALE =SLE / ARO

d) ALE = ARO /SLE

2. 3ajaHue HA YCTAHOBJICHUE MOCJIEI0BATEIbHOCTH

Pacrionoxxute B MpPaBWIBHOM  TIOPSAJAKE ~ OTambl  yIPABJICHHS
pENyTalIMOHHBIM PHCKOM:

a) MOHUTOpPUHT

b) UnenTudukanms puckoB

¢) Orenka (KauecTBEHHAs U KOJUYECTBEHHA)

d) Bri6op Mep pearupoBaHus

3. 3aganne KOMOMHMPOBAHHOIO THIA (BBIOOP + 000CHOBaHME)

Bompoc: Kakasg crparerns pearupoBaHuss Ha pUCK HaumOoJee
nenecooOpa3sHa NpH  BBICOKOW BEpPOSITHOCTH M BBICOKMX  IOCJEICTBHSIX
(Hanpumep, yreuka JaHHbIX)? OOOCHYHTE CBOM OTBET.

a) [Ipunsrue

b) CHxeHue

c) [lepenaua

d) N36eranue

IIpakTnueckue KOHTpoOIbHbIE 3anaHud (ITK3)

3apaua 1 (pacuér ALE u BbI0Op cTpaTernmn).

Jlnst uHTepHET-Mara3uHa puck yreuku nanaeix: SLE = 1,8 mun py06., ARO
= 0,25. Paccuuraiite ALE. Bueapenne DLP-cuctemsr ctout 500 Thic. py0O./TOI.
[{enecooOpa3HO 1 MPUMEHSThH CTPATETHIO CHIDKEHUS pucka? O0oCHYMHTE.

3agaya 2 (4ek-jauct mo uudposomy cieny).

Pa3zpaboraiite uek-nmuct «Kak CHU3UTH JUYHBIA HUGPPOBOM ciem st
3ammuThl 0T OSINT-cOopa» s COTpYIHUKOB opraHuzanuu (He MeHee &
MyHKTOB). Bkiaiounte peKOMEHJalMu 1O  HACTpOMKaM  IMPUBATHOCTH,
HCIIOJIb30BaHUIO TICEBIOHUMOB, YIAJICHUIO METaJaHHBIX.
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3anauya 3 (ounenka ymep6a or OSINT).

Onummre, kakyro wuHbopmanuio o corpyaauke (DPUO, D0mMKHOCTH,
dororpaduu, mMecto pabOThI) 3MOYMBINIICHHUK MOXET HaWTH B OTKPBITHIX
ucTtouHukax. [IpuBeaure nBa cueHapus HCMOIb30BaHUS 3TOW MH(DOpMALUU 1S
COLIMAIbHOM MHXeHepuu. [IpeioknuTe Mephl 3aIHTHI.

Keiic (cutyaunoHHasi 3a1a4a)

B xomnanun «CrpoitTex» coTpyqHUK OTIena 3aKyloK OMyOJMKOBal B
CBOEM aKKayHTE B COLMANbHOM ceTH (oTorpaduio Mmporycka Ha TEPPUTOPHUIO
3aBojia (BUAHA JOJDKHOCTb, UMs, HOMEp Ipolycka). Yepe3 mecsl KOMIaHMs
[IOCTpajana OT aTaky ¢ UCIIOJIb30BAHUEM COLMATIbHOW MHKEHEPHUH: HEU3BECTHBIM
IIPEICTABWICS COTPYIHHKOM IO MMEHM, Ha3BaJl HOMEp IPOMYCKa W IOIYYHUII
JIOCTYI K CKJIIAJICKOMY YYETY.

1. Onenute penmyTalMOHHBIH W ()MHAHCOBBIM PUCK I KOMIIAHUU
(KaueCTBEHHO).

2. Kakue Mepsl u3 Tembl 3 (yOopaBlIieHHE pUCKamMH) U Tembl 4
(ynpaBieHue HuppoBbIM CIAEAOM) JOJKHBI ObITh PUHSATHI?

3. CocraBpTe DAMATKY [JI1 COTPYIHHUKOB O HEIOIYCTUMOCTHU
nyOnuKauu ciry>keOHON MH(GOPMALIK B COLICETAX.

KT - 3 (TembI 5-6):
®opmbl  KOHTPOJIsi: TecTupoBanue (T), TpakTHUECKHEe KOHTPOJIHHBIC
3ananus (I[1K3), npodeccuonansuo-uccnenonarensckoe 3aaanue (I113).

TecroBble 3aganus (MpuMepbI)

1. 3aganne 3akpbITOro THNA (BLIOOP OTHOIO OTBETA)

Bomnpoc: kakas crartesa ['paxxmanckoro komgekca P® perymupyer 3amury
JIEIIOBOW penyTalyy IPUIAYECKOro Juna?

a) Ct. 151

b) Cr. 152

c) Cr. 153

d) Ct. 154

2. 3ajaHue HA YCTAHOBJIEHHE COOTBETCTBHUA
CooTHecuTe NpoLeaypy 3alUThI U €€ COJIepKAHUE.

IIpouenypa Conep:xxanue

A. Hck B cyn O mpu3HAHWM CBEJACHUN HE

1. HocynebHoe obpatieHue .
COOTBETCTBYIOIIUMH JIEHCTBUTEILHOCTH

b. IIucekmenHas IMPCTCH3NA K aAIMUHUCTPAIIUnH

2. BHecyneOHas OJI0KHMpOBKa .
caiita
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IIpouenypa Conep:xxanue

B. 3asBnenue B PockoMHaA30p 0 NMpU3HAHUU

3. CynebHas 3amura .
A H nHpOpMAaIH 3arpenEHHON

3. 3ananue ¢ BLIOOPOM HECKOJBLKHX OTBETOB

Bormpoc: Kakue nonosxxenus n0mkHbI ObITh BKIIIOUEeHBI B Kojieke mudpoBoi
ATUKU COTPYIAHUKA?

a) 3ampeT Ha pasrianieHne KOHPUIeHIMATbHON HH(GOPMAIIH B COLICETIX

b) TpeGoBaHMS K CIIOKHOCTH TapoJIeh

¢) [IpaBwiia nCrONB30BAHUS JTUIHBIX YCTPOUCTB JIJIs1 pab0ovmX 1ieei

d) TexH4eckue XapaKTepUCTUKH CEPBEPOB

IIpakTnyeckue koHTpoOJbHbIE 3a1aHus (ITK3)

3amaua 1 (mpaBoBO# Keiic).

BBIBIINI COTPYAHUK PETYIISAPHO MyOIHMKYET B COLCETAX MOCThI, B KOTOPBIX
Ha3bIBaeT ObIBIIEr0 pabotojaTens «(GUPMON-OTHOAHEBKOW» U IPU3BIBAET
KJIIMEHTOB HE OIUlauMBaTh cyeTa. Kakue npaBOBbIE MEXAHU3MbI JOCTYITHBI
KoMranuu? ONUIIKTE TOCIIEI0OBATEIHHOCTD IEUCTBUM (0CY1eOHbIE, CY1eOHBIE)
CO CChUJIKaMHU Ha HOPMBI MPaBa.

3anaya 2 (JIOKaJIbHBIH aKT).

Pazpabotaiite pparmenT nokanpHOTro akta «llopsmok ucnonszoBanus NN-
CEpBUCOB B OpraHu3alun». Brirounte He MeHee 4 IIYHKTOB: 3aIlpeThl,
COTJIACOBAHUE, OTBETCTBEHHOCTb.

IIpodeccuonanbHo-uccIen0BaTeIbCKOE 3a1aHue (IIU3)

Tema: Ananu3 cyeOHON NPAKTUKHU MO 3aLIUTE JEI0BOU PEIyTaluu B CETU
HNnreprer.

Hannure nBa peuieHus pOCCUMCKUX CYZOB IO JI€JIaM O 3alIUTE JAEI0BOU
penyrtanuu (onyonukoBanHbie B 'AC «IIpaBocyaue» uim aHaJoruyHbIX 0a3ax).
Jns kakioro 1ena yKaxxure:

. ¢dabyiry (4TO MPOU3OILIO, KTO UCTEIl U OTBETUHK);

. npaBoBble oOcHOBaHMs ucka (cT. 152 'K PO u np.);

. pelieHre cyia u pa3Mep KOMIEHCALUH (€CIIA MPUCYKIECHA);
. 00OCHOBaHUE CyJa.

CpaBHuUTE J1e1a ¥ CAENalTe BHIBOM O (PakTOpax, BIUSIONINX HA yAOBIETBOPCHUE
ucka. O6bem — 3—4 crp.

KT — 4 (tems1 7-8):

®opmbl koHTpoOJsi: TecTtupoBanue (T), mpakTUueckue KOHTPOJIbHbBIC
3amanus (I1K3), xommiekcHbiit keiic (Bkimrouaer OSINT-ucciegoBanue u
AHTUKPU3HUCHBIN TUTaH).
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TecroBble 3aganus (MpuUMepbI)

1. 3apanue 3aKpbITOro THINA (BHIOOP 0OTHOTO OTBETA)

Bompoc:  Kakoe  TexHuueckoe  CpPeACTBO  NMPEAHA3HAYECHO IS
LEHTPaIu30BaHHOTO cOopa U aHanu3a CcoObITUM Oe30macHOCTH (paHHEe
oOHapy’KeHHWE NHLUJEHTOB)?

a) DLP

b) SIEM

c) WAF

d) MFA

2. 3anande Ha YCTAHOBJIEHHE TIOCJIEA0BATEJbHOCTH (3TANbl
pearupoBaHmus)

Pacnonoxxute 3Tansl ypaBJIeHUs] HUHIHUJICHTOM B IPABUILHOM MOPSIKE:

a) [locT-UHIMAEHTHBIN aHaTu3

b) CnepxuBanue

c) O6HapyxeHue

d) AHTUKpPHU3UCHBIE KOMMYHHKAIIUU

3. 3aganue ¢ BLIOOPOM HECKOJBLKHMX OTBETOB
Bonpoc: Kakue meroapr oTHOcATCs: K OSINT?
a) [louckoBbie onepaTopsl (site:, intitle:)

b) Ananu3 MmeTagaHHbIX GoTorpaduii

¢) YcTaHOBKa aHTUBHpYyCa

d) [IpoBepka email B cepBucax yredex

IIpakTnueckue kKOHTpoOJIbHBIE 3anaHud (ITK3)

3agaua 1 (OSINT-ucciaenoBanmue).

[IpoBenuTe aHamu3  OTKPBITBIX JAHHBIX MYyOJMYHOrO  Npoduis
(BBIMBILUIEHHOT0) 110 3a1aHHbIM nTapameTpam: U0 «BanoB MBan BanoBHYY,
ropop «Cankt-IlerepOypr», MecTo pabOThl — yCJIOBHasi kommaHus. Mcrnons3ys
MTOMCKOBBIE CHUCTEMBI U OIEPATOPHI, ONUIIUTE, KAKYH) HHPOPMAIUI0 MOXKHO
Haitu (mo 5 daktoB). OOBACHUTE, Kak 3Ta HHPOpMAIUS MOXKET OBITh
MCIIOJIb30BaHa JJIsl COLIMAIbHON UHKEHEPHUU.

3agaya 2 (yek-jmct mo 3amure ot OSINT).

PazpaboraiiTe yek-IucT sl COTPYTHUKOB OpraHu3aiu «Kak 3aiuTuThCs
or OSINT-cO6opa» (He meHee 8 TyHKTOB). BximounTe peKOMEHIAMH TI0
HAaCTpOMKAM TMPUBATHOCTU B  COLCETSIX, YHOPABJICHUIO METaJaHHBIMH,
WCIOJIb30BAHUIO TICEBJOHMMOB U BPEMEHHBIX HOMEPOB.

KommuiekcHblil keic (ynpaBjieHre HHIMIECHTAMM)

B kpynmHONl  JOTMCTHYECKOM KOMIIAHUM  MOPOU3OMIEN  HWHIHUJICHT:
30yMbIIUIeHHUKU ¢ TToMousio OSINT cobpanu gaHHbie 0 pykoBoguTene (€ro
$hoTO, MOKHOCTH, HOMEp TenedoHa, Tpaduk MOE3N0K), co3nanud aundeiik-
3BOHOK OT €ro UMeHHU HauajabHUKy IT-oTnemna ¢ TpeboBaHueM CpOYHO MEPEBECTU
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3 muH py0. Ha ykazaHHBIN cuéT. JleHpru nepeBeneHbl. Yepes yac uHbopmarms
nosiswiiac B MA X-kaHanax.

1. OnuirTe MONIaroBbld IJIaH pearupoBaHUs HAa MHIMJICHT (STallbl:
oOHapyXeHue, CcAepKUBaHUE, COOp J10Ka3aTelbCTB, KOMMYHUKAIIUU, TOCT-
VMHITUSHTHBIN aHaJIn3).

2. Pa3paboTaiiTe m1aH aHTUKPU3UCHBIX KOMMYHHMKAIMI Ha nepBbie 48
4acoB: JUIsI COTPYAHUKOB, Uil KJIHUEHTOB M MAPTHEPOB, UISI PETYJISITOPOB
(mosmuumsi, PockoMHam30p). VYKaxuTe TaWMHUHT, OTBETCTBEHHBIX (POJIH),
KJIFOUEBbIE COOOIICHUS.

3. [Ipennoxure AOJTOCPOYHBIE TEXHUYECKHE M OPraHU3ALMOHHBIC
MephI JIJIsl IPeIOTBpalleH s moBTopeHus (cBsa3b ¢ Temamu 7—-8: MFA, oOyuenue
COTPYIHUKOB, 3amuTta oT OSINT).

Jlia kaxxaon (OpMbI TEKYIIEro KOHTPOJIS yCIIEBAEMOCTH OOYyYaroluXcs B
pamkax KT onpenenensl kputepuu OLEHUBAHUS PE3yIbTaTOB BHIMOTHEHUS 3a/1aHUSI.

Bcero B pamkax KOHTPOJIBHOM TOYKM MOXHO HaOpare 100 GamnoB, ans
Ka)XI0T0 JIEMEHTa KOHTPOJIbHOM TOUYKH YCTAHOBIICH CBOM MpeAeTbHBINA Oas.

Kpumepuu oyenusanus mecmuposanust

Kputepuu onieHku Jwnanason 6amioB Onucanue KpuTepus
Komungectso .
0-20 Ha Bce TecToBbIE BOIIPOCH! JaH BEPHBII OTBET.
MIPABUJIBHBIX OTBETOB
Hrtoro makcumalibHO: 20

Kpumepuu oyenusanusn I1K3

Kpurepuu onieHkn Jnamnazon 6ayioB Ornucanue Kputepus
[TonHOTa BBINTOJIHEHUS 0-15 BrimonHeHsl Bce MYHKTHI 3alaHus (yKa3aHOo
TpeOoBaHMit TpeOyeMoe KOJWYECTBO YIPO3/IIyHKTOB YeEK-

JIUCTA/ITAnoB 1miaHa) — 15 0amioB; BBITTOJHEHO
70-80% — 10 6ammos; 50-70% — 6 OawioOB;
menee 50% — 0 Ganos.

PeanmuctnynocTs 1 0-15 Bce npemioxkeHuss KOHKPETHBI, BBIIIOJHUMBI B
KOHKPETHOCTh peabHbIX YCIOBUSAX OpraHu3anuu — 15 6annos;
OTJENIbHbIE MpeaoKeHus: adcTpakTHbl — 8—10
0aJJI0B; B L1€JI0M HepeanucTHuHbl — 0—5 6asios.

Jlornueckast ctpykrypa u 0-10 3ananue CTPYKTYPUPOBAHO JIOTUYHO,
CBA3b C TCOpUEH UCIIOJIb30BaHA KOPPEKTHAsi TEPMUHOJIOTUS W3
Kypca, €CTb CChIJIKM Ha U3y4YEHHbIE METObI — 10
0aJI0B; HAPYILICHHSI JIOTUKU UJIH cllabast CBSI3b C
Teopueit — 5 6amioB; oTcyTcTBYeT — () 6aymioB.

HWroro MmakcumManbHO: 40

Kpumepuu oyenusanus 1113

Kpurepuu ouenku Jmnanazon 6ayos Onucanue Kpurepus
[TomHOTa packpbITHs 0-12 OxBadeHbI Bce TpeOyeMbIe acTIeKThI (HampuMmep,
TEMBI ¢dabyna gena, MpaBOBbIE OCHOBAHMSI, PEIICHUE
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cyZa, mociencTsus) — 12 6amioB; OTCYTCTBYET
1-2 acrmekta — 6—8 OaJIOB; PaCKpPBITO MEHEe
nosioBUHBI — 0—4 Gasia.

AHanmuTuyeckas riyornHa 0-12 [IpucyTcTBYIOT apryMEeHTUPOBAHHbBIC BBIBOBI,
(BBIBOJIBI, CPAaBHEHMUS, CpPaBHEHHMS HECKOJBbKHX HCTOYHHKOB  HIIU
00001ICHHS) KEWCOB, BBIABICHBI 3aKOHOMEPHOCTH — 12
0ayioB;  BBIBOJBI  IOBEPXHOCTHBI WU
OTCYTCTBYET CpaBHEHHE — 6 OaJlJIOB; TOJIBKO
onucanue 6e3 ananmza — 0 GayIoB.
Hcnonb3oBanue 0-8 [IpuBeeHbI CCHUTKY Ha aKTyalIbHbIE HCTOYHUKU
VUCTOYHHUKOB (He crapmie 3 neT, oduUMANbHBIC JaHHBIE,
(axTyanapbHOCTD, cynebunie pemenus, CMU) — 8§ Oamnos;
JIOCTOBEPHOCTH) MCTOYHUKH YCTAPEBIINE WA COMHUTENbHBIC — 4
0aJu1a; HICTOUHUKH OTCYTCTBYIOT — 0 GasijioB.
Odopmnenne u 0-8 CTpyKTypHpOBaHHBIN TEKCT, JIOTUYHOE
TPaMOTHOCTh U3NI0KEHUe, COOMI0IeHbI TpaBuiia opdorpadun
U TyHKTyamun — & OaioB; OTIENbHBIC
Hapymienuss — 4 0Oamia; MHOrO OHIMOOK,
HECTPYKTYpUpOoBaHHO — 0 6aysioB.
Hrtoro MmakCuMalibHO: 40

Kpumepuu oyenusanus Ketica (cumyayuonnou 3aoaqu)

Kputepuu ouieHKH

Jlnama3oH 6amioB

Onucanue KpuTepus

[TomHOTa OTBETA Ha BCE 0-15 Janbl  pa3BEpHYThIE  OTBETHI Ha  BCE

BOIPOCHI Kelica MOCTaBIIEHHbIE BOIPOCH! (TOABOMPOCH) — 15
0ayioB; oTBeTHl JaHbl Ha 2/3 BompocoB — 10
0ajyioB; Ha TMOJOBUMHY — 7 0ajuloB; MeHee
110J10BUHBI — 0—4 Gasuia.

JIOTUYHOCTH U 0-10 [IpennoxeHHBIE 1Ak JTOTUYECKH BBICTPOECHBI,

000CHOBAHHOCTb KaXKIbIH 11ar 00OCHOBaH € OMOPON Ha TEOPHIO

pelieHus (HOpMAaTUBHBIE aKThl, METOABI yTPABICHUS
puckamu u 1ip.) — 10 6ansoB; oruka HapyuieHa
uid  o0OcHOBaHME claboe — 5 0asios;
otcyTcTBYeT — () 6aoB.

[IpakTnueckas 0-10 Bce mepsl (maH, 4ek-JIHMCT, KOMMYHHKAIIUHN)

MIPUMEHUMOCTh pPEIMCTUYHBI,  BBIIOJHUMBI B YCJIOBHSIX

pa3zpaboTaHHBIX Mep KOHKpeTHOW opranu3zanud — 10 Oamios;
OTIIETIbHBIE MEphl a0CTpPakTHBI — 5 0aIoB;
Mepbl HEBBIMOJIHUMEI — () GaJIoB.

CootBeTcTBHE 0-5 [IpuBeneHbl KOPPEKTHBIE CCHUIKM Ha CTAaThbU

HOPMAaTUBHO-TIPABOBOM 3akoHOB ('K PD, @3 Ne149, No152) — 5 6amios;

0a3e (11 MpaBOBBIX CCBUIKH OOIIME HIIU OTCYTCTBYIOT — () OasioB.

KEICOB)

HToro MakCcuManbHO: 40

KpI/ITepI/II/I OLCHMBAHMA TCKYHICTO YCTHOI'O OITPOCA B paMKaXx OTACJIbHBIX TCM
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Kpurepun
O[ICHKH

Jnamnazon
0aII0B

Onucanue KpuTepus

KauectBo
MPaBUIbHBIX OTBETOB

0-54

OOyuaromuiicsi 0OHapy>KMBAEeT HE3HAHUE
BOIIpOCa, JOMyCKaeT OmHOKH B (HOpPMYITHpPOBKE
O]Ipel[eHeHI/II\/II " IIpaBHJI, HCKAXKAOIHUE UX CMBICII,
O¢CIIOPSIIOYHO M HEYBEPEHHO M3JIaracT MaTepHall.

55-64

OOyuaronuiics OOHapy>XMBaeT 3HaHHE U
MMOHUMAaHHE OCHOBHBIX ITOJIOKCHHIN JaHHOU TEMBEI,
HO WH3Jaraer Marepuan HEMOJHO U JOIyCKaeT
HETOYHOCTH B  OMNPEACICHUH TOHATHHA  WIH
(GPPMYyIUPOBKE TMpPaBWI, HE yMEET JOCTATOYHO
JIyOOKO ¥ JI0Ka3aTeJIhbHO OOOCHOBaTh CBOM
CY)KJICHUS U NPUBECTU CBOMU NMPUMEPHI; U3Jaraer
MATEpUAT  HEMOCIEAOBATeIbHO U JOIyCKaeT
OIMOKY B SI3bIKOBOM O(OPMIICHHH HU3]IaraeMoro.

65-84

OObyyarommiics JaeT OTBET,
YNOBJICTBOPSIOIIMKA TeM K€ TPeOOBAaHHSIM, YTO U
IS OLICHKU

«OTIUYHO», HO JoImyckaeT |-2 ommokwu,
KOTOpbIE caM >XK€ UCHpPaBIsIET, U 1-2 Hemouera B
MOCJIEIOBATEILHOCTH M S3BIKOBOM O(DOPMIICHUH
H3J7araeMoro.

85-100

OOyuaromuiicsi TIOJIHO M3JIaraeT MaTepuail
(QTBeuaer Ha  BOMNpPOC), JlaeT MPaBHIbHOE
ollpe/ieNiecHue OCHOBHBIX MOHSATHI; 0OHApYyKHUBaeT
MOHUMAHUE MaTepHalia, MOKeT 00OCHOBATh CBOM
CY)KICHMs, NPUMEHUTh 3HAHHUS Ha TMPAKTUKE,
MPUBECTH HEOOXOAMMBIC TPUMEPHI HE TOJBKO U3
yiieOHUKa, HO U CAMOCTOSITEIIbHO COCTaBIICHHBIE;
upjaaract MaTcpHrall IoCJIICA0OBATCIIBbHO u
MPABUIIBHO C TOYKH 3PEHHUS HOPM JINTEPATyPHOTO
sI3bIKA.

5.5. Onucanue

JOITOJIHUTCJIBHBIX

MaTepualioB W  000pyJIOBaHUA,

HCO6XOI[HMBIX AJIS BBIIIOJIHCHUA ITPOBCPOUYHBIX BaﬂaHHﬁ.

Jns.  BBIMOJIHEHUS  TMPOBEPOUYHBIX 3aJaHUM  (TECTOB  3aKpPBITOTO U
THUIIOB, MPAKTUYECKUX KOHTPOJIBHBIX 3aJlaHuH,

KOMOMHHUPOBAHHOTO
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po(heCCUOHATLHO-UCCIIEI0BATENbCKUX 3a/laHUM, KEHCOB) CTYICHTY pa3pelaeTrcs
WCIIOJIb30BAHUE CIICTYIONTUX JTOTIOJHUTEIHHBIX MATEPHAIIOB U 000PYIOBAHUS:

HopmaTuBHBIE MpaBOBbIe aKThl (B aKTyallbHOW pefakiuu): ['pakaaHcKui
kogekc PO, ®enepanbubiii 3akoH oT 27.07.2006 Nel49-®03 «O6 unpopmanuwy,
MH(OPMAIMOHHBIX TEXHOJOTUAX U O 3auuTe nHpopmanuny; denepanbHblii 3aKOH
ot 27.07.2006 Nel52-®3 «O nepcOHATBHBIX JaHHBIX).

Kanpkynsatop  (Henporpammupyemsiii).  I[Iporpammuoe — obecrneueHue:
TekcToBbIN peaaktop (MS Word unu ananoru), Tabnuunbiit mporeccop (MS Excel
WJIM aHAJIOTH).

Bbpay3ep ¢ noctynom k cetu « UaTepreT — it BoinonHenuss OSINT-3aganuit
(mouck mHGOPMAIMK B OTKPBITHIX UCTOYHHUKAX U Jp.) B paMKaxX MPaKTUUYECKUX
3aHATHI U KOHTPOJIBHBIX TOYEK, ECIIM 3TO MPEyCMOTPEHO 3aJaHUEM.

Joctyn K anmekTpoHHOM nH(OpMaImoHHo-o0pazoBarensHoit cpeae (LMS) —
JUTSI TTPOXOJKJICHUS TECTUPOBAHUS B 3JIEKTPOHHOU (hOpMeE, 3arpy3KH BBHITOJTHECHHBIX
3a1aHUM.

Paspemaercs ucrnonb3oBaHHWE CHPAaBOYHBIX MaTepUaoB W 00pa3loB
JIOKYMEHTOB, BbIJJAHHBIX MIPENOIaBATENIEM, €CIIU 3TO OTOBOPEHO B 3a/IaHUH.

3anpemnaeTcs: CMOIb30BaHNE MOOUIIBHOM CBSI3H (KpOME CIIy4aeB, KOria 3To
IPEeIyCMOTPEHO 3aJaHHeM, Hampumep, JUIs JBYX(aKTOPHOW ayTeHTU(UKAIUU B
y4eOHBIX 1EJSIX); UCTIOJb30BaHUE MOTOBBIX PEIICHUN U3 UHTepHETa (KOMMPOBaHUE
TOTOBBIX OTBETOB) 0€3 CAaMOCTOSITEILHOTO aHaNM3a U 0(OPMIICHHUS; UCTIOIb30BaHUE
CUCTEM MCKYCCTBEHHOIO MHTEJUIEKTa U1 TEHEpAalMd OTBETOB  BMECTO
CaMOCTOSITEJILHOT'O BBINIOJTHEHUSI 3a/ITAHU.

Ilpumeuanue: KOHKPETHBIA TMEPEUYEHb pa3pelIEHHBIX MATEPHAIOB H
000pYZIOBaHUSI MOXKET YTOUHATHCS MPETOaBaTeIEM Mepe;] BHITTOJIHEHUEM KaXK0M
KOHTPOJIbHOM TOYKH B 3aBUCUMOCTH OT THIIA U CIIOKHOCTH 3aJIaHUM.

6. (I)OprI IIpOMe)KyTO‘IHOﬁ aTTeCTallui, KPUTCPHUHN N HIKAJIa OIICHUBaHUS,
THUIIOBLIC OLICHOYHLIC MaTEepPHAJIbI 110 AUCHUIIJINHE

6.1. IIpomexxyTouHas arTecTalus NPoOBOAUTCS B opMe 3aueTa ¢ OIEHKOM.
6.2. TunoBbI€ OIIEHOYHBIE MATEPHUAIIBI TPOMEKYTOUHON aTTECTALINH.

TunoBsie MPOBEPOYHBIC 3aJaHMs JIJII CAMOMOJTOTOBKH OOYyYaromerocs K
IIPOMEKYTOYHOM aTTECTALNU:

Bonpocui 0/151 N0O20MOBKU K 3ayemy C OYEeHKOU.

Tema 1. [ludposas penyrannsa oprauuzanmu u guagocta (I1Kce-17.1)

1. Haiite onpenenenue uudpoBoit penyranuu. B uém e€ omnuune ot
UMHIKA U Opena’?
2. [TepeuncnuTe 37€MEHTHI peNyTAIIMOHHOTO KalluTala OpraHu3aluu u
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OOBSICHUTE, TOYEMY KaKJbIi U3 HUX Ba)KEH JJI1 SKOHOMUYECKON O€30MacHOCTH.

3. Kakne MeTpuKM UCIONB3YIOTCA I KOJMYECTBEHHOM OLICHKH
udpoBoii permyraruu? Packpoiite skoHomudeckuid cMbict NPS, MenuanHaekca
u CAC.

4. Ha3oBuTe SKOHOMHMYECKHE MOCIJIEICTBUS IOTEPU PENyTALUNA IS
¢buHaHCcOBOM opranuzauuu. [IpuBeauTe npuMepsl U3 NPAKTUKH.

3. [Touemy nu4Hasg penyrtauus CIEUHATUCTA 1O IKOHOMHUYECKOM
0e30MacHOCTU MOJKET CTaThb CHUCTEMHBIM pHUCKOM JJid  OpraHu3auuu?
ApryMeHTupyiure.

6. Kak cBsizaHbl HMHIMAECHTH HHPOPMAIMOHHON O€30MacHOCTH U
penytanroHHble orepu? IlpuBeaure cxeMy NpUYMHHO-CIIEICTBEHHBIX CBSI3EH.

7. Onumunre METOAMKY pacdyéra (UHAHCOBBIX IOTEPh OT YTEUKU
NEePCOHAIBHBIX JaHHBIX (IITpad, OTTOK KIMEHTOB, ONEPAlIMOHHBIE PACXOIbI).

8. B 4ém 3aKirrogaeTcs B3aMMOCBS3b MEXAY pelyTalue OpraHu3anun
u nosepueM peryisatTopoB (bank Poccun, Pockomuanzop)?

Tema 2. OcHoBHBIE VIpo3bl UdpoBon penyranuu ([1Kc-17.1)

9. [IpuBenute Kknaccupukamuio yrpo3d 1UGPOBOM  pemyTaluu
(BHemHMe / BHYyTpeHHUE) ¢ npumepamu it UT-kommanuu.

10. Yro Takoe SIM-cBonuHr? Onuimnre MeEXaHU3M aTaku Hu €€
HOCIIEACTBUS JIsl OpraHU3aluu U €€ PyKOBOAUTEIIS.

11. Kak 370yMBIIUIEHHUKHM MOTYT HCIIOJIb30BaTh JUIN(ENK-3BOHKU U
nunderk-Buaeo Uil nuckpenuranuu penyrauun? [Ipusenure crieHapwuii.

12.  UYro Takoe quishing (pummnr uepes QR-xoaw)? Omnwummmre
CLIEHApHil aTaKu Ha COTPYIHUKOB OpPraHU3aLUU.

13.  Ha3zoBuTe pUCKH, CBSI3aHHBIE C HUCIOJNb30BaHWEM IyOnnuHbix WMU-
CEpBUCOB (HeMpoceTell) B KOPIOPATUBHOM cpe/ie.

14.  Kakue yrpossl cBsi3aHbl CO COOpOM OMOMETPUU M3 OTKPBITHIX
uctouHukoB? IIpuBeante He MeHee IBYX MPUMEPOB.

15. Ilepeuncnure (axTopbl, YCHUIMBAIOIINE PENyTALMOHHBIN YIEepo
Py HACTYIUICHMM WHUUAEHTa (CKOPOCTb PACIPOCTPAHEHMS, BUPATBHOCTb,
OTCYTCTBHE IIJIaHA).

16. OmnwuinTte Keilc «B3JIOM aKKayHTa HM3BECTHOI'O YEJIOBEKa»: KaKue
pPENYTALMOHHBIE MOCJIEICTBHAS HACTYMAKOT JUIsl KOMIIAHWHW, CBSI3aHHOM C 3THUM
4eJIOBEKOM?

17.  Kakue yrpo3pl 1 OpraHU3alMM CO3JAI0T YS3BUMOCTH YMHBIX
ycrpoiicTB (IoT) coTrpyaHukoB?

Tema 3. Yupasnenue penyraunoddeiMu puckamu (I1Kc-17.1)

18.  PackpoiiTe MOHATHE PEMyTALIMOHHOTO PUCKA U MEPEUHUCIUTE ITAIbI
yOpaBieHust UM (UIeHTU(UKAIUS, OLIEHKA, BBIOOP MEp, MOHUTOPHUHT ).
19. Kak npoBoauTCs KaueCTBEHHas OLIEHKA PEMyTallMOHHBIX PUCKOB?
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ITocTpolite MaTpully «BEPOSITHOCTD — IMOCIIEICTBUS C IPUMEPOM.

20. UYro Ttakoe SLE, ARO, ALE? Ilpuemute dopmyny pacuéra
OKHJJAEMBIX FOJIOBBIX IMOTEPH U MPUMEP JJIs1 PUCKA YTEUKHU JTAHHBIX.

2]1. Ha3oBuTe cTparernu pearupoBaHUs Ha pPEINyTAUHOHHBIE PHUCKU
(npuHsiTHE, CHUXKEHUE, TIepeaada, n3deranue). st ka0 NpuBEAUTE MPUMEP
u3 U poBoit 6E30MACHOCTH.

22.  Kak BHeJpeHHE TEXHUYECKUX CPEJICTB 3allUThl (aHTUBUPYCHI, DLP,
SIEM, WAF) cBs3aHO CO CHUKEHUEM PEIyTAlMOHHBIX PUCKOB?

23. B kakux ciydasx LenecooOpa3HO CTpaxOBAaHHE pEyTalMOHHBIX
puckoB? Ha30BuUTE €ro orpaHu4eHUsI.

24.  Onwumure AenoByto urpy «BbeIOOp cTpaTeruu pearnpoBaHus»: KaKkue
(bakTOphI BIUAIOT Ha BBIOOP CTpaTETuu JjIsi KOHKPETHOTO prucka?

Tema 4. Yupasiaenue quaabiM 1ndposbiM ciieqom (ITKc-17.1)

25. Jlaiite onpenaenenue nudpooro ciena. Uem oTinnvaeTcs akTUBHbBIN
CJel OT TaCCUBHOTO?

26. Iloyemy mjid crieriMaincTa Mo YdKOHOMUYECKOU 0€30MacHOCTH BayKHO
YIPaBIATh TUYHBIM IIU(PpoBbIM ciieomM? Ha3oBuTe He MeHee TPEX MPUYHH.

27. Kaxkue pucku co3aa€T mpuBs3Ka BCEX aKKayHTOB K OJITHOMY HOMEPY
tenedona? Kak mx MUHUMHU3UPOBATH?

28.  Ilepeuucnute METOIbI «3aMETAHUSI CIIEIOBY» U CHIKEHUS U(PPOBOI
BUJIMMOCTH (HE MEHee 5).

29. Kak pabGoraer mpaBo Ha 3a0BeHue? B Kkakux ciydasx OHO
NpUMeHUMO B PD?

30. UYro Takoe wmetamaHHbie (aitmoB? I[lpuBemute mnpuUMepbl U
O0O0BSCHUTE, KaK 3JIOYMBIIIIEHHUKH MOTYT UX MUCTIOJIb30BaTh.

31.  Onumure yek-nmuct nerctBuid s 3amuThl oT OSINT-cOopa (He
MEHEee 8 MyHKTOB).

32. Kak ucnonb3oBaTh BpeMEHHbIE HOMEpa Telie(pOHOB U BPEMEHHBIE
email-agpeca a1t cHUXKeHUs UG POBOTO ciaeaa?

Tema 5. I[IpaBosag 3ammra penyramnuu B idposoi cpene (ITKc-17.1)

33. Kakue HOpMaTUBHbIE NpPaBOBblE aKTbl P®D perynupyror 3amury
YEeCTH, JOCTOMHCTBA U JIEJIOBOM pemyTanuu B iudpoBoit cpene?

34.  Packpoiite coaepxkanue crtatbu 152 I'paxkmanckoro konekca P®
IMPUMEHUTENBHO K 3aIIMTE JIE€JI0BOM PENyTALMK FOPHIAYECKOIO JIULA.

35. Kakue TpeOoBanusi K 0OpaOOTKE TMEPCOHANBHBIX JIaHHBIX
ycraHaBiuBaeT PenepanbHbiil 3aK0H Nel52-D3?

36. Onumure TNOPSJOK BHECYJIEOHON OJOKMPOBKM IMOpOYAIIeH
uHpopmaruu yepe3 Pockomuanzop (mo @3 Nel149-03).

37. Ha3zoBure BU/IBI OTBETCTBEHHOCTH (aAMUHUCTPATUBHOM,
YTOJOBHOM, Tpa)KJaHCKO-TIPABOBOM) 3a HapylleHHs B cdepe yHpaBiIeHUS
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1 poBO permyTaruei.

38. Kakwue mnpaBoBbl€ MOCIEACTBUS HACTYNAIOT Uil KOMIAHUU IIPH
yTEUKe NEPCOHAIBHBIX JaHHBIX yepe3 myonnunbiii UH-cepuc?

39. CocraBbTe AIrOPUTM JI0CYAEOHOTO OOpaleHus: K aAMUHUCTPALIMH
caiiTa-0T30BHKa C TpeOOBAaHUEM yAAIUThH MOPOYAILNE CBEICHHUS.

40. Kakoii JOKanbHBIA aKT JOJDKHA pa3paboTaTh OpraHU3alus Ui
periiameHTaunu ucronb3oBanus MN-cepeucos cotpynaukamu? [Ipuseaure 3—4
KJIFOYEBBIX MYHKTA.

Tema 6. ODFaHI/ISaLII/IOHHI)IG HHCTPYMCHTEI LII/Id)DOBOﬁ 0C30I1aCHOCTH

(IIKc-17.1)

41. Kakue BHYTpEHHME JIOKYMEHThl OpraHU3alUU BIUSIOT HA
ynpasienne mudpoBoi pemyranueii? HazoBuTe u KpaTko oxapakTepu3ymre.

42. Yro pmomkHO comepxaTtbcsi B Kogekce 1HUQPPOBOMl ATHUKH
corpynnuka? [IpuBeaure He MEHEE S5 TIOJIOKEHUMN.

43. Onumwurte perJaMeHT B3aumojeiicTBus mnoxapazaenenuit (Ub,
topuctel, PR, HR) npu penyTaiinoHHOM Kpu3Hce.

44. IlpoBenure poNEBYX0 Wrpy «YTEUYKa [JAaHHBIX KIHAECHTOB»:
pacrpenenuTe pojay U ONUIIUTE JEHCTBUS KaXKI0M POJIA B MEPBBIE 2 yaca.

45. Kakwue 00s3aHHOCTU MO PaCKPBITHIO WH(GOpPMAIMK 00 MHIIMJIEHTaX
nepen perynstopamu (bank Poccun, Pockomuanzop, @CTIK) npenycmoTpeHs
3aKOHOJATEILCTBOM?

46. Kak TUNOBBIC MOJUTHUKA HHPOPMAIMOHHON OE30MaCHOCTH MOTYT
BJIMATH HA PEMYTALNIO0 OPTraHU3ALINN?

47. Paspaboraiite (pparMeHT periiaMeHTa pearupoBaHusl HA UHIIUJICHTHI,
CBSI3aHHBIC C AUM(EHK-aTaKaMH.

Tema 7. Texnonornu MoHutTopuHra u agaiansa penyramuu. (ITKc-17.1)

48. Kakue TexHuueckue cpeactsa 3amuthl nHpopmanuu (DLP, SIEM,
WAF, MFA) nomoraiotr npeaoTBpaTuTh penyTaiuoHHble norepu? OObsicHUTE
POJIb KaXI0ro0.

49.  Yro takoe OSINT? B uém otanune OSINT ot passeaxu? HazoBure
seranbubie MeToabl OSINT.

50. Kak ¢ moMomipl0 IMOUCKOBBIX omepaTopoB (site:, intitle:, filetype:)
MOXHO BBISIBUTH YTEKIINE JOKYMEHTHI KoMmnaHuu? [IpuBennte npumepsi.

51. Ilepeuucnure WHCTPYMEHTBI W CEPBUCHI JUJII MOHUTOPHUHIA
ynoMmuHanuit Operna B CMU u conmeana. Kakue MmeTpuku oHM IPEIOCTABISAIOT?

52.  Kak moxnO ucnonb3oBatb OSINT myis BeIsSIBIICHUS MHCAUAEPCKON
AKTUBHOCTH U MOATOTOBKH K COIUAIbHOW UHXKEHEPUU?

53. Yro takoe SERM (ynpasienue penyTanueil B HOUCKOBOM Bblaye)?
Kakue MeTo/1bl BBITECHEHHS] HEraTUBa CYUIECTBYIOT?

54.  Onumure 4yek-nmuct «Kak 3amututbest ot OSINT-cOopay s
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COTPYJHUKOB OpraHu3aluu (He MEHEe 8 MMyHKTOB).

Tema 8. KoMmmuiekcHOe VIIpaBJI€HWE HWHIIMAEHTAMU W BOCCTAHOBJIEHUE

penyraimu (I1Kc-17.1)

55. Jlamite ONPEECICHUE WHIIAACHTA

peIyTallMOHHBIMU

nociencTsussmMu. HazoBure sransl pearnpoBaHus Ha TAKOM UHLUICHT.
56. OnumuTe njaH JEHCTBUN MpU OOHAPYXEHUHU TUM(ENK-3BOHKA OT

UMEHU PYKOBOAMUTENS KOMITaHUU (oOHapyxeHue,

KOMMYHHUKAIINN).

CACPIKUBAHUC,

57. Kak OSINT wMoxer mnomMoub B pacclielOBaHUU HHIMJICHTA
(BBISIBICHHE YTEKIIMX JIaHHBIX, (EUKOBBIX aKKAyHTOB, paclpOCTpaHUTEeH

HeraTuaa)?

58.  CdopmynupyiTe NPUHIUIIEI aHTUKPUZUCHBIX KOMMYHUKAIIMN TIPH
pENyTAalOHHOM KpHU3HCce. Y KaKUTE TAUMUHI IIEPBBIX 3asBJICHUAMN.

59. IlpuBenute mNpUMEPHI YCHEHIHOTO W HEYCIEIIHOTO YIPABICHUS
penyTalMOHHBIMU MHIUACHTaMU (U3 JICKIUN WM U3BECTHBIX KECOB).

60. PaspaboraiiTe mporpaMMy BOCCTAHOBJICHHSI pEIyTallMU TMOCTe
YTEUKU TMEePCOHAIBbHBIX JAaHHBIX (HE MEHEee 5 IIaroB, C yKa3aHUEM CpPOKOB U

OTBETCTBEHHBIX).

6.3. Kpurepuu u mikana oueHuBanus Ha ocHoBe BPC.

Kpumepuu u 6annvnas wkana onpedensaromces npenooasamesem

KPUTEP1U OLUEHNBAHUA

PE3VJIBTAT B
BAJIJTIAX

Jlan noamwiil, 8 102utecKol noc1e008amerbHOCMU PA38ePHY bl
omeem Ha NOCMABIEeHHbLI 80NPOC, 20€ OH NPOOEMOHCIPUPOBAL
3HAHUSL npedMema 6 NOJIHOM 0bveme Y4eOHOU NPOSPAMMBbL,
00CMAmMoO4HO 271YO60KO OCMBICAUBAET OUCYUNTUHY,
CAMOCMOSIMENbHO, U UCHEPRbIBalowe omeeyaenm Ha
O0O0NOJHUMENbHbIE BONPOCHL, NPUBOOUM COOCMBEHHbIE NPUMEDDL O
npobdremamuxe noCmasieHHo20 80NPOCd, Peuin NPeOIONCeHHbLE
npakmuseckue 3a0anus 6e3 ouubox

40

lan pazeepnymulii omeem Ha noCmasieHHblll ONPOC, 20e CmyoeHm
O0eMOHCmpupyem 3HaAHUs, NPUOOpemeHHble Ha TIeKYUOHHBIX U
CEMUHAPCKUX 3AHAMUSX, a MAKHCe NOJYUEHHble NOCPeOCmMBOM
uzyuenus 003amenbHblX YUeOHbIX MAmepuaios no Kypcy, oaem
apeymMeHmupo8aHHbvle OMeemyl, NPUSOOUM NPUMeEpPbL, 8 omeeme
npucymemeyem c80000Hoe 81a0eHUe MOHOI02UYECKOU peublo,
JI02UYHOCY U nocliedogamenbHocmsb omeema. OOHaKo
00nyckaemcsi HemoYHocms 8 omeeme. Pewiun npednoscennvle
npakmuyecKkue 3a0anus ¢ HeboIbWUMU HeMOYHOCMAMU.

30-39

Jlan omeem, ceudemenbcmayowull 8 OCHOBHOM O 3HAHUU
npoyeccos uzyuaemol OUCYUNIUHbBL, OMIULAIOWULCS

20-29
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He0oCmamoyHou 21yOUHOU U NOTHOMOU PACKPLIMUS MeMbl,
3HAHUeM OCHOBHBIX 0NPOCO8 Meopul, clabo chopmMupo8aHHbiMU
HABLIKAMU AHANU3A ANEeHULL, NPOYECCO8, HeOOCMAMOYHbIM
YyMeHUueM 0asamv apeyMeHMUposanHvle Omeemsl U NPUSOOUMb
npumepsvl, HeOOCMaAMOYHO C80DOOHBIM 8l1A0EHUEM MOHOLOSUYECKOT
peubio, I02UYHOCIbIO U NOCIe008AMENIbHOCIbIO OMEemda.
Honyckaemcs HecKOIbKO OUUOOK 8 cOOepIHcanuy omeema u
peutenuy NPaKmu4eckux 3a0aHull.

Jlan omeem, komopblil cooepaicum psao cepbe3HblX HeMouYHOCmell, 0-19
0OHAPYIACUBAIOWULL HESHAHUE NPOYECCOB8 UZYUAEMOL NPEOMEMHOLL
obnacmu, OMAULAIOWUIICS He2lyOOKUM PACKPbIMUEeM membl,
He3HAHUEeM OCHOBHBIX 80NPOCO8 MeopUl, HeCHOPMUPOBAHHBIMU
HABbIKAMU AHANU3A AGNEHUL, NPOYEeCcCo8, HeyMeHUeM 0a8amb
apeyMeHmupoBaHHvle Omeemol, ClabbiM 81d0eHUeM
MOHONO2UYECKOU peublo, OMCYMCmMUuem J102UYHOCU U
nociedosamenvHocmu. Bvi6oowvl nosepxnocmmuol. Pewenue
NPAKMU4ecKux 3a0aHull He 8bINOJIHEHO, m.e. CMYOeHm He ChOCOOeH
Omeemums Ha 8ONPOCHL OANHCe NPU OONOIHUMENLHBIX HABOOAUUX
80NPOCAX NPEeno0asamels.

6.4. OrnucaHue JOMOJHUTENBHBIX MaTEpHATIOB U 000pyIOBaHUS,
HEOOXOMMBIX JIJIsl BHITIOJIHEHUS POBEPOYHBIX 3a/laHul (npu Heobxooumocmu).

JIns BBINOJNHEHHS] MPOBEPOYHBIX 3aJaHUM NPOMEKYTOYHOM AaTTECTALIMU
(3aueTta € OLEHKOWN) CTYIEHTY pa3peliaeTcsl UCIOIb30BaHUE CIEAYIONIUX
JIOTIOJIHUTENIbHBIX MAaTEPUATIOB U 000PYIOBAHUS:

HopmaTuBHbBIE TPaBOBBIE AKTHI (B aKTYaJbHBIX PEIAKIUIX):

- I'paxxnanckuit konekce Poccuiickon denepanuu;

- ®@epnepanbubii 3akoH OoT 27.07.2006 Nel49-®3 «O06 wunbopmanuwy,
WH()OPMAIIMOHHBIX TEXHOJIOTHAX U O 3alIUTe UHPOpMAITUN»;

- @®enepanbHbIil 3ak0H OT 27.07.2006 Nel152-D3 «O nepcoOHAIBHBIX JAHHBIX).

Henporpammupyembiii KanbKyJISITOP — JUIs BEINOJHEHUS pacu€THBIX 3aJaHUi.

[TuceMeHHbIe TPUHANICKHOCTH (PYyUKa, KapaH all, JTHHEHKa).

3amnpeniaercs:

ucronb3oBanue cetu «MHTepHeT» (Kpome  clly4yaeB, CHEIUAJIbHO
OTOBOPEHHBIX B 3amaHuu i BbimosnHeHuss OSINT-3aganuii B paMmkax
MPAKTUYECKUX 3aHATUN, HO HE HA TPOMEKYTOUHON aTTECTaIlNN);

UCIIOJIb30BaHUE MOOWIBHOW CBSI3M, CMapTPOHOB, CMAPT-4acOB U HHBIX
YCTPOMCTB € JOCTYIIOM B HHTEPHET;

MCII0JIb30BaHUE TOTOBBIX IIMAprajioK, TEKCTOB YUeOHUKOB U MHBIX MEYATHBIX
MaTepUaIoB, HE Pa3pPEUIEHHBIX MPEMO/IaBATEIIEM;

WCIIOJIb30BAHUE CHUCTEM MCKYCCTBEHHOIO MWHTEIUICKTAa IS TEeHEpaluuu
OTBETOB.

Ilpumeuanue: npu evinoaHeHuu 3a0aHUll, He MPeOYIOUWUX PACYUEMO8 U
pabomsl ¢ HOPMAMUBHLIMU — AKMAMU,  UCNONL308AHUE  OONOJHUMENbHBIX
mamepuanos He npeoycmompero. Kouxpemuwviii nepeuenv  paspeutéHHbIX
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mamepuanos Modcem Oblmb YMOYHEH nNpenodasamenem neped  HA4aiom
APOMEIHCYMOUHOU ammecmayuu 8 3a8UCUMOCU Om HopMbl e€ NposedeHusl
(ycmHoe cobecedosanue, NUCbMEHHAS paboma, KOMNbIOMEPHOe MeCmupo8anue).

7. MeToauvecKkue MaTePUAJIbl IO OCBOEHHUIO M CHUIIMHBI (MOTYJIA)

JIist u3ydeHusi OCHOBHBIX BOINPOCOB JUCLUUILIMHBI «YTpaBiaeHue nudpoBoit
0€30MacHOCThI0» HEOOXOAUMO KOHCHEKTUPOBATh MaTepHUallbl JIEKIUI, paboTaTh C
PEKOMEHJIOBAaHHOIM  MpernojaBaTesieM JIMTepaTypod, a Takke pecypcaMu
WH(OPMAITMOHHO-TEIEKOMMYHHUKAIIMOHHOM ~ cetn  «MHTepHeT»  (BKIIOYAs
MOMCKOBBIE CHUCTEMBI, OTKPBIThIE 0a3bl Cy/IEOHBIX PEIICHUN, OPUIIUATHHBIC CANUTHI
perynstopoB). i npuoOpeTeHrss HaBBIKOB aKTUBHOTO HMCHOJIb30BaHUS 3HAHUN
NOJIe3HO 00CYXXJaTh IIJIAHOBbIE M BO3HUKAIOIIME BOIPOCHI, a TAKXKE pellaeMble
KEWChl M 3aJjaud Ha NMPAKTUYECKUX 3aHATHUAX. UTOOBI Jierye U MpoyHee YCBOUTH
MaTepHall, clIeyeT NOCTOSHHO HCIOJIb30BaTh KOHKPETHBIE TPUMEPBI U3 pealbHOM
NPaKTHKU (MHLOUICHTHl YTEYeK JAaHHBIX, AUN(ErK-aTaku, cyaeOHbIe CHOPHI O
3aIUTE PEIyTallHH).

Jist 3aKkperuieHust U3y4eHHOT 0 MaTepHalia B paboudeid mporpaMme MprBeIeHbI
BOIIPOCHI MO KaXJ0M TeMe€ JUCHUIUIMHBI, HA KOTOPBIE CIEIYET CaMOCTOSATEIbHO
HalTU OTBETHI, & TAKXKE TUIOBBIC MpPAKTHUYECKUE 3alaHus (pacye€T (PMHAHCOBBIX
NOoTeph OT YTEUKU IAHHBIX, MMOCTPOEHUE KapT yrpos3, pa3paboTKa YEeK-JIHCTOB U
JIOKAJbHBIX aKTOB).

Baxxnolt cocTtaBHOW YacThi0 Y4yeOHOro TMpolecca B By3€ SIBISIIOTCA
npakTHueckue 3aHATus. llpakThueckue 3aHATUS MO AUCHMIUIMHE «YTpaBiieHUE
udpoBoil  0E30MaCHOCTHIO» TPOBOIATCA B (opmMe perieHus CUTyaIrlMOHHBIX
KEWCOB, JIEJOBBIX U POJIEBBIX UTP, PAaOOTHI B MaJIbIX TPYyMIax, aHAJIN3a OTKPBITHIX
uctouHukoB (OSINT), pa3paboTku BHYTPEHHUX JIOKYMEHTOB OpraHu3aluu
(Komekc ummdposoit stuku, [lopspok ucnonb3zoBanus HMH-cepBucoB), a Taxxke
o0CyXJeHUs CyJqeOHON NPaKkTUKU. DTH 3aHATHUS TOMOTAIOT CTYJICHTaM TIyOxKe
YCBOUTH Y4eOHBIM MaTepua, MPUOOPEeCTH YMEHUS BBISBIATH IUGPOBBIE yTPO3HI,
OLICHMBATh PEMyTAallMOHHbIE PUCKU U pa3padaThiBaTh MEPHI MO UX CHIKEHHUIO.

[lpy  moaroroBke K  MPAKTUYECKUM  3aHATHSAM  HEOOXOIMMO
MPOAHATU3UPOBATh KOHCHEKT JIEKIMH, O3HAKOMHUTBCA C PEKOMEHJOBAaHHOM
JUTEPATypOd U HOPMATUBHBIMU MPABOBLIMU aKTaMH 1O COOTBETCTBYIOIIEH TEMeE,
OCYILIECTBUTH OJATOTOBKY 110 PEKOMEHOBAHHBIM B paboyeil mporpaMme Bonpocam
JUISL yCTHOTO OIIPOCa, BBIIOJHUTH JJOMAIITHEE 3a/laHue (HalpuMep, IPOBECTU aHAIU3
COOCTBEHHOT'O MU(POBOTO CJIEAAa WIM COCTaBUTh YeK-IHCT 1o 3ammTe oT OSINT-
coopa).

Heo0xoauMo NOMHHTB, YTO HA JIEKUUU OOBIYHO PacCcMaTpHUBAETCS HE BECh
MaTepual, a TOJbKO ero 4acTb. OcTajnbHas 4acTh BOCIIOJIHSETCS B IpoOIEcCe
CaMOCTOATENbHON paboThl. B cBI3M ¢ 3TuM paboTra C pPEKOMEHJAOBAHHOU
JUTEPATYPON 1 HOPMATUBHBIMU aKTamMu o0s13aTesibHa. Oco00e BHUMAHKE MPU ATOM
HE0OXO0UMO O0paTuUTh Ha COJAEPKAHUE OCHOBHBIX IIOJOKEHUH U BBIBOJIOB,
oOBsicCHEHHE CcOBpeMeHHbIX yrpo3 (SIM-conuur, aundeiiku, quishing, OSINT),
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VSICHEHHE TMPAKTUYECKOr0 TMPUMEHEHUS PacCMaTPUBAEMBIX TEOPETUUECKHUX
BonpocoB (pacuér ALE, BeiOOp cTpaTerumm pearupoBaHHsi Ha PHUCK, MOPSIOK
BHecyieOHoU OnmokupoBku HH(popmanuu). B mpouecce 3Toit pabOThI CTYIEHT
JOJDKEH  CTPEMUTbCA  TOHATh U 3allOMHUTh  OCHOBHBIE  IOJIOKEHUS
paccMaTpUBaEMOro MaTepuaiia, IpuMepPbl, MOSICHAIOIINE €ro, a TAKXKE pa3o0parbCs
B WUIIOCTPAaTUBHOM Marepuane (MaTpuibl PHUCKOB, KapThl yIrpo3, oOpa3Lbl
JOKyMEHTOB). B mporiecce MOArOTOBKM K 3aHATHUSAM PEKOMEHIYETCS B3aUMHOE
oOCyXXJIeHHe MaTepuaia, BO BpeMs KOTOPOrO 3aKPEIUIAIOTCS 3HAHUS, a TakKkKe
npuoOpeTaeTcsl MpakTUKa B M3JIOKEHUU U PA3bSICHEHUM MOJYYCHHBIX 3HAHUM,
pa3BuBaetcs peub. [Ipu He0OX0IUMOCTH ClielyeT 00palaTbes 3a KOHCYJIbTaluen K
MPENOAAaBaTENO (B TOM UUCIIE M0 AJIEKTPOHHOM MOUTE).

[Tnanupyst KOHCYJbTalMIO, HEOOXOAMMO XOPOIIO HPOAYMaTh BOMPOCHI,
KOTOpBIE TPEOYIOT pa3bsACHEHUS. 3aKaHUYMBATh MOJITOTOBKY CIIEAYET COCTABICHUEM
miaHa (KOHCIIEKTa) MO HM3y4aeMOMYy MaTepuainy (BOIpocy). OTO MO3BOJISIET
COCTaBUTh KOHLIEHTPUPOBAHHOE, CXKATOE MPEICTABIECHUE 10 U3y4a€MbIM BOIIPOCAM.
3anucu HMMEIT NEPBOCTENEHHOE 3HAYEHHE JUIsl CaMOCTOSITEIbHOM padOThI
CTyJ1eHTOB. OHM ITOMOTaIOT MOHATh NOCTPOEHUE U3y4aeMOI0o MaTepHalia, BbIIEIUTh
OCHOBHBIE TOJIOKEHHS (KIacCU(UKALMIO Yyrpo3, 3Tambl YHPABICHUS PUCKAMH,
IIPaBOBBIE MEXAHU3MBbI), MPOCIEAUTh UX JIOTUKY. Kpome Toro, Benenue 3amuceit
CIIOCOOCTBYET IIPEBPAILICHUIO YTEHHS B AKTUBHBIHN MPOIIeCC, MOOUITU3YET, HAPSIAY CO
3pUTENBHON, 1 MOTOPHYIO ITaMsTh. Clie1yeT NIOMHUTB: Y CTYIEHTA, CHCTEMAaTHYECKU
BEJyIIET0 3aluCH, CO3JAaeTCsl CBOM WHAMBUAYAJIbHBIM (OHI METOAMYECKUX
MaTepHaJIOB JJi1 OBICTPOTO MOBTOPEHHS M3YyUEHHBIX BOMPOCOB, /I MOOUITU3AINH
HAKOIUICHHBIX 3HaHWM. OCOOEHHO Ba)KHBI U TMOJIE3HBI 3alUCU TOT/Ia, KOT/ia B HUX
HAXOJIST OTPAKEHHUE MBICIIN, BOSHUKIITUE ITPU CAMOCTOSTEILHON padoTe (Hampumep,
COOCTBEHHBIE TPUMEPHI YTPO3, BAPUAHTHI aHTUKPU3ZUCHBIX KOMMYHHKAIIH).

ITocne wu3ydeHuss 0a30BBIX TE€M Kypca MNPOBOAMUTCS TEKYLIMH KOHTPOJb
3HAHMM CTYJEHTOB B (OpPME TECTUPOBAHMS, YCTHOIO OMNPOCA, BBIIOJIHEHUS
NpakTHUYeCKuX  KOHTpoJibHbIXx  3amganuid  (IIK3) wu  mpodeccuoHanbHO-
uccinenopatenbckux 3aganuii (I1IM3). TumoBele TecThl W 3aJaHus 10 TeMaM
JUCUUIUIMHBI TPUBEACHBI B CIIEUMATIBHBIX pa3zesiax JaHHOW padoydeil mporpamMMel
(m.5.2,5.4,6.2).

[ToaroToBKa K TEKYIIEMY U IPOMEKYTOUYHOMY KOHTPOJIIO (3a4€Ty C OLIEHKOM)
npeanosiaraet uzydeHue npezacraBieHHbIx B PI1] Borpocos k 3auéry (60 Bompocos
o 8 Temam), paboTy HaJ TECTOBBIMU 3aJJaHUSIMU BCEX IIECTH TUIIOB (3aKPHIThIC, HA
COOTBETCTBHE, Ha TMOCIEAOBATEIbHOCTh, KOMOWHUPOBAHHBIC, OTKPHITHIE),
BBITIOJTHEHUE MPAaKTHUYeCKUX KeicoB (pacu€t ALE, moctpoeHune mMaTpHIlbl PUCKOB,
pa3pabOTKa aHTUKPU3KUCHOIO TJIaHa) U AaHAJIN3 PEalIbHbIX MHIIMICHTOB U3 MPAKTHKHU.

PaGora B MampIx rpynmax — 3TO OJIHA M3 CaMbIX MOMYJSPHBIX (opM
IIPOBEICHHUS 3aHIATHI IO JUCIHUIUIMHE, TaK KaK OHa Aa€T BceM 00yJaromumcs (B TOM
YHCJIE U CTECHUTEIbHBIM) BO3MOKHOCTh Y4YacTBOBaTh B padoTe, MPaKTUKOBATh
HaBbIKM COTPYJAHHMYECTBA, MEXIUYHOCTHOrO OOIIEHUs (B YAcCTHOCTH, YMEHHE
aKTUBHO CIIylIaTh, BbIpaOaThIBaTh OO0Ilee MHEHHE, pa3peliaTh BO3HUKAIOIIME
paszHornacus). Llens naHHOM QOpMBI MpOBEIEHUS 3aHATUI: MTPOJIEMOHCTPUPOBATH
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CXOJACTBO WJIM pa3iuuus ONpeAeNEHHBIX yIrpo3, BbIpabOTaTh CTPATETHUIO
pearnpoBaHus Ha PEMyTAllMOHHBIA PHUCK, pa3paboTaTh IUIAH AHTUKPU3UCHBIX
KOMMYHHUKAIIMI WM BBISCHUTH OTHONICHUE PA3JIMYHBIX TPYIIN YYaCTHHUKOB K
OJIHOMY U TOMY K€ MHUUAEHTY. B Xoze 3Toil pabOoThl JOMOJIHUTEIBHO PEIIAIOTCS
CIIeIyIOLIME 3a7a4M: Pa3BUTHE HABBIKOB OOIICHUS M B3aUMOJCHCTBUS B TpyMIIE,
(bopMHpOBaHUE IIEHHOCTHO-OPUEHTAMOHHOTO €IWHCTBA TPYMIbI, MOOUIPEHHUE K
riOKOM CMEHE COLIMANIbHBIX POJIEH B 3aBUCMMOCTH OT CHUTyaluu (Hampumep, B
posieBoi urpe «YTeuka JaHHBIX» CTYACHTbl BBICTYINAIOT B POJSX JTUPEKTOPA,
HauvanbHuKa Wb, ropucta, PR-menemxepa).

['pymma cTyAeHTOB AEIUTCS HA HECKOJIBKO MalbIX rpynil. KoaudyecTBo rpymi
OTIPEJICNISIETCSl  YUCJIOM TBOPYECKMX 3aJaHuil  (KeMcoB), KOTOphIe OYyIyT
oOcyXXIatbcsi B TMpollecce 3aHATHs. Maible Tpynmnbsl GOpMHUPYIOTCS JHUOO TO
KEJIAHUIO CTYJEHTOB, JINOO MO POJCTBEHHON TeMaTuke i oOcyxaeHus. Kaxnas
Maas rpymnmna oOCy>KIaeT TBOPUECKOE 3aJaHhe B T€YCHHE OTBEICHHOIO BPEMEHH
(HanpuMep, pa3zpadaTbIBaeT KapTy yrpo3 [Ulsl OHJIAWMH-KMHOTEATpa WM BBIOMpAET
CTpaTEervio pearupoBaHus Ha PUCK B J1eI0BOM urpe). OCHOBHOM 3Tan — MPOBEACHUE
00CYXXJIeHHUsI PE3yJIbTaTOB Pal0OThl. 3acCIyLIMBAIOTCS CYXACHUS, MpeasiaracMble
KQXIO0W MaJIOM Tpynmod mo TBOpPYECKOMY 3amaHuto. IIpenmomaBarens nma€r
OLICHOYHOE CY>KJIeHHE 0 paboTe MaJIbIX TPYIII, 10 PEHIEHUIO TBOPUECKHUX 3aJaHUI U
3 (HEKTUBHOCTH MPETIOKEHHBIX MTyTEH peleHuUs.

B kauecTtBe camMoOCTOATENbHON pabOThl CTYACHTAaMH  BBIIOJHSIIOTCS
npaktudeckue  kKoHTpoibHbie  3amanus  ([IK3) wu  mpodeccuonanbHo-
uccinenoBarensckue 3ananus (IIM3) mo Bcem Temam. [IK3 BrimowaroT pacyér
(UHAHCOBBIX MOTEPH OT YTEUEK JAaHHBIX, IOCTPOCHHUE KapT Yrpo3, pa3paboTKy YeK-
JIMCTOB, JIOKAJIbHBIX aKTOB, aHTUKPU3UCHBIX TaHoB. [IM3 npennonarator aHaiu3
pEeabHBIX MHITUACHTOB, CyJcOHON MPAKTUKH, CPABHUTEIHHBIN aHAIN3 MOJIETCH 1
MeTo10B. [ IpH BBINIOJIHEHNH 33JTaHUI MOTYT UCIIOIb30BAaThCS OTKPBITHIE HCTOYHUKU
uH(popmamu (opunnansHbie 0a3bl CyleOHBIX pelleHuid, caiiTel PockoMHan3opa,
nyomukanuun CMU) ¢ coOmronennem 3akoHojatenbctBa Pd. BeinonHeHHbIE
3aJlaHdsd TPEACTaBIAIOTCS CTYJEHTOM B CHUCTEME JMCTAHIIMOHHOTO OOyYEHHS
(LMS) unu cparoTcst Ha IPaKTUYECKOM 3aHATHH.

8. YueOHas siureparypa u pecypcbl HHGOPMAIUOHHO-
TeJIEKOMMYHUKAIIMOHHOM ceTu UHTEepHeT

8.1. OcHoBHas nuTEeparypa

1. Hoponun, A. 1. buznec-pazseaka 2.2 + OSINT : pykoBoacTso / A.
. Toponun. — Mocksa : IMK IlIpecc, 2023. — 504 ¢. — ISBN 978-5-93700-

255-6. — TekcT : 3nexkTpoHHbIN // JIaHb : 3€KTPOHHO-OMOIMOTEYHAsT CHCTEMA.
— URL.: https://e.lanbook.com/book/456617
2. Peitn, T. C. OCHOBBI COIMAIBHON HWHXXEHEPUH B KOMITBIOTEPHOMU

6e3onacHoctu : yueOHoe nocooue / T. C. Pelin. — Kemeposo : KemI'VY, 2025. —
99 c¢. — ISBN 978-5-8353-3309-7. — Tekct : anekTpoHHbid // Jlanb
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AJIEKTPOHHO-OUOIMOTEeUHAS cucrema. — URL.:
https://e.lanbook.com/book/495473

3. buprokoB, A. A. Hudopmarmonnas 0€30MacHOCTb: 3allUTa H
HamajieHue : pykoBojctBo / A. A. buprokoB. — 3-e u3n. — Mocksa : MK
IIpecc, 2023. — 440 c. — ISBN 978-5-93700-219-8. — TekcT : 31eKTPOHHBIH //
Jlanb : AJIEKTPOHHO-OMOIMOTEeUHAS cucrema. — URL:

https://e.lanbook.com/book/455351

4. Hudposas kynprypa : yueonuk / FO. FO. Koctioxun, M. B. Yepnsies,
B. 1O. Epmiona [u ap.] ; moxa pexn. E. FO. CunopoBoii. — Mocksa : Pycaiinc, 2026.
— 348 ¢c. — ISBN 978-5-466-12013-4. — URL: https://book.ru/book/963333

5. [udposoit menemxmenT : yuebnuk / B. B. Macnennukos, 0. B.
JIsunay, 1. A. Kanununa [u ap.]. — Mocksa : KaoPyc, 2026. — 207 c. — ISBN
978-5-406-14963-8. — URL: https://book.ru/book/960717

6. MakcypoB, A. A. 3ammurta 000pOoTa TEPCOHATLHBIX JTaHHBIX B
kubeprpocTpancTse : MoHorpadus / A. A. MakcypoB. — Mocksa : Pycaiinc,
2023. — 123 c¢. — ISBN  978-5-466-03765-4. @—  URL:
https://book.ru/book/950903

7. EpmakoBa, A. H. IudpoBoit cnen: ¢opmupoBaHue Hu
YOPABISIEMOCTh B 3KOHOMHKE JaHHbIX : MoHorpadus / A. H. EpmakoBa. —
CraBpononb : CtT'AY, 2024. — 256 c. — Tekcr : anekTpoHHbit // Jlanp :

AIEKTPOHHO-OUOIMOTEUHAS cucTema. — URL.:
https://e.lanbook.com/book/510158
8. Hpemitora, P. U. Tlpecrynnocts 4.0 (kuOepnpecTymHOCTh: BUepa,

ceroJiHs, 3aBTpa) : MoHorpadus / P. U. JIpemmtora. — Mockaa : Infotropic Media,
2024. — 340 c. — ISBN 978-5-9998-0444-0. — Texkct : anexTpoHHbIH // JlaHb :
AIEKTPOHHO-OUOIMOTeUHAS cucrema. URL.:
https://e.lanbook.com/book/388181

9. @or, 0. JI. MeToab! 3amuTtsl nHPopMaIuu : yuebHoe nocooue / FO.
. ®ot. — Openbypr : OI'Y, 2019. — 230 c. — ISBN 978-5-7410-2296-2. —
Texct : anekTpoHHbil // JlaHb : 3nekTpoHHO-OMOAMOTEeyHas cucremMa. — URL:
https://e.lanbook.com/book/159977

10.  KabepoBa, A. P. Mapketunr opranuzainuii B 1udpoBoi cpeie :
ydyebHoe rocooue / A. P. Kabepoa. — Mockgra : MTYCH, 2025. — 147 ¢. —
Texcr : anexTponHbilt // Jlanb : snekTpoHHO-OuOIMOTEeYHast cucremMa. — URL:
https://e.lanbook.com/book/501188

11.  Kammpuna, A. M. Ynpasnenre HHPOPMAIIMOHHBIMU pecypcamMu U
KOHTEHTOM : ydeOHoe mocooue / A. M. Kammupuna. — Hoocubupck : HI'TY,
2023. — 72 c. — ISBN 978-5-7782-4858-8. — Texkcr : anekTpoHHsbIit // JlaHb :
AIEKTPOHHO-OUOIMOTEYHAs cucrema. — URL.:
https://e.lanbook.com/book/404333

12.  VYcrunoBa, WM. TI. OcHOBbl UH(DOPMAIIMOHHOTO IIOMCKAa U
MH(OPMAIMOHHBIX 3HAHUH : yuyeOHoe nmocodue / . I'. YcTtunoBa. — Mockaa :
Heno PAHXul'C, 2025. — 190 c¢. — ISBN 978-5-85006-687-1. — Tekcr :
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ANEeKTpOHHbIN // Jlab : »3nekTpoHHO-OMOnmoreyHass cucrema. — URL:
https://e.lanbook.com/book/511224

8.2. JlonosHUTENbHAS IUTEpaTypa

1. [Ipuknaausie uudpoBbie TexHoNOrMM U cucteMbl XXI Beka:
PKOHOMHMKA, MEHEHDKMEHT, VYIpaBJICHHE IepCOHAIOM, HWHGOPMAIIMOHHAS
0e30macHOCTb, paBo: Marepuaisl [I MexpernoHanbHOW HAYyYHO-IIPAKTUYECKON
koHpepeniuu 16 nexadps 2022 roga : Mmarepuaiibl KoHpepeHu. — MockBsa :
Heno PAHXul'C, 2023. — 292 c¢. — ISBN 978-5-907389-72-4. — TekcT :

ANEeKTpOHHBbIN // Jlab : »31eKTpoHHO-OMOnHMoreyHas cucrema. — URL:
https://e.lanbook.com/book/468344

2. Hparynosa, E. B. OcHoBbI 1tupoBoro o0miecTsa : yueOHOE ocodune
/ E. B. lparyroBa. — HoBocubupck : HI'TY, 2024. — 120 c. — ISBN 978-5-
7782-5168-7. — TexkcT : 31ekTpoHHBIN // JlaHb : 3MEKTPOHHO-OMOIHOTEUHAS
cucrtema. — URL: https://e.lanbook.com/book/514391

3. Hoponuna, 1. M. MenuanpaBo u Meanabe30MacHOCTb : y4eOHOe

noco6ue ansa By30B / . M. Jloponunna. — 2-e u3., crep. — Cankr-IletepOypr :
Jlanb, 2025. — 184 c. — ISBN 978-5-507-52147-0. — TexkcT : 31eKTpOHHBIH //

Jlanp : AJIEKTPOHHO-OMOIMOTEeUHAs CHCTEMA. — URL:
https://e.lanbook.com/book/440096
4. NudopmanmoHHbie TEXHOJOTUM M HMHTEIUVICKTyaJIbHbIE CUCTEMBI:

COopHuk Hay4HbIX TpynoB mo wuroram [II exerogHoil HanmMoOHAIBHOU
koH(pepennuu (Mocksa, 18-20 mapta 2025 1.) : COOPHUK HAYUHBIX TPYIOB / MO
penakiueit A. A. bakaeBa. — Mocksa : PTY MUP3A, 2025. — 1255 ¢. — ISBN

978-5-7339-2566-0. — Texkct : onexkrpoHHBIA // JlaHb : SIEKTPOHHO-
oubmmoreunas cuctema. — URL: https://e.lanbook.com/book/504827
5. 3ammra uHdopmanuu: 1T, mpaBoBble U IKOHOMUYECKUE ACIEKThI:

COopHUK Hay4yHBIX TPYIOB: MeXBy30BCKas CTyJIeHYECKas  Hay4dHO-
npaktudeckas koHdepenius (r. MockBa, 16-17 mapra 2023 1.) : cOOpHUK
Hay4YHBIX TPYJ0OB / oA penakimeid A. A. bakaeBa. — Mocksa : PTY MUPDA,
2023. — 209 c. — ISBN 978-5-7339-1914-0. — TekcT : 2neKTpoHHbIi // JIaHb :

AIEKTPOHHO-OUOIMOTEUHAS cucTema. — URL.:
https://e.lanbook.com/book/382652

6. [{udpoBbie TEXHOIOTHN B MPOKYpOpCcKon aesitenbHocTh: COOPHUK
MaTepuasioB KoH(pepeHIMu : maTepuainbl KoHpepeHuuu / coctaButenb E. B.
Benukas ; mon penakiueit H. B. Cy6anoBoii. — Mocksa : U3parenbckuit 1om
«lopomen»y, 2024. — 320 c. — ISBN 978-5-907762-59-6. — TekcT
ANEeKTpOHHBIN // Jlanb : 3nekTpoHHO-OMOnmoreyHas cuctema. — URL:

https://e.lanbook.com/book/436376

8.3. HopmaruBHBIE NpaBOBblE JTOKYMEHTHI M  WHasg  IpaBoOBas
uH(popmMarus
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1. "Konctutyust Poccuiickoit ®@eaeparnuu’ (MpuHsITa BCEHAPOIHBIM
rojocoBanueM 12.12.1993 ¢ wu3MCHEHUSMH, OJOOPCHHBIMH B  XOJIE

00IIIEPOCCUICKOTO TOJIOCOBAHUS 01.07.2020)
https://www.consultant.ru/document/cons_doc_LAW_28399/

2. I'paxxnanckuii  koaexkc Poccuiickoit  ®enepanmun  (I'K  PD)
https://www.consultant.ru/document/cons_doc LAW 5142/

3. "YronoBubii kogekc Poccuiickoit @enepanuu ot 13.06.1996 N 63-
@3 https://www.consultant.ru/document/cons_doc_ LAW_ 10699/

4. "Komekc Poccuiickori ®enepanu 00  aJMUHUCTPATHBHBIX
MpaBoHapyIeHUugX" OT 30.12.2001 N 195-@3
https://www.consultant.ru/document/cons_doc LAW 34661/

5. @Oenepanpubiii  3akoH  "OO0 wHbOpMaIMK, HWHPOPMAIMOHHBIX

TeXHOJOTUSAX u o 3ammre wuHpopmamuu" ot 27.07.2006 N 149-03
https://www.consultant.ru/document/cons_doc LAW_ 61798/

6. ®enepanbHblil 3ak0H "O nepcoHanbHbIX AaHHBIX" 0T 27.07.2006 N
152-®3 https://www.consultant.ru/document/cons_doc LAW_ 61801/

7. ®enepanbHblii 3akoH "OO HMCHOJHUTENBHOM NPOU3BOACTBE" OT
02.10.2007 N 229-®3
https://www.consultant.ru/document/cons_doc LAW_ 71450/

8. OenepanbHbii  3akoH  "O  OpOTUBOJACWUCTBUM  JIETaIU3alUU
(OTMBIBAHHUIO) AOXOJIOB, MOJYYEHHBIX MPECTYIHBIM MyTeM, U (PMHAHCUPOBAHUIO
Teppopusma" OT 07.08.2001 N 115-03
https://www.consultant.ru/document/cons_doc LAW_ 32834/

9. ®enepanbHbli 3aKk0H "O HAIMOHAIBHOW TUIATEKHOW cUcTeMe" OT
27.06.2011 N 161-®3
https://www.consultant.ru/document/cons_doc LAW 115625/

10.  ®enepanpubiii 3ak0H "O O6aHKaX M OAHKOBCKOW NEATEIHLHOCTH" OT
02.12.1990 N 395-1 https://www.consultant.ru/document/cons_doc_ LAW_ 5842/

11.  ®enepanbhblii 3aK0H "OO0 3KCIIEPUMEHTATBHBIX IPABOBBIX PEKUMAX
B cepe uudpoBbix nHHOBaM B Poccuiickoir ®@enepauuu" ot 31.07.2020 N
258-®3 https:// www.consultant.ru/document/cons_doc_ LAW_ 358738/

12.  Vka3 IIpesunenra Poccuiickoit @eaepanun ot 09.05.2017 1. Ne 203
«O Crpareruun pa3Butusi uH(poOpMalMoHHoro obdmectsa B Poccuiickoi
®deneparun Ha 2017 — 2030 roas» http:/ www.kremlin.ru/acts/bank/41919

13.  Vka3 IIpesunenta Poccutickoit ®enepanuu ot 07.05.2024 r. Ne 309
«O HauMoHaNBHBIX HENAX pa3BuTus Poccuiickoit @eneparuu Ha niepuos 10 2030
rojia ¥ Ha nepcrnekTuBy 110 2036 roga» http://www.kremlin.ru/acts/bank/50542

14.  Tloctanosnenue IIpaBurennsctBa P® ot 29.06.2021 N 1046 (pexn. ot
27.08.2025) «O denepaibHOM TOCYAapCTBEHHOM KOHTpoJsie (Ham3ope) 3a
00paboTKo MEePCOHATBHBIX JAHHBIX)
https://www.consultant.ru/document/cons_doc LAW_ 388756/

15. Ilpuka3 Pockomuamzopa ot 24.02.2021 N 18 "OO6 yTBepkaeHUH
TpeOOBAHMI K COJEPKAHUIO COTJIacusi Ha 0OpabOTKYy MEepCOHANbHBIX JAHHBIX,
pa3pelicHHBIX CYOBEKTOM IEPCOHANBHBIX JAHHBIX JUISI pacnpocTpaHeHus"
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https://www.consultant.ru/document/cons_doc LAW_ 382687/

8.4 NHTepHeT-pecypcesl

OduumanbHbIi MHTEPHET-TIOPTAI IIPaBOBOM uH(popManuu —
http://pravo.gov.ru

l'ocynapctBennas aBromaTtm3upoBanHas cuctema «lIpaBocymue» (I'AC
«IIpaBocynue») — https://sudrf.ru

DJeKTpOHHOE npaBocyaue — https://ej.sudrf.ru

Caiit denepanbHOi ciTy>KObI 110 HAA30pY B cdepe CBsI3U, MHOOPMAITMOHHBIX
TEXHOJIOTUH U MacCOBBIX KoMMyHuKarui (Pockomaanzop) — http://rkn.gov.ru

Caiit denepanbHON CITy>XObI IO TEXHUYECKOMY U SKCHOPTHOMY KOHTPOJIIO
(®CTIK Poccun) — http://www.fstec.ru

Caiit banka Poccun — http:// www.cbr.ru

Caiir  MwunuctepctBa 1U(POBOTO  Pa3BUTHS, CBSI3M ©  MAaCCOBBIX
kommyHukanuit PO (Munuudpsr Poccun) — http://digital.gov.ru

CnpaBouHas IpaBoBas cucrema «Koncynprantl Lirocy» —
http://www.consultant.ru

CnpaBoynas npaBoBas cuctema «I'apanm» — http://www.garant.ru

DnekTpoHHO-0nbnroreunas cuctreMa « BOOK.ru» — https://www.book.ru

DneKTpOHHO-0nboTeunas cucrema «Jlanb» — https://e.lanbook.com

DnekTpoHHO-0nbmoreunas cucteMa «ZNANIUM» — https://znanium.ru

CJ1O PAHXwul'C — https://Ims.ranepa.ru

9. MartepuajnbHO-TeXHHM4YecKasi 0a3a, HHPOPMAIIMOHHBbIE TEXHOJIOT UM,
NporpaMMHoe odecrnevyeHre 1 MHPOPMALMOHHBbIE CIIPABOYHbIE
CHCTEMbI

Ne HaumenoBaunue

1. | Cneunanu3upoBaHHbIE 3aiIbl JJI MPOBEIEHUS JIEKLUH, OCHAILlEHHBIE MEPCOHAIbHBIM
KOMIIBIOTEPOM/HOYTOYKOM U MYJIbTUMEIUUHBIM MPOEKTOPOM

2. | Aynutopuu M KOMIBIOTEPHBIE KJIAacChl, 00OpYIOBaHHbIE MOCATOUYHBIMH MECTaMU M
MEPCOHAIBHBIMU  KOMIIBIOTEpAaMU C BBIXOJOM B VIHTepHET ans mpoOBeACHUS
MPAKTHYECKUX 3aHATUI

3. | «MTC Jluak» — poccuiickas miardopma Uil OHJIAHH-KOMMYHHUKAIMA U COBMECTHOM
pabotel koMaHz; «Snaekc TeremocT» — cepBUC LI BUICOKOHpepeHIuit oT SHaekca;
S-meccenmxep

4. | Texuuyeckne cpeacTBa OOydYEHHUs: TMEPCOHAJbHBIE KOMIIBIOTEPHI; IPOrpaMMHBIE
cpencTBa, olecrmeyuBaromuye NpocMoTp BuaeodaitioB B ¢opmarax AVI, MPEG-4,
DivX, RMVB, WMV, nporpamMmsl i paGOThl C 3JEKTPOHHBIMU TaOIHLIAMH IS
0o0paboTKM, aHajdM3a W BU3yalNW3allMd JaHHBIX; COOTBETCTBYIOLIME OHJIAIH-
WHCTPYMEHTBHI JUTS TIOCTPOSHUSI MHTEIUIEKT-KapThl U MOJIENICH B a3 IMYHBIX HOTAIMSIX

5. | Hayuynas OuGnuortexa (B T.4. 3JIEKTPOHHbIE HH(OPMAIIMOHHBIE PECYpPChl HAyYHOM
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O6uOMMOTEKH)

CIO Axanemun https://Ims.ranepa.ru/
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